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AD – ActiveDirectory 
AML – Anti-Money Laundering (   ) 
API – Application programming interface 
ASIC – Application-Specific Integrated Circuit 
BTC – .  Bitcoin 
CLI – Command Line Interface  
CPFP  – Child pays for parent  
CPU – Central Processing Unit 
DApps – Decentralized Application 
DeFi  –     
DEX –   
ETH – .  Ethereum 
FATF – Financial Action Task Force on Money Laundering  
GPG – GNU Privacy Guard  
GPU – Graphics Processing Unit 
ICO – Initial Coin Offering 
KYC – Know Your Customer  
LTC – .  Litecoin 
LUKS – Linux Unified Key Setup 
MISA – Markets in cryptoassets 
MFSA – Malta Financial Services Authority  
NFT – Non-Fungible Token 

 – Over-the-Counter 
P2P – Peer-to-peer ( .    ) 
PoS – Proof of Stake 
PoW – Proof of Work 
RBF – Replace by fee 
SWIFT – Society for Worldwide Interbank Financial Telecommunications 
Tails – The Amnesic Incognito Live System 
TON – The Open Network 
Tor – The Onion Router 
VPN – Virtual Private Network 

 –   
 –    

  –   
 –    
 –    
  –      

 –    
 –     

 –    



6

  –    
  – '    

  –   
  –     

  –   
 –  '  

 –    
 –  

 –    
 –    
 –    
 –  -   
  –      

 –        
 –     



7

 
 
 

,    ,      
  .        
   ,         

  .      
      ,  

   . 
    ,     

        .  
       , 

 ,   . 
   : 

   : ,   ,   
         ; 

   :    , 
        ; 
   :   ,   

      ; 
 :     ,   

    ,    
    ; 

    :      
  ,      

. 
    :     

    ,    . 
    :    , 
'    ,     

. 



8

 1 
   

 
 

        , 
   ,    

,        
   ( ). 
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 –  ,     .   
  ,        [1, 2].  

2009  '     – ,     
  [3, 4]. 

,       ,  
 – .   - :      

.       –  
 .      

      .  
 –      . 

     ,  
     '     ( . 1.1).  

 

 
  – 1.1      
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, ,       
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' . 

   ,     
  –   .     

 ,      ,  
    ( . 1.2).  

 

 
 

 – 1.2       
 

   ,     
,   .     
    .   
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   21 . 

.    ,    
.        
.          
  '  ( ),     
. '    –  .  
 '    '    

'  .  
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 :      
     . 



10

 .    : , 
,  [5, 6]. 
.  ,   , 

: Bitcoin, Ethereum, Zilliqa, Elastos, IOTA [7]. 
.       

  ,        
 .        
   –   .   

  Bitcoin Cash, Ripple, TRON, EOS ( . 1.3). 
 

 
 

 – 1.3     
 

     
: 

Bitcoin (BTC) –      ,   
  2009       . Bitcoin 

    (Proof of Work)   
.         

   . 
Ethereum (ETH) –       Bitcoin,  
     ,     

. Ethereum       -
,      (DApps)  
  . 

Ripple (XRP)  –     ,   
       . 

 Ripple    ,   
   – XRP Ledger Consensus Protocol. 

Ripple       . 
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Litecoin (LTC) –  ,     « »  
Bitcoin.      ,     

,          . 
Bitcoin Cash (BCH –     Bitcoin.   
  ,        

. Bitcoin Cash      
 Bitcoin     . 

Cardano (ADA) –  - ,      
 ,   .     

       (Proof of Stake). 
Polkadot (DOT) –  - ,      

   .    
      . 

Binance Coin (BNB)  –  ,     
Binance –           

,       . 
Chainlink (LINK) – - ,    

  ( )        
     . 
Stellar (XLM) –   - ,   

    .      
    . 

EOS (EOS) – - ,     
   (DApps).     

     . 
Tezos (XTZ) –  ,   

 ,       .  
        

 DApps. 
TRON (TRX) – - ,     

  - .     
    ,    

  . 
VeChain (VET) – - ,    

   .       
     . 
      : 

 –   ,     
.       –   

   ' .    
        . 

        . , 
Microsoft      Windows   

 Xbox.  ,      
.     –   . 
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    . 

 

 
 –        

 .    ,     
  .       , 

 ,       . 
  –  ,   – .      
,         . 

         
  ,          

. 
       . 

     .  

     : 
1)  :  ,  

  .       
    ,    . 

2)  :      
.         

  . 
3)  :      , 

        
,   Bitcoin  Ethereum.    

  ,       
 . 

4)     :    
         . 
    , ,    

   . 
5)  :     

   ,   .    
   ,        

- . 
6) :       
.   ,   

     .
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   ,  -     , 
      .     

 ,    .    , 
     :   . 

  ,       
     . 

 
 –     '   -  , 

 –   ,     ,   
 . , Gemini Dollar   , 

 DigixDAO –  . 
,     , 

 . ,  Tether Limited  
 Tether,   20%      

 .  Gemini Dollar  .  
     - .   '  

  .  

      -
: 

1)  :  ,  
  .       

    ,    . 
2)  :      

.         
  . 

3)  :      , 
        , 

  Bitcoin  Ethereum.      
,        . 

4)     :    
     .     

, ,       . 
5)  :     

   ,   .    
   ,       

,   . 
6) :       
.   ,   

     . 
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    : 
Tether (USDT) –     , '   
    1:1      

  ; 
USD Coin (USDC) –     ,   

'    ,    Circle 
  Coinbase; 

Binance USD (BUSD) – ,   
 Binance,  '        

   Binance; 
Dai (DAI) –   ,      Ethereum, 

'    ,     
 ,       

; 
TrueUSD (TUSD) –   ,   TrustToken, 

'           
 ; 

Paxos Standard (PAX) –    '      
  Ethereum      

. 
 .     

,          
    .     

.    – p2p- ,   
     ,  .   , 

    –   ( . 1.4). 
 

  
 

 – 1.4     Dogecoin   
 : , ,     

  ' . 
 

 .     
 –     «     
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».        
.     .  

     . 
  .    

  .     2023 
        –   

1  2023      70% ( . 1.5). 
 

 
   –  1.5       
 

 .       
 .      
   .      

.      . 
,      13  2021    

  46.000 $,     50.000 $ ( . 1.6).  
     .   

 ,   .    
 Amazon, EBay,   PayPal. '  

     ,    
    – BitPay ( . 1.7). 

NFT (Non-Fungible Token) –   ,   
  ,    .  NFT  

 ,   Bitcoin  Ethereum,  ,   NFT  
 ,      . 



16

 
 – 1.6      

 

 
 

 – 1.7    BitPay 
 
NFT      , 
  , , , ,     
.    ,  Ethereum,   

-       . 
   NFT,     

,   ,      .  
       ,  

   ,    ,   
     . 

    NFT-   ,  
: 
CryptoPunks –  10.000   ,  
 ,   ; 

Art Blocks – ,      
 ,       NFT; 
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NBA Top Shot –       
 ,     ; 

Decentraland –     ,  
  ,      

 . 
Beeple's "Everydays: the First 5000 Days" –   5.000   

 Beeple,     $69,3    Christie's. 
       NFT: 

1)  :     NFT,   
OpenSea, Rarible, SuperRare  .      

    . 
2)  :  NFT    
  Ethereum      Ether 

(ETH).    ETH   . 
3)  :      

,   .       
  . 

4)  :   NFT  , 
 ,   .  ,   . 

5)    :   NFT,   , 
,   . ,   ,   ,  

     . 
6)    :  NFT   ,  
  ,      ,    

.       . 
7)  :      

.         
 . 

8)   NFT:       
NFT.           

  . 
9)  :    NFT,   

  ,     . 
 ' ,    NFT   

     NFT.    
 ,     . 
 . ,    ,  

  ,         
 .    '   ,  
    ,   '     

.   ,    , 
         

 . 
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    ,    : 
      :   

    ; 
    ,  '     

    ; 
   ,    ; 
     . 

      :  
  –     ,  

   ;  
  –  ,    .  

   :     
        ,  

   ,   « » ( . 1.8).  
 

 
 

 – 1.8      
 

    .    
     .    

    .  
  ,     
. ,       . 

   ,   . ,  
 2020      ,    . 
    2021        ( . 1.9).  

  :         
. 
  .   

'     ,     .  
        : 

     ;  
      , 

 Ethereum;  
    ,     .  
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 – 1.9      ,    

'     
 

      .     
       .  '   , 
     ,  ,    

   .  
   - ,     ,  

    .   ,  
         . 

 ' ,   –   ,  
    .     
.         . 

    .    
, ,    . 

 
1.2.   
 

   , : « », « », 
  : 

1) « »  –   ,  
   .     

,      .  
     USB- ,  

,   . 
1.1) USB-  –   ,   

  '      USB- .  
      ,   

        .  
, USB-    .    

    ,       
 .  ,      '  

    USB-  ( . 1.10). 
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  – 1.10      -  
 
1.2)   –    ,   

       .   
   ,     

       . ,  
        , 

        ( . 1.11). 
 

 
  

  – 1.11     
 

       , 
      .     

: Ledger, Trezor, KeepKey, BitBox. 
Ledger –  ,     

 .     –  Ledger 
Nano S  Ledger Nano X.      

    ,      
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 ( . 1.12). 

Trezor –   ,    .  
     –  Trezor One  Trezor Model T.  

        
,         

 . 
KeepKey –  ,     

 . KeepKey     
      ,    

      . 
BitBox –  ,    . BitBox 

        
    . 

 

 
 

 – 1.12    « »  
 Ledger Nano X Onyx Black 

 
2) « »  (Hot Wallet) –   

,       ,  
 ' ,   .      

    ,     
      (1.13). 

 

 
 

 – 1.13     CoinBase 
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,     , '   
   ,    .  

      ,   
          

   . 
,        

 .      
 ,  ,    

      . 
    ,    , 

- ,         
.      ,     

   –       
 . 

  « »    
: 

Coinbase  –        
  ,       

   ; 
Binance –      ,   

     ,   
       

 ; 
Atomic Wallet  –      

  ,      
        

 ; 
Exodus –       

  ,      
,        ; 

MyEtherWallet –  -     Ethereum  
ERC-20 ,      ,   

     . 
3)   –      

.         
,      ,  

   – . 
4)   –     , 

   .     
  ,          

   ,       
   .      

        
.        

,   Android  iOS. 
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    ,  : 
    –    

         -
     ; 

   –    
         

   ,        
; 

   –    
  Touch ID  Face ID     

 ; 
  –      

 , ,      
 . 

        
: 

Coinbase Wallet –      
Coinbase,        

     ; 
Trust Wallet –        

    ,    
       ; 

Exodus –  ,     
,        

        
Touch ID  Face ID   ( . 1. 14); 

 

 
  

 – 1.14     Exodus 
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Mycelium –    Bitcoin,    
    ,    

        
PIN-   ; 

Jaxx Liberty –  ,    
 ,        

        
 PIN-   .  

5) -  –  - ,   
    .    

        -
 ,   - . , -   

    ,   
    . 

  -   : MyEtherWallet, 
MetaMask, Coinbase Wallet  Blockchain.info ( . 1.15).  

-     ,  
       . 

 

 
 

 – 1.15    MetaMask 
 

    -      
.      ,  

     .  -  
        -

,      . 
, -       . 

,      ,   
  . ,  -    

   ,     .  
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1.3.   
 

 –        
   .      

,     '     
 (ASIC – Application-Specific Integrated Circuit)  

 ,        
    –   ,      

 ( . 1.16). 
 

 
  – 1.16      

 
     ,  
      . 

     ,    
   .     

 ,    ,    
  . 

      
     . ,     

   ,   ,    
      .  ,  

   ,     
        

 . 
          

  ( . 1.17).  
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 – 1.17    

 
    : 

Proof of Work (PoW) –     ,  
    ,   Bitcoin  

Ethereum.        
    '    

,           
( . 1.18). 

 
 

  – 1.18      Proof of Work 
 

Proof of Stake (PoS) –       
,   Cardano  Ethereum 2.0.    

    ,     
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       . 
,     ,     
   ( . 1.19). 

 

 
 –  1.19      Proof of Stake 

 
CPU   –      ' .   

  ,   .   
  ,     . 

 CPU     ,  
    ( . 1.20).  
 

 
 

  – 1.20      AMD Ryzen 9 
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 CPU     ,  
       ,  

 GPU   ASIC . ,   ,  
 Monero, CPU   ,    

Cryptonight,    ,    CPU. 
 CPU    -  ' , 

    . ,   
   '     

       . 
GPU  –     .   

   ,  CPU ,    
       . GPU 
      , 

  Ethereum. 
 GPU    ,  

       ( . 1.21, 1.22). 

 
 

  – 1.21        
 

 
 

 – 1.22     GPU   
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      . 
        , 

 Ethereum, Litecoin, Zcash   ( . 1.23). 
 

 
 

  – 1.23   -     
 

        
'     .    

        
. 
     – AMD  Nvidia. 

        
     . 

ASIC  –       
Application-Specific Integrated Circuit.  ,   

   ,     
       

 ,      
'    ( . 1.24, 1.25).   

ASIC     ,  
  ,   Bitcoin. 

  ASIC       
  ,   Bitcoin, Litecoin, Dash  . 

 ASIC   GPU    ,  
        

        . 
ASIC      ,   

     .    
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 ,      ,  '     
     . 

 

 
 

  – 1.24       ASIC 
 

 
 

 –  1.25   -  ASIC  
 

 ,      ASIC 
  ,       
,          

 .  ASIC   -Bitmain, Canaan, Ebang  
. 

Cloud  –     .    
       

  ( . 1.26).    
    ,     ( . 

1.27).  
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  –  1.26         
 

 
 

  –  1.27         
 

    (Hard Drive Mining  HDD Mining) – 
     ,   Chia (XCH)  

Burstcoin (BURST).       
         ( . 

1.28). 
         

         
.      (plotting)   
,     .    

        
(proofs of space),    . 

         
   .     
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         .  
    ,       
   . 

 

 
 – 1.28     –     

   
 

         
  ,       

(GPU)      (ASIC).   
 ,      

,     . ,    
          
      . 

 ,       
   ,     , 

    .     
         
      .    

 .        
  -   ,       

 . ,  ,     
        

      . 
    2021 , -5     
  : 
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 –       , 
   ,      

. 
 –      , , 

- ,       . 
 –       ,  
       . 

 –      ,  
     . 

 –      ,  
        
. 
,  ,        

 ,     ,  , 
   . 

     ,     
   .      

      ,    
   . 

,        , 
        .   

      ,   
        ' . 

  CryptoDiffer,    28    
    .    

   ,  ASIC-   
GPU- .         ,  

     . 
,        

,            
. 
 
1.4.      
 

  ,        
 ,    ,   

  . 
-        

   : 
   «     » –  
 ,     [8]. 

   «       
  » –       

 ,     [9]. 
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   «      
( ) ,   ,  

      » – 
       , 

  ,       
  [10]. 

 ’       
   «  / » –  

        
' ,       [11]. 

       
  –      ' ,  

       [12]. 
,        ,  

  ,      
. ,       
         

   . 
, 1  2021      «    

 »,     «   
(  )       

      ( ),  
      ( )  ». 

  ,       
    ,   

  ,     . ,  
       

( )        . 
       -

       , 
  .     
        

,     .       
 ,  «The Washington Post»     

«   ». 
      

  2022 ,   «Chainalysis»,  ,    
       (   ’   

). 
        

 - .   ,  
      .    

 ,       
 ,   .    « »  « »  
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  . 

 ,     –   
,     .    

       
,      .   

            
     . ,    , 

      . 
       

( ),        
   .    2022   

        
 «Kuna»         

( ) . 
  ,      

         
  ,         

. 
     :  –  

   ( ,    
 Kuna,     –  ),   

    .    
  Bitcoin  Ethereum,       , 

 ,   .    
        

,         . 
    ,      

  ,    .  -   
      .   

     .    
,         

       . 
        

    ,     
. 

,        : 
1) ,       

 ; 
2)          

    ; 
3)  :     , 

  (     )   
   ,    

. 



36

       
 . 

    .   
     : 

   –    ,    
 ,      

  ,       
    ’     , 

  . 14 . 1 . 1   «   » [13]; 
   –     , 

   ,   . 96 . 1 . 1   «  
 » [13]; 

      ,   ’   
,         , 

  . 1 . 1 . 1   «   » [14]. 
    ,   

  ,  ,    NFT 
         

.          
 2022       «  

 »,     . 
     (    

 ) .     ( )   
     ,  

   .     
   (Markets in cryptoassets),     

        . 
,        

  ,     .  
            

   ,     
 ,     . 

       
,  ,      

. 
 ,      .  , 

   ,        
   ,       

.        
,          

.  ,       
 ,      . 

,        
,       . 
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2022   Chainalysis,     

    ( . 1.29). 

 
 – 1.29  C    

    
 

 ,         
2021 –  2022       ,   

    ( . 1.30).      
   . ,    ,   

    .   
 ,     ,  

    . 
 

 
 

 – 1.30        
 ,  2021 –  2022 

 
       

      .   -
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   ,      
 2022       '  

  ( ), ,   .    
 , ’     . 

     ,   
          

 SWIFT.        
( )       

   .  ,    
    ,    . 

 
1.5.      
 

        .  
      .   2020 

       –  .   
  .    ,  

     .  
        

,      . ,  
2020         
DCEP   . 

   2021 ,       
          
.  

     ,    
: 

   «     
 (  )»  10.07.2002  86-  –    , 

       [15]; 
   «      

»  10.12.2003 173- ,    , 
    [16]; 

     «   
        

2030 »  09.03.2018 204,     
  ,    [17]; 

     «    
     »  

12.05.2021 269,     -
   [17]; 
       

«         
     »  28.07.2017 
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335- ,         
 [15]. 
  2020      «   

 ,        
    »   31.07.2020 

259- ,         [18]. 
   ,     
,   . 

,      
,  ,      

.       ' ,   
  ,     .  

  ,      
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 ,       

 -       
. 
2022       . 

20         
.   . ,     

    ( ). , 27 ,  
     ,     

         
. 

         
2017 .  1  2021        

259 «    ,      
     » [18].     

    .      
: ,     . 

 2022           
    .    

   .   2022 ,  
 Bloomberg,    -10 ,   

         . 
         

       
.      

 ,       17  
2022 .       

    .   
     . 

«   »    . ,  
      ,    
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  , ,       
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.   ,      
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      2023 .   
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1.6.        
 

         
, ,      ,  

   4  .    
 Chainalysis, Elliptic  TRM Labs,    

,    Binance,     
,    ,   

  ,     .  
 ,     ,     

    :      
Chainalysis       

  1,8   ,    2,2 
 ,    .   '   

. 
«   –   - ,   

  ,  ,   ; ,   
   ,    ,  

 », –   ,     
     . «   

  ,  Chainalysis  Binance,     
,     ,     
.  ,  , ,     ». 
        

  Binance      , 
           

 Telegram    . , 
Chainalysis    Telegram   ,  

 -  « »  «  »,    
 « »,   ’      

 –        Telegram.  
  ,      

  :     , 
    .    Chainalysis 

       Project Terricon,   
   NFT      
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 ,  NFT    ,    
,  ,    -  . 
  Binance     ,   

        
  4,2  . ,   ,  
   ,    Chainalysis,   
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  Binance  Chainalysis. Binance, ,  

   «  »,   MOO Veche,  
     ,   ,  

 ,  Chainalysis.     Binance, TRM Labs  
Elliptic  MOO Veche      , 
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  ,   . 
 ,  Binance ,     

   Telegram,   
  Save Donbas  REAR,     

 Lobaev,      .   
,   Romanov Light,     TRM Labs  

Elliptic, ,      . 
   Elliptic, Romanov Light     

$330.000,    ,     
, -    ,   . 

       , 
     

     .     
        .  

   Chainalysis,  ,  
,      ,    

« »  ,     
   .    Chainalysis 

 Chatex, Suex  Garantex     
 –           

 . Chatex  Garantex     WIRED 
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   ,      
 ,   .  ,  

  WIRED,      ,   
     ,      
,   ,      

,  ,         
   . 

     ,   
   ,  ,  MOO Veche 

     $150.000  ,   
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    Huobi – « » , 
,  ,  Huobi    .  -  

,  Huobi       
 ,      , 

   ,       
,   Huobi.  WIRED   Huobi  

,     ,      «   
», «   ,      

 ». 
Binance,   , ,      

  ,   ,   
    $208.000.   WIRED,  

    ,  . «  ,  
         ,  

    » –   , 
      Binance. «   

 ,    ,     
    ,  ’    

 ». 
    ,   

 ,     ,     
   ,   ,   

  Elliptic.  ,    ,   
    « »   «  » –  
,        , 

     ,   
 .  

        
  DarkNet   ,  ,    

  ,      . 
«    .  ,   ,   , 

 , ,   » –  . « , 
,  ,     

DarkNet,       
  ». 
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    .  ,    
    :   Elliptic, 

    77      
   .     ,  

       
   ,   .     

,    ,    
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       , 
    ,  

   .     
 . 

 
2.1.    
 

    ,    . 
 .      
,   Binance, Bitfinex, Coinbase  . .,   
      . 

 .      
,       .    
     . 

 .   ,    ,  
      .    

        
    . 

 .      –  
   ,     

    . ,     
         
 . 

      
      ,    

,   .   ,    
, '   ,      , 

    . 
 
 2.1.1.     
 

   Binance.  2017 ,   
2018          ( . 2.1). 

       ( ),   
     -      

      2017 .  
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  – 2.1      Binance 
 

  2018      .   
2018           Binance 

      .  
  2018  Binance     

   .      
         

 .  
 2019      Binance Jersey, 

    Binance.com,     
 .       

    « - »,    
 .  

  2019  Binance ,     
  Simplex,      

  ,  Visa  Mastercard.  
7  2019   Binance ,    «  

 »,      7.000    
 40   .  '   
     . 

 2021       
  ,   '   
          

 . 4  2021   Binance   
 Auto-Invest,    . 
  2022       

     Binance  .  
,      (   ),  
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  «   ».    
      ,   
. ,      

 , ,      
    .  ,   «   

 »   .  
  2023  Binance       

          
  p2p- . 
Binance     ,     

       .  
        , 

  .      
   ,     .  

    2022      Binance    
  . 

21  2020  MFSA (Malta Financial Services Authority) 
  ,     ,  

Binance  «  ,    ».   
,  Binance     MFSA    
. 

6  2019  - ' -  ,  
     ,   

     Binance    . 
    Binance    

  ,   «  »  
.  

7  2019  Binance     
  Advcash.  

  2020  Binance     
. 20  2020  Binance ,     

 .  
  Binance ' ,     

    .    2  : 
  . 

 –     
 ,      . 

 ,       
Binance        (  ,  

  . ).    100   . 
 –      Binance. 

  . 
   MetaMask. Metamask    

        
 Ethereum.     - ,   
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Google Chrome  Mozilla Firefox,      
  (DApps – Decentralized Application)  

    Ethereum ( . 2.2). 
 

 
 – 2.2    MetaMask. 

 
    Metamask  : 

 Ethereum: Metamask     
Ethereum- ,       
( , Ether-ETH)  ERC-20  (  ,  

   Ethereum). 
 : Metamask    

 ,      
   .      

     Metamask- . 
  DApps: Metamask     
  ,    

 Ethereum.    Metamask    
DApps (Decentralized Application)   ,   
ICO (Initial Coin Offering –   )   . 

  : Metamask      
        
,    .       

        
     . 

  : Metamask   
    Ethereum,    

 (Mainnet),   ( , Ropsten, Rinkeby)   
.         
    - . 

, Metamask       
 Ethereum.    ,  

        
 .  
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   Huobi. Huobi     
   ,    2013 , Huobi  

 ,        
  ( .  2.3).       

 Huobi: 
 

 
 

 – 2.3       Huobi 
 

 : Huobi    
 ,    Bitcoin (BTC), Ethereum (ETH), 

Ripple (XRP), Litecoin (LTC)   .   
 Huobi        

. 
 : Huobi    ,  

       
 .      
         

 . 
'   : Huobi   '     

.        
          

. 
 : Huobi    , 

        . 
    ,     

 ,    . 
  : Huobi     iOS  

Android,       
        .  , 
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Huobi   API (Application programming interface)    
    . 

 : Huobi     
    .       

,       . 
 ,   ,  Huobi, 
     ,    

 . ,      , 
'    ,       

  . 
Huobi,  ,      

        
     (AML – Anti-Money Laundering )  

  .  
,       Huobi, 

   : 
 :    Huobi   

   ,     
 .    ,   '   

 . 
   :  

  , ,     
,     ,    Huobi.  

   '        
 . 

 VPN (Virtual Private Network):  
         

 . VPN    '    
  IP- ,        

. 
  :   , 

  Huobi,       
(DEX),          

 . DEX       
       . 

  (DEX)  –     
,          

  ,     
  . DEX    

       ,  
       

( . 2.4). 
     : 

  :     
  ,   ' ,    
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.         
 . 

  :      
  ,      

 ,    .       
  . 

 :     
,        
    .    

  , '    . 
  :    

  - ,     
 .  ,       

  ,     . 
 :       

    .     
,        . 

 

 
 

 2.4 –    defiprime.com 
 

     Uniswap, 
SushiSwap, PancakeSwap, Kyber Network, 1inch  .     

   ,       
        

  ,    . 
 ' ,       

      .  
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 -       
   . 

             - . 
  - .    

   ,        
    -      

   ,     
. 

KYC (Know Your Customer) –      «  
 »,       

  (     ),   
        ,  

   ( ,  ,   , 
  ). 

    : Guarda Wallet, Metamask, 
Ledger, Trezor, Payeer, Jaxx, AdvCash, MyEtherWallet.    

 Guarda Wallet,      Chrome,  
  Mac OS, Windows, Linux,   Android  iOS ( . 2.5). 

  ,      : 
Binance Coin BNB,  BTC, Bitcoin Cash BCH, Bitcoin Gold BTG, 

 SV BSV  .  
 

 
 

 – 2.5    Guarda Wallet 
 

          
,      .  

  
2.1.2.      

 
   ,   

   ,     
 , : 
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Coin ATM Radar  –       -
,     .       
   . 

MyCelium –   ,     
-   .      Android  

iOS. 
Bitcoin ATM Map –    ,     

 -      .    
    ( . 2.6). 

       
      ,   

     - . 
 Bitcoin ATM – Shitcoins.club.   : 

. , 176, , 03150 (Ocean Plaza)  0    
( . 2.7).        

.  

 
 

 – 2.6      .     
 

 

  
 

 – 2.7   Shitcoins.club  .  
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 2.1.3.     
 

 – cashout.     
  .    -      

   (3–5 ),      
,     .    

   ,   2-  ,    –  
 3.000  .        
  ( ),    ,   

 ,  (https://cashout.biz),    ,    
[19–23]:  

 .      3.000 $,  
 3.000 USD: – 0,4%. 

 .      3.000 $, 
  3.000 USD: +1,7%,   20.000 USD: +1,4%. 

  : 24, , , , 
, -   Visa/Mastercard. 

 – BUY.   : . , . 
, 45, , 02000 ( . 2.8, 2.9). 

 

 
 

 – 2.8     :  – BUY  
 . .  
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 – 2.9   – BUY  .    
 
 2.1.4.     

 
    ,    , 

       .    
: 

 :      
,          

( )  .       
 Kuna, BTC Trade UA  Exmo.     

     ,      
        [24–28]. 

 (Over-the-Counter) : -     
      ,  

 .     ,     
 ,    .    -

,        ( . 2.10, 
2.11). 
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 2.10   -     
 

 :        
  ,   , ,  

 ,     .  
        
    . 

Bitcoin- :     Bitcoin- ,  
        

.        -   
,      . 

 

  
 

 – 2.11   -    –   
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      ,  
  ,    -   . 

, '       
   . 

 
2.2.      

 
 

      
.    ,      

: 
:       

        '    
 .      -  

   ,        
 . 

    :      
         .  

  -      
.    QR-     ,  

 . 
   :    

 ,    .   
        

  ,     . 
:      

 .       
      . 

   (DeFi):   
   DeFi- ,      

 ,   , ,    . .,  
  . 

 :   ,   
   ,      

,    - ,    
ICO (Initial Coin Offering),      . 

 ' ,        
, '   .     

      ,  
      . 
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2.2.1.      
 

    –     
  ,      

- .       ,   
   .  ,    

,    ,    CVV- ,  
 . 

     –     
 - .         
'       ,   
         

   . 
       
      ,      

   - .     '   
 ,   Visa  Mastercard,    

-   ,     . 
     ,   

        -
,   ,        

.         
. 

    PaywithMoon –  -
,         . 

  PaywithMoon      
     ,    
          

.        160    
    250.000 -  ( . 2.12). 

 

   
 

 – 2.12     PayWithMoon 
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2.2.2.       
           

 
,       

,  ,       
   .    

       
   . 

     ,    
          

,     .   
         
. 

       
 .      , 

    ,    
   .   
    ,    

  . 
      ,  

        
 .      ,  

    ,   
     . 

 ,      
   .     

    ,     
   .    

       
  . 
-  (Bitcoin mixer) –  ,   

,        
  - .    ,    

     .   :   
   ,       

,      (mix –  ( .). 
  - .   

    .    
    ,  ,  

     ,    
  ( . 2.13). 
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 – 2.13     
 

   -    
 ,    ( ,    

).       – ,   
    .      

   :    ,   
        

. 
,        .   

   ,  ,      
 (  ,  ).      , 

 ,  '    . 
Bitcoin-     : 

 .      
,      ,     

.    ,    , 
 ,          

  .       ,  
  .      

'   ,        . 
 .     

,     .  
    .    (CoinSwap, 

SharedCoin, CoinJoin),      '  
    ,   ,  

    .     
    ,   ,  

.      
  . 
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  - .   ,  . 
   ,   –      
    . ,    

   ,    ,  
,     .       

  ,       
   .       , 

  . 
       , 

         
, ,       

      . 
     ( . 2.14). 

 

 
 

 2.14      
 

 Coinomize. ,    , IP-
,       .  

      (  ' ) ( . 2.15). 
:      :  

 1%  5% + 0,0003 BTC.    0,003 BTC.  
    .    

 ,   .    
 Tor.  

    ,    
      ,    



63

  .       
   ,     . 

 

 
   – 2.15     coinomize.biz. 
 

 UniJoin. : https://unijoin.io.   
   CoinJoin.    ,   

   , , USDT.     
.  

:   1  3% +  .  
 .        

 . 
  : Blindmixer, CryptoMixer, ChipMixer, 

MixTum, Anonymixer, Mixer.money, Mixtura [29–33] . 
   ,      

 . ,       
 ,  -     . 

       : 
.    ,    

  ,    ,    
   ( , The Hub). 

-   .      
   ,      

'    Bitcoin-  . ,    
   .  ,   , 
   walletexplorer.com. 

 .    .  ,   , 
   ,      

 . 
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  .       

      ,      
.  ,    – ,  

   5–6 -   .  '   
   ,    

. 
        

  –  3 . ,     
,          
.  ,        
. 

,        
   KYC- .       

 :  ,     
,    –     
   ,        

  . 
 -     . 

   –       
 ,        . 

     « » BTC – ,   
     . ,   « », 
  :       . 

         
-       ,  

  - .     ,    
,   ,    
. 
  ,      : , 

  ,       
 ,      . 

  , ,  1  5% +  .  
  –   ,    . 

  –   .   
  ,      , 

  ,      
 '        . 

        
  ,    ,   

 –       
,    .    

 ,          . 
          , 

   . 
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 2.2.3.     

 
 ,     ,  

  ,   ,   
  .     

 ,      , 
    . 

    –   
   .     

,      .  
     ,  

      
  (   «  »)   . 

    : 
 :   ,    USB-

     .   
        

     . 
 :  ,     

'   .      
     '  .  

       
 . 

 :  ,     
,     .    

   ,     
      . 

    ,   
   : 

     ; 
      ; 
     ; 
       . 

      , 
   , ,   

  ,     [34–38]. 
  Electrum –       

 ,     .  
  ,     

- .         
  ( . 2.16). 
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 – 2.16     Electrum 
 

 .         
.  ,          

.   ,       
     . 

 .     
      .  ,  

           . 
,         ,  

 Bitcoin Core. 
 .     

     .  ,  -
           ,  

     . 
 .     

  . ,    
 .  ,       

,         
. 

 .     . 
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  . ,      
  - ,      . 

      '  
    '   - . 

      Tor   
   '      -  

  - . 
   .      

  .  ,      
     RBF (Replace by fee)  CPFP 

(Child pays for parent).        
  ,      ,  

 ,  . 
  Monero. Monero –    

 ,     .  
  , Monero   CryptoNote,  

   .     2017 
, Monero        

.  
 .      

,  ,   Monero   
  .    , '   

 , /  XMR,   ! 
 .    .  

    Monero,    
     '   .  
    XMR     . 

      Trezor  Ledger. 
      . ,  

   XMR   ,     
     .  . 
   ?     1/3 

  . 
.      

.      ,     
   ,    

Monero.      ,  
       !  

    !   
 ! 

,     .  SHA256 
  ,  ,  GPG (GNU Privacy 

Guard),    getmonero.org/downloads/hashes.txt,  
   ,     GPG 

   . 
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   ,       
:     Monero CLI/GUI  

Windows (  - ); 
        

 Monero CLI/GUI (   ). 
  .  ,     

  .        
  ,     '   . 

  GUI  ,  #monero-gui  
    Hangouts,       

  . 
  Monero CLI.    

  (CLI)    ,  
 Monero,        

      . CLI 
       Monero  . 

     ,     
 ,   HTTP  0MQ . 

   .     
    

Tor/I2P .     
  .     

   .      
  Monero     , 

   
      Trezor  Ledger 

RPC       
 .    ?  

   1/3    
Pay-for-RPC       

    .  
   . Cake Wallet, Feather, Monerujo –  

   .     @  
      ,    
.    ,    

   ,     
    . 

  (  ).  MyMonero, 
Edge        

,         . 
        

 ,       , 
,      . 
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 .   –    
,       .  Monero 

 Ledger Nano S / X  Trezor Model T. 
 
2.3.       

 
        . 

     ,     
       .   

    : 
   :     

,      ( ) ,   , 
    .       

        . 
   :      

, '     ,    
,         . 

  :    
  , '     

.           
        . 

  :    
 ,        

    . 
Peer-to-peer (P2P) :     

P2P       .  
     ,     

       . 
       

       ,  
     . 

 
 2.3.1.       

 
   .     , 

,    –   ,     
.        ,  

 – ;        . 
   ,   .   
   8300 ,  – Bitcoin  

Ethereum.       
 « »,      2022    «  

 »,      
   [13].         

    .     
 ,  : 
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        7183  
06.10.2017 [39]; 

          
  7183-1  10.10.2017 [40]; 

           
         

 2461  15.11.2019  [41]; 
         

       
     4004  

01.09.2020 [42]. 
 .     «  

 »        
    ,  
         ,  

  .        
         
. 

         
 .       

  ,      ,    
  ,      . 

      .   
        , 

,      '   .  
  –      

  ' .   
        . 
           

      .   – 
,      .   

   . 
        

      
   .       
 2461,       

   ,      
.           

 (      , ,  . 
  ,     
        

     . 
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   ,  ,    
   ,   . 

           
   (      

 «   » –  ,   
    /    

,        
,         

 )   .     
    18%    5%   . 

     ( )     
    . 

       ,  
      .   

        
.   –        
    18%,   ,  

5%  4–5 .    ,     
 ,  ,   -     

 . 
          

 .     ,  
, ,  ,     

      .   
,         

,        
 '       ( , 

, )   ,   . 
        

         
    :    

     ,    ,   
(  - ) –    .     

  –  5%  . 
       

, ,  ,    .   
     ,    

   .   ,  
FATF (Financial Action Task Force on Money Laundering)  –  

,        
         

« » ,           
     .  

      20 ,   
-  Gemini  Coinbase,  Bitflyer, 
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 Korbit,  Mercado bitcoin, -
 Bitso  .      

    ,  ,  
 ,  . 

     ,     
,      Wirex  EXMO,    

–    ,       
         

     .     
      ,     
  . 

       
        «  » 

   .      
   ,    

 ,      ,   
     ,  

  ,     -   
–      .   , 

        
      . 

  .   
,        

   ,      
,       

,      - . 
,      

        
  .    , 

    « »      
 . 

    ,   ,   
(   ).       

  :      
         .   
        

,    , « » ,   
.   ,     ,  

    Gram    TON (The Open 
Network).      ICO     

    ,     
           

 .   ,       
,      –     

       ,  



73

      ,  
  . 

   –    , 
         

.   ,     
       ,   

   .      ?  
        

 ,      ,    
.         

 ,       
.   ,      

  -  ,     . 
        

     , ,   
 ,     

.       ,   ,  
Monobank,      ,   

       
Bitcoin    . 

   –       
     ,   

UniCreditBank  .      
 ,     ,    

   24.      
  '  :  400.000  
        

     . 
      ,  

  «   »     
        
.       

     ,    
     .   

     ,    
 - ,       

. 
  USDT      .    

          
.      ,    

:    ,    USDT  
.   2022       

1,7  ,    .    
,    : 0,9  . ( . 2.17). 
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 – 2.17     

 
       2022 

.         . 
     ,    

  ,    P2P-
  .        

  ,  100.000 . 
       ,    

  3,3 . /  (  100.000 )    
. 

 '   ,     
 .     « » –   , 

      «  »  
,        .  

     . 
-        

(  Bitcoin, Ethereum, Waves, Litecoin, Dogecoin).  ,   
 USDT,        

   ,   ,   
Tether  . 

  ,    ,  
,   ,      

   :      , 
    .   ,   USDT  
. 

  USDT  .      
  .      
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,    ,   .   – 
   . 

 .   . -
    ,       

  . 
 USDT        

         
.    8–10 , ,   

,        .   
,     USDT.     

     .  
    ,      

 . 
       Changeit.  

  ,   ,      
 .   USDT     

    . 
.    ,      USDT 

  USDT,    .    
     ,     . 
    USDT:  ,  

,  ,  .    
 .        ,   

 . 
 . Payeer, Perfect Money, PayPal  .  

(   )   ,   USDT  
  ,    ,  

,      .    
      - ,    

     . 
P2P .      . 

    USDT       
.     USDT,    . 

       Binance. 
    - .     

         . 
    .    

   ,      
.    USDT     

. 
   .  ,   

   ,  .   
        , 

   . 
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    ,    ,  
  .      

    . 
 /  USDT,     
:  QR- ,     . 

  –   .   – 
      ( , , -

, ),    .   ,  
 Tether     ,      

 .      (5%). 
  –       
,      . 

 .   ,      
 USDT. 

        ,  
      .   

         
 .    USDT  
    . 

   . ,    . 
    ,      .  

  ,   –    . 
    .   

 USDT,     ,  
: Trust Wallet, Exodus. 

     .  
 '       '   . 

     .     
  ,     . 

  ,     -   – 
         

  . 
 USDT     3-  . 

   –     .  
 Tether USDT  ,      P2P. 

      . 
-  –        « »  

.   « »    
,      .    

  ,    .  «  » 
  0,5%,       . 
   USDT. USDT Tether (  Realcoin, 

  USDT),    « ' » 
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    .     ,  
Tether       . 

 USDT   -   .   ,  
      , 

     . 
         

  -     . 
  100%      

   75%,  ,     
.  ,        

      . 

 2.3.2.       
 

       ,  
,   ,       .  

     ,   
   –   ? 

 ,   :  
(  );   ;  

; . 
     . 
  P2P . P2P –     

  .  ,    
    20 000 USD, P2P     

 ,    .    
  P2P       

.  
    USDT  P2P . 

 P2P    « »   . 
      ,    . 

,  –  USDT   75,70     
 1.000  50.000 ,   –    . 

  –  757 USDT   75,70   
7.570 ,    .    

    ,     USDT  
  . 

   ,    . 
       ,   '  

 . 
         «  

». 
     ,  

     . 
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:          
  ;      . 

:  ;       
  ;       

  (  );   « » 
. 
     .   

     , , ,   
. 

 '       2022    
   «  »,      

        VISA 
 MasterCard,     .    

   –       
  Netflix, Spotify, YouTube . 

     ,      , 
        -  ,  

      VISA  MasterCard. 
     ,       

 -       
    .  ,    

     ,    
. 

:     ;   
 ,      . 

:    ;     
;        

  ;    ;    
  . 

   .    
     ,    

   ,  3,5  5%.  
       Exodus, Trust Wallet . 

       Ledger,   
 Ledger Live       .  

 : MoonPay (VISA, MasterCard, SEPA); Coinify 
(VISA, MasterCard, SEPA); BTC Direct (VISA, MasterCard, Maestro, SEPA). 

:      ; -
       . 

:      (    5%);  
     VISA, MasterCard,   . 

  - .      
       2017–2020 .  
         . 
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       ,   
 ,   P2P- .     
     ,     

  '    ,  
      . 

:      . 
:    ;     

 . 
     .   

   ,    , 
 .        

,     .  , 
  - ,      

 . 
  ,    ,  

,    ,     
   .   ,  

   ,    ,  
    « ».      

 ,         
. 

:    ;   . 
:    ; ,     

  . 
.    Beribit.  . 

 1 –    Beribit.    
 Beribit (https://beribit. com/register).   

,    . 
 2 –  .     

  Beribit      
 .    :  

 '   -  ( ' );  ; 
     .   

   ,     
. 

 3 –   .    
   :    (  

 0%,  );     (  
 2,7%,   2.500  50.000 );   Beribit P2P. 
 4 –   .   -

   « ».       USDT. 
     ,  ,  

 ,       ,   
 « »      . 
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 :  « »;  1.000 USDT;  
        ;  

  '     .  
    USDT,      

ERC-20, TRC-20  BEP-20. 
,     ,    

 '         
. 

       ,  , 
,      . 

          
    ,         

Beribit. 
   Beribit       

 .     , 
    .    

      . 
      ,  

    .       
     . 

      : KuCoin, Gate.io, Lbank, 
Bybit, OKX. 

        
     ,   . 

        -
     . 
   Bitbanker     BTC, ETH  

USDT.    ,  KYC,  
   .      

2         . 
        

    ,       
  - .        

    «  ». A  
 Binance        

        .  
    ,  ,   

  , .        
. 

        -
       «  », 

        ,  
  .  
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,      «  
»,     , Unistream,   

  .       
     Contact,   Qiwi. 
 «  »,   ,      

,       ,   – . 
     :    

Ozon  « » (      
,       ,    

     ).     
     ,     

«  »   . 
SWIFT (Society for Worldwide Interbank Financial Telecommunications: 
    .       

 ,       SWIFT-  
     ,      

. ,       
,        ,  

 ,            
  . 

         
« »  .  ,   FT,  

  50%       .  60% 
         .  

« »  2   –   '   ,   .  
,   FT,       :  

      . ,   ,  
       . 

,        SWIFT-
:  6        
  $10.000.       .  

    2–3%   ,   
$200   $300.         
3%.     - ,   
$10–70. ,  ' ,       

        $10.000,    
    0,5–1% . ,   

      .  
    ( )    

    . ,     
      .    

    ,     . , 
     ,     – , 

  ,  . 
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SWIFT-        .  
  ( ),     

 40 .   :      
      ,    

     .  ,  -  
   –  (  3%,  30.000 , 

 – 60.000)      (0,3%   
   –   ).   ,    ,  

     ,      
 « ». 

  SWIFT-        : 
    .  Telegram    

 ,     .   ,  
   - ,      

-   - .      
  ,     – 
  , ,    

,   - . - , 
 ,      ,    

 . ,   ,   
   SWIFT-   ,    

  Ohmyswift:       
.     SWIFT-   . 

 : ,  .     
      –  .   

:  « »      ,  
  .      – . 

- ,        :   
      60     
. - ,   ,  ,      

 -   .      , 
,    ,      

.   ,         
    SWIFT  . 

,  Freedom Bank,     Freedom 
Finance,      -    

 ,    ,    .   
 ,  SWIFT   .    

   4%  ,        
1,5%,  .      : 

         (     
  600.000 )    

  .   ' ,    
   ,  . 
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:   .    
        

  .  
  Binance,   ,  
      p2p-    .  

,     USDT,      
        ,   

. 
   . - ,    

     .     USDT 
         : ,  

       - . 
- ,         

,     . , OKX  KuCoin. 
  ,       

       –  
       .  

       
     $2–3 .   

   ,      
,     . 

      :   
      « » . 

       .   
         

     ( )    
  .     ,     

 .       . 
          

   ,   ,  ,   
. 

        
  .   ,   : 

1.   ,    
   .     Qiwi Wallet, 

    ,   Yandex.Money, WebMoney  . 
2.       
,    . 
3.       ,  

     . ,  
  Binance, EXMO, Livecoin  . 

4.       . 
5.      ,   

      . 
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6.          
. 

 ' ,       
'     ,     

    .      
      

. 
            

,       : 
:         

   ,   Binance, Bitmex, Bitforex,  . .  
        , 

         
 . 

:      
,   BestChange,       

.      ,    
,  ,  Visa/Mastercard  . 

 :    ,    
 ,    .     
 ,   ,       

  . 
  ,    ,  '   

       
   . 

 
 2.3.3.       

 
   .  ,   

  ,      
  –   '    . 

    . ,  
Microsoft      (      

,      2014 ),   Whole Foods 
   ,  AT&T –   

' .      Virgin   
:   '  (Virgin Mobile)      

(Virgin Galactic). 
 ,        

  ,   -       
(Rouge Bistro, Steamrollers Burritos  ),   (Lead Mate  
Zyza Yoga Clothing&Active Wear)       
(Man About Town Entertainment). 

       McDonalds.  
   ,       
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:  2021   19    
     . 

    . ,    
  ,       ,  
 ,          

   . ,    30% 
 – ,     2018   

1.370.000%.        5.000 (1.000   
 ) ,    ,    

 .         – 
, . ,    ,   

'   - ,  , , / 
  ( . 2.18) . 

 

 
 

 – 2.18    Amigos Car Rental ( )  
    

 
         

         , 
      .     

         –  
,       .  
-  (  )     

  Binance  Crypto. com,      BitPay  
Revolut, Wirex  Wise.     

       , , 
VISA.  ,       

  (   ). 
   .     ,  

    ,    
   .       

 60    ,    ( . 
2.19). 
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 – 2.19   .      

   
 

 -        
   .  ,     

       . 
  37     

    .    
  ,      

 -   ,  Binance, Bitso, 
Buenbit, Bybit, Ripio  Lemon.     –  

  DAI  USDT. 
.      .  

,         
,     . 

    –   
 Travala.com,        

 .     200.000    
,   80%     .  

,         
 ,      Airbnb. 

  (   '   )  
        

  ( . 2.20).    ,  
        –    

         BitPay  
 . 
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 – 2.20    ,    
  travala.com 

 
         

 Cryptoturismo, Flight Centre, GetYourGuide  Crypto Cruise Deals . 
      , 

 AirBaltic  Virgin Airlines ,      
Cielo Aviation, Fast Private Jet  JetFinder. 

.       
:        

 .  ,     
    ,    

    ( . 2.21). 
  –     ,   : 

       
.   '      

  ,    . 

 
 

 – 2.21   Crypto Real Estate (    
 ) 
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      ,  ,   
   .     , 

,   ,     
. 

        
 ,  -      

    . 
       

 ,   ,   ,   «  »: 
     400.000    

  . 
       

:       
   .       

    . 
   -   

  –        , 
  .       

         
   . 

        
,       .   

 ,    ,      
.         

    . 
 :   .    

      .   
      ,     

   . 
  – .     , 

     ,   
340%.   –     %    

 .       
         

 ( . 2.22). 
      ,     ' . 

       ,  
   :      

.       
 ,      .  
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  – 2.22         
 

  ,    ,   
: 

P2payer-Freelance  –    
- .         

    ,      
. 

Freelancehunt –        
  . 

Freelance for Coins –  - ,    
       . 

  '   ,  ,   
. 

Cryptocurrency Jobs –      
 .       

  . 
Bitcoinjobs –        

  . 
        «  

»     ,    
.         

    «  »    
. 

,       ,  
     MFPay –    

     ,   
.          

    .  MFPay    
 ,   ,    

. 
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 3 
   

 
 

 
       , 
 ,  ,   

   Live USB TAILS,   
   Whonix. 

 
3.1.    
 

      
  ,   ,   

     .   
     . 

   ,   Bitcoin, Ethereum  
 ,     ,   

.        
    . ,    

   '     . 
       

         
.       

     . 
  ,      . 

      ,   
      '    

  . 
 ,   Monero  Zcash,   

    ,    
   ,       

  . 
 -  ,      

        
. 

 
3.2.   
 

 ,   Monero,  ,    
        

,   Bitcoin ( . 3.1).    
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 –       , 
    . 
 

 
 

  – 3.1     Monero 
 
Monero,    CryptoNote,     

   .   Monero,  
 , : 

 :   Monero    
,       '  

 . 
 :     Monero  

 ,   . 
   (RingCT):    

  ,       
. 

  : Monero   
      . 

    ,    Monero, 
      . 

,  ' ,     ,   
       . 

   Monero    
  Monero,   «Monero GUI Wallet».  
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  Monero GUI Wallet   ,  

  Monero (XMR),        
.  '   ,     
      Monero. 

 Monero,    ,    
    .    : 

Zcash (ZEC)  –  ,     
  zk-SNARKs.    
   ,     
,    . 

Dash (DASH) –   PrivateSend,   
 .       

   . 
Verge (XVG) –    ,   

TOR  I2P,      IP- . 
Grin (GRIN) –  ,    

Mimblewimble,        
 ,     . 

 ,       Monero: 
 1:    Monero GUI Wallet  
  Monero (https://www.getmonero.org/downloads/).  

      (Windows, macOS, Linux). 
 2:     -

    ' ,      
 . 

 3:    Monero GUI Wallet.  
      . 

 4:  "Create a new wallet" (   
)   "Continue". 

 5:  "Standard wallet" (  )  
 "Continue". 
 6:  "Create a new wallet file" (    

)   "Continue". 
 7:        

 Monero.   ,   -
    ,   "Continue". 

 8:   ,    
        .   

           . 
 9:   Monero !    

    Monero   .
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    ,    
   .  ' ,     

         . 
  ,     ,  

         
. 

 
3.3.      

 
 

  '      
 ,      . 

 ,      -
: 

  :     
     .   

       . 
        

,        .  
       

. 
Ledger Nano X.     

Ledger,       2014 . 
   Bluetooth-     

,         
’   USB. 
Exodus.       

 ’ ,      . Exodus 
      .    

     ,   ,   
 . 

MetaMask.       
    ETH       

Ethereum. MetaMask    - ,    
   DApps (  ). 

Atomic Wallet.   350   .  
     ,      

.         Windows, 
macOS  Linux,    . 

Guarda Wallet.    , 
         . 

   400   .  Guarda 
        

    Ledger. Guarda ( . 3.2). 
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 – 3.2    Guarda Wallet 

 
Jaxx Liberty.    .   

 Android, iOS, macOS, Windows, Linux  Google Chrome.   
    . 

Trust Wallet.      -
.           , 

        . 
MyEtherWallet (MEW).       

    Ethereum.      
  ,  ,     

  . 
Mycelium Wallet.   ,    
       (HD) 

   . 
Trezor One.   ,    

 . Trezor One      
’ .      Windows, macOS  Linux,  
  Android    USB. 

  :     
   ,      

 .      , 
       .   

            
'     . 

 :   
 (2FA)       

.    ,     
     . 

  :    
    ' ,   
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 .      
 . 

 :      
    .     

'    Wi-Fi,     . 
 :     ,   

      .  
   ,     

    . 
 :      

    .    
   ,    . 

  :      
  ,   ,  , 

  .     . 
,    ,   
       

    . 
  :    

   ,   - ,  
  ,      . 

,   ,       
.    : 

  :  ,  
         
. ,     ,  

    . 
    –   

 ,     .   
    . 

        
         . , 

        ,  
 ,   '    .  
  : 

Trust Wallet  –      Binance; 
Metamask –  -     

     ; 
Binance Wallet –      BNB Beacon 

Chain, BNB Smart Chain  Ethereum; 
Ledger, Trezor, SafePal   –     

 ; 
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imToken –      12 
      ; 

Token Pocket –    , 
     ; 

 MathWallet – ,   100+ ,   
    ; 

Atomic Wallet –  ,    
300+   ; 

Jaxx –      ,   
 ; 
Exodus –      

180+ ; 
Bitcoin Core –    BTC,    

   ; 
Wasabi –        

 ( . 3.3): 
MyEtherWallet –   ETH,  ERC20, NFT. 
 

 
  

  – 3.3    Wasabi 
 

   –  -  
   .       

     ,      
,        , 

,  . 
  :  ,   

Monero (XMR)  Zcash (ZEC),    , 
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    ,      
   ( . 3.4). 

 

 
 

 – 3.4    Zcash (ZEC) 
 

  :    
      

,     . 
  –     ,  

        -  
    .   

   DEX   ,    
   ( . 3.5). 

 

 
 

  – 3.5   DEX-  OKX 
 

      
 ,          

.      ,   
   . 
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 DEX      (KYC), 
     ,    

. 
      

  (DeFi).    2023 ,  
 coinmarketcap,   300  ,   

    –     : 
 OKX  –     340 ; 
 Uniswap –     DeFi; 
 PancakeSwap –  DEX    ; 
 SushiSwap –  DEX  ; 
 dydx –      ; 
 Curve Finance –  DEX    DeFi; 
 Kine Protocol –  DEX    ; 
 ApolloX –   '   . 

 VPN  IP- :   
  (VPN)   IP-     

 IP-      . 
 VPN  : 

 ExpressVPN –       
    ,  30-   

 ; 
 CyberGhost –  NoSpy    

    ,     
  ; 

 Private Internet Access –   ,  
      ,   

,   ExpressVPN  CyberGhost ( . 3.6); 
 PrivateVPN –  VPN    

,      ,  
     ; 

 IPVanish –        
 ,     . 
 

 
 

 – 3.6    VPN  Private Internet Access 
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  :    

   ,     
 . 

 ' ,      
  ,        

.       
 ,    ,    
     . 

   .   
       

   ,    .   
   : 

 1:    .   
,        

.      ,   
. ,       

,      . 
 2:   .      

  .       
     .    

   ,    
    ,       

 . 
 3:   .    

    .     
    ,       

 .      ,  
 '   ,    . 

 4:  .      
      . 

     ,    
   .     

       . 
 5:   .   

,    .   
         . 

      .  
 ,  '       

  . 
 ,    ,     

    .     
      , 

   . 
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3.4.      
Live USB TAILS  

 
  ( ) Tails (The Amnesic Incognito Live System) 

        
  ( . 3.7). 

 

 
 

 – 3.7      Electrum –  
   TAILS 

 
  ,    Tails   
, : 

Tor: Tails  Tor (The Onion Router)   
 - ' . Tor     

  ,    IP-    
 ' .        

 . 
 : Tails    «amnesic»,  ,  

 ,       ,  
   ' .     

       . 
 : Tails      

 .        
    ,   LUKS (Linux 

Unified Key Setup)  eCryptfs.       
 . 

  : Tails       
  .     ,   

'    . 
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 : Tails     
   ,       

       . 
 ,   –   ,   

   .  Tails   
     ,   

,      .   
         

 . 
Tails      ,   

     . 
  ,       Tails  
  : 

 1:  Tails   -  Tails (https://tails. 
boum.org/)   '    USB- . 

 2:   Tails    
       .  

,      Tails. 
 3:   USB-    

   Tails      
,   Rufus  Etcher.    -

 Tails     . 
 4:        

' ,      Tails,   ' . 
 5:   '     USB-

. Tails    USB-   
    ' . 

 6:   Tails      
. 

 7:  Tails    , 
   ,   , 

  Tails     . 
 8:      Tails 

     ,  
  .   ,  

         
. 

 9:     Tails  '   
 USB- .  ,     

   ' . 
 ' ,         

 Tails,        
        

  . 
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   Electrum    
Tails    : 

 1:  Tails   ' ,  USB-
  Tails   ' . 

 2:   Tails    , 
    . 

 3:  -   Tails    -
 Electrum (https://electrum.org/). 

 4:   Electrum,    
 Tails (  Linux ). 

 5:       
Electrum (  .AppImage)   . 

 6: '    Electrum.   
,     ,    ,  

  . 
 7:      ,  

 ,     . 
  ,  Electrum. 

 8:       
Electrum   ,    , 

  . 
 ' ,       Electrum  

Tails    ,    
        . 

 
3.5.     

  Whonix 
 

 Whonix      
     ( . 3.8). 

 

 
 

 – 3.8    Monero   
(    Whonix) 
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  ,    Whonix, : 
Tor: Whonix  Tor (The Onion Router)   

    ,     
.  ' ,    Whonix,  

  Tor- ,     
 IP-      . 

: Whonix   ,  
  Tor-      . 

  ( , Qubes OS  VirtualBox)  
  Whonix-Gateway,      

 Tor.   Whonix-Workstation   
    ,    '  

 Tor. 
: Whonix      

    .  ,      
   ,     

,           
     ' .     

    . 
   DNS: Whonix   , 

   DNS-    .  DNS-
   Tor- ,     

DNS-    . 
    ,    Whonix  

   .    
   ,   Whonix,  

        . 
Whonix    ,     

    .  
    Whonix    

 Monero,    : 
 1:     Whonix-Whonix-

Gateway  Whonix-Workstation –   -  Whonix 
(https://www.whonix.org/).      

 Whonix. 
 2:    Whonix-Gateway  '  

   Tor. 
 3:  Whonix-Workstation  '    Whonix-

Gateway.       - '  
  Tor. 

 4:   Monero  Whonix-Workstation. 
      -  Monero 

(https://www.getmonero.org/),    Linux. 
 5:    Monero  Whonix-

Workstation        . 
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 ,   Monero,   
    . 

 6:  Whonix-Workstation   '   
 Tor    Monero. ,  

 '       Tor  
   . 

 7:   Monero  Whonix-
Workstation   ,    , 

  . '      
      . 

 ' ,  Whonix    , 
    Monero    

,       
,   Monero. 

 Monero    
    : 

  :   
 Monero   ,    -

 Monero.        
 ,         
  . 

   :      
    .   ,  

 ,    ,    
 ( ,  ). 

  :      
      .     

         . 
 :      

Monero       .   
      . 

  Wi-Fi :    
  Wi-Fi        

  .       
  ,      . 

  :  
     Monero,   
.         

. 
  ' :    

'   ,     . 
   ,   

   ,   -   
. 
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     :  
   ,      

 .    ,  
  ,         

 .       
  Monero       

. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



108

 
   3 

 
 

     ,   
   ,    
  .    

      . 
     ,  

        . 
    -    , 

        
. 

        , 
        .  

        
 . 

       
 ,      

    -   . 
,  Monero,      

 . ,   , '  , 
       

. 
  ,      

,        
   . 

,       
         

 .   ,   
         

     . 
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1.    .  
2.     . 
3.    . 
4.    Monero. 
5.    Zcash. 
6.       

. 
7.    . 
8.    . 
9.   . 
10.   VPN .     

  ? 
11.       . 
12.       

. 
13.      Live USB 

TAILS. 
14.       

Whonix.  
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4.1.       
 

 –   ,     
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 ,  : 
   –     

    ,    
   ; 

    –   ICO,  
 , ,      

; 
   –      

    . 
     –   

      , '  
  , ,    ; 

     –  
         

« ». 
         

   2021 . 
 2019         
 ,   ,       

   - ,      
      . 
        

 ,     . 
 2020      ,  

       
     . 

 2021        
- ,       
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 . 
       

.  
   ,    

,       
        .  

 -     .  
,         

 - .  
,        

   .      
    « » .  

   2021        
1.000 .  

       30 
 .  « »  5–10 %   .  

      . 
200 «      ,    

     ,  
,    »  . 209 «  

( ) ,   »  
  (  )). 
   , '   , 

    : 
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    ,   
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,  , '   ,    

     . 
         

    , '   
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       . 
   2021         
  : 

  2020       
    600   (  8  
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  2021         , 
  '      1,5   

(  20   ) .   
          
   . 

   , '   , 
     : 

      (  ) – 
    ,     

,  , '    
; 

      (  ) –   
    ,       

   ,     
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    –     
      , 

 ,  '   ; 
  « - » –       

  ,    ,  '   
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    ( ) –    
      , 

  ,   ; 
        ( ) – 

   ,   
   ,     

 ; 
      –    

        
   ; 

   ' ,     
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  ,        
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     , '   
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 . 
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,     
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   ,     
  , '   ,  : 

    –     
'     ,    

    ; 
   –    ,     

 ,       
   ; 
    –      

   ,         
  ; 

      –      
        

     '  . 
         
,    .  ,  
           

  . 
 
4.2.        

 
 

 ,   ’      
       

 ,        
          
 .  

  ( )   
           

 ,      .  
        

         
.         

 .  
  – :  

        ;  
   (     

,    ;  
    ;  
      .  
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   ,     
    –        

         
   ,    , 

 ,   . 
  ( ),     

,   ,     
     ,     

   .        
 (  « »)    .  

,     ’  ,  
,       

 ( ,  Warhammer).  
         

.        
       .  

    ,    
  ,       

       .  
, ’    ,   

,         
 ,    ,   

, ,    , ,   
,     .  

15  FATF ,      
( ) ,   ,  

       
( / / ),        

 ,        
 ,        

 ( ).  
         

   ,     
   . 

         
 « »      ( ) 
          

-          
.  

      ,  
  .     

,      , « » ,  
   « »,     

 . 
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 2021       
    $408      

 .        
  . 

    ’   : 
           

 ;  
        

     ,     ;  
       , 

,          
        

’  ;  
         

   , ,     
  . 

       
    .  

      
. ,   ,   

    ( ),    
 ,    ,    

     . 4.1). 
 

 
 – 4.1      
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,        
(  40 ),   /    

 darknet-market Hydra.  ,   
-      -  

,  , ,   , 
    .  

         
 .  ,   « »   -

  8 ,      
- .    « »  -  

      ,   ’  
 ,    ,  

  .  
      

        « » 
  « »,    ’     

, ,  ,      
- .     

. 
      

  Binance.    ,  
    ,   

    ,    
«AD» (ActiveDirectory –   ’    Microsoft) 

  .  
    -  «Clop» 

        
 .      

   810     
’ .  

   ,    
  ,    - ,   

  . .  
,      

  ,        
Binance,        .  

   ,      
           

 ,    ,    
 ,     ,    

   ,   ,  
  .  
       . 2 . 209 

(  ( ) ,   ), . 2 . 
361 (     -  
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 ( ’ ),  , ’    
 ’ )   .  

      «Binance». 
  ,     

     ’  , 
     . ,   

     «Binance»,  
   60.000  . 
 -       

 ( )   .   
  ,     

  ,      .  
,    -  ( , -

),        
    (   240 . ).   

    ,    
 .       

  .      
 ,     .   

      .  
     ,  
  .    

   (    
 )  .  

      
 Bitcoin.    Bitcoin    

 ,       
« »        

.  
  Bitcoin ,      

   ,     
       

 .  
    , 

,    .   
    ,   . 110 

«       »  
,         

Bitcoin        
  . 

   –   Binance. 
 ,       

    ,   ,  
       
 .       
 Binance? 
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  2021-    Binance    
     Binance  . 

 15       
, 10          

(IRS-CI)       . 
  , ’    , 

  ,      , 
        , 

’    [43]. 
,       

   Silk Road,    
-  Mt.Gox     BTC-e.  

       -   
 KickassTorrents,     ,  

     . 
     Binance     

         
.  ’ ,    2022-   

    ,       
,       $4,2 . 
        

   ? – ,   
       
   2022- . 

,       –  
     ,   

   ,    
    . 

     ,   
,      

   . 
          

 ? –   ,   ,   
    , ’    

 . 
Binance –    ,    

   ’  .     
    ,    
   ,    . 

       
       ,  

 Elliptic Ltd., hainalysis, TRM Labs     
 . 

        
,        . 
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  Binance       
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 . 
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      .   
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? –   ,  Binance     KYC 

( ’    ).    
,       330 . 
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 -      - .  
  : 
Blockchain Explorer –      ,  
     ,     .  

         
 . 
Bitquery –    ,    

,     .       
         . 

Crystal Blockchain Analytics –  ,    
      . 

      ,   
    . 

Chainalysis –      , 
     ,     

.        
 . 

CoinTracking –      , 
         .  

      ,     
 . 

WalletExplorer –      ,  
     . 

  Blockchain Explorer.       
.    ,     

,  ,     ,  '  
,    ethereum (    ERC20),  

    .       ( . 4.2). 
 

 
 

 – 4.2     Nexo  
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    Nexo       
   .  

         
 . ,   ,     ,   

   ( ),     
   .      .  

    . 
,     ,    ,   
      ,    

     (    NEXO),  
     ,    (  
   ). 

  ,        
 ,          
 ( ),      (Total Supply)   

  ,        
  (Holders). 

          
    .      « ». 

 ,    Nexo   60%   
.    ,       

    ( . 4.3).  
 

 
 

 – 4.3        
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 ,   , , ,   

            
     ...   

         
 .       , 

         . 
          

?  
  ,       NEXO,  

           
  ETHplorer  .    ethereum 

  0x     40,    . 
     ,    

      .    
   ( . 4.4). 

 

 
 

 – 4.4         
 

        
  (   0,000777 ETH   0,23$).  

  ETH,         . 
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