
ACADEMY OF MILITARY-POLITICAL SCIENCES 
OF UKRAINE 

Yurii V. Semeniuk, Serhii P. Mokliak, Yurii M. Lysetskyi

THE NEW GEOMETRY 
OF INTERNATIONAL RELATIONS 
AND INTELLIGENCE ACTIVITIES

Scientific Monograph 

Kyiv 2026



УДК 355. 40:007
М74

Recommended for publication by the Academic Council 
of the Academy of Military-Political Sciences of Ukraine 

(Minutes No. 4 dated March 18, 2026)

Authors:
Yurii V. Semeniuk – PhD in Political Sciences;
Serhii P. Mokliak – Doctor of Political Sciences, Professor;
Yurii M. Lysetskyi – Doctor of Engineering Sciences, Associate Professor.

Reviewers:
           Valentyn V. Petrov – Doctor of Political Sciences, Associate Professor, Professor of 
the Department of Global and National Security of the Public Administration and Civil 
Service Educational and Scientific Institute of the Taras Shevchenko National University 
of Kyiv;

Mykhailo V. Koval  – Doctor of Military Sciences, Head of the National Defense 
University of Ukraine.

Under the general editorship of Serhii P. Mokliak

Semeniuk, Y. V., Mokliak, S. P., Lysetskyi, Y. M. The New Geometry of 
International Relations and Intelligence Activities. Ed. by S. P. Mokliak. Kyiv: 
Bykhun V. Y., 2026. 216 p.

ISBN 978-617-8553-05-0 

The monograph is dedicated to the problem of the transformation of international rela-
tions and intelligence activities in the current context. The paper examines the geopolitical 
transformations of the modern world in the context of Russia’s full-scale invasion of Ukraine. 
The new generation of Russian wars is assessed: key tendencies and ideas. It investigates the 
formation and development of Private Military Companies, their specifics and capabilities 
under conditions of destabilized international security. This work presents the concept of 
“intelligence activity” in modern conditions. The place and role of non-state actors in intelli-
gence activities in the context of safeguarding national interests are considered.

The materials in the monograph will be useful to scientists, university teachers, post-
graduate students, and professionals whose work is related to national security.

ISBN 978-617-8553-05-0    © Yurii V. Semeniuk, Serhii P. Mokliak, Yurii M. Lysetskyi, 2026

M74



3

CONTENT  

LIST OF ABBREVIATIONS AND DESIGNATIONS.............
PREFACE.....................................................................................
INTRODUCTION........................................................................

SECTION І
GLOBAL GEOPOLITICAL TRANSFORMATIONS AMID 
FULL-SCALE RUSSIAN INVASION OF UKRAINE.............
1.1. Military Force as a Factor in Current Geopolitical 
	 Transformations.......................................................................
1.2. Global South as a mega subject of the contemporary 

geopolitical game....................................................................
1.3. Strategic Wartime Challenges: Objectives and Priorities.......
Conclusions to Section I................................................................
References......................................................................................

SECTION ІI
THE NEW GENERATION OF RUSSIAN WARS: MAJOR 
TRENDS AND CONCEPTS.......................................................
2.1. Emerging Trends in Modern Warfare Capabilities.................
2.2. The Concept of russia’s Mental Warfare.................................
2.3. Trends in the Development of Information and 

Psychological Influences.........................................................
Conclusions to Section II...............................................................
References......................................................................................

SECTION ІII
PRIVATE MILITARY COMPANIES – 
THE ASYMMETRICAL POTENTIAL OF MODERN 
ARMED CONFLICT...................................................................
3.1. The Emergence and Development of Private Military 

Companies: Characteristics and Classification.......................

5
8
10

11

11

26
35
48
49

54
54
73

81
99
102

108

108



4

3.2. Capabilities of Private Military Companies in the Context 
of the Destabilization of the International Security 

	 Environment............................................................................
3.3. Features of Intelligence Activities by Private Military 
	 Companies...............................................................................
Conclusions to Section III.............................................................
References......................................................................................

SECTION ІV
TRANSFORMATION OF INTERNATIONAL RELATIONS 
AS A FACTOR INFLUENCING INTELLIGENCE 
ACTIVITIES................................................................................
4.1. National Interests as the Motivating Basis for Intelligence 

Agencies’ Activities.................................................................
4.2. The Concept of Intelligence Activities in Modern 
	 Conditions...............................................................................
4.3. The Place and Role of Non-State Actors in Intelligence 

Activities in the Context of Safeguarding National Interests....
Conclusions to Section IV..............................................................
References......................................................................................

121

139
143
143

147

147

166

181
207
209



5

LIST OF ABBREVIATIONS AND 
DESIGNATIONS

A&ME 	 –	   Armaments and Military Equipment
ADS 	 – 	  Air Defense Systems
AF 	 –   	Air Forces
AFU 	 –   	Armed Forces of Ukraine
AI 	 – 	  Artificial Intelligence
AntAc 	 – 	  Anti-Corruption Action Center (Ukraine)
ARPA-Ed 	 – 	  Advanced Research Project Agency for Education 
ASEAN 	 – 	  Association of South-East Asian Nations
BDI 	 – 	  Behavioral Dynamics Institute 
BRI 	 – 	  Belt and Road Initiative
BRICS 	 – 	  Brazil, Russia, India, China, South Africa 
CA 	 – 	  Cambridge Analytica
CIS 	 – 	  Commonwealth of Independent States
CoE 	 – 	  Council of Europe
CSPG 	 – 	  China Security & Protection Group
CW 	 – 	  Conscientious War
DARPA 	 –	   Defense Advanced Research Projects Agency 
DPR 	 – 	  Donetsk People’s Republic
DREAD 	 – 	  Department of Research, Exploitation, Analysis, 
		    and Development
DSEI 	 – 	  Defence and Security Equipment International 
ECOWAS 	 – 	  The Economic Community of West African 
		    States
EU 	 – 	  European Union
EW 	 – 	  Electronic Warfare
FBI 	 – 	  Federal Bureau of Investigation
FTC 	 –   	Federal Trade Commission
GARDA 	 – 	  Government Advant Research Development
		    Agency 



6

GEOMINT 	 – 	  Geospatial Intelligence
GF 	 – 	  Geopolitical Futures
GMW 	 – 	  Global Modern War 
IA 	 – 	  Intelligence Agencies
IARPA 	 – 	  Intelligence Advanced Research Projects Activity 
IC (U.S.) 	 – 	  U.S. Intelligence Community
IGOs 	 – 	  International Intergovernmental Organizations
INGOs 	 – 	  International Non-Governmental Organizations
ISIS 	 –   	Islamic State of Iraq and the Levant
ITAR 	 –   	International Traffic in Arms Regulations
K&R 	 – 	  Kidnap and ransom
LPR 	 – 	  Luhansk People’s Republic
MAD 	 – 	  Mutually Assured Destruction
MASINT 	 – 	  Measurement and Signature Intelligence 
MIA of Ukraine 	– 	  Ministry of Internal Affairs of Ukraine
MM 	 – 	  Mass Media
MOS 	 – 	  Military Organization of the State
MW 	 – 	  Mental Warfare
NATO 	 –   	North Atlantic Treaty Organization
Navy 	 – 	  Naval Forces
NDC 	 – 	  NATO Defense College
NESA 	 –   	National Electronic Security Authority
NGOs 	 –   	Non-Governmental Organizations
NIE 	 –   	National Intelligence Estimates
NLP 	 – 	  Natural Language Processing 
NPP 	 –   	New Physical Principles
NSA 	 –   	National Security Agency
NSA 	 –   	National Security Agency
NWCC 	 – 	  NATO Warfighting Capstone Concept 
OAS 	 – 	  Organization of American States 
OSCE 	 – 	  Organization for Security and Co-operation in
		    Europe
OSINT 	 – 	  Open Source Intelligence
OXFAM 	 – 	  Oxford Committee for Famine Relief 
PGM 	 –   	Precision-Guided Weapons



7

PLA 	 –   	People’s Liberation Army of China
PMC 	 – 	  Private Military Company
POA	 – 	  Peace Operations Association»
PRC 	 – 	  People’s Republic of China
PRC 	 – 	  Private Intelligence Company
PSC 	 – 	  Private Security Company
QUAD 	 –   	Quad group of nations 
RAND 	 –   	Research and Development 
RF 	 –   	Russian Federation
RIA 	 – 	  Radio Intelligence Agency 
RMCS 	 – 	  Robotic Military Complexes / Robotic Military
		    Systems
SAS 	 – 	  Special Air Service
SC 	 – 	  Security Council
SCL 	 – 	  Strategic Communication Laboratories
SCO 	 – 	  Shanghai Cooperation Organization
SIGINT 	 – 	  Signals Intelligence
SMM 	 – 	  Social Media Marketing 
TAG 	 – 	  The Arkin Group
TMO 	 – 	  Theater of Military Operations (Theater of War)
TTC 	 – 	  Trade and Technology Council
UAE 	 – 	  United Arab Emirates
UAVs 	 – 	  Unmanned Aerial Vehicles
UN 	 – 	  United Nations
USA 	 – 	  United States of America
USSR 	 – 	  Union of Soviet Socialist Republics
VUCA 	 – 	  Vision, Understanding, Creativity/Clarity, Agility 
VUCA 	 – 	  Volatility, Uncertainty, Complexity, Ambiguity
АМ 	 – 	  Additive Manufacturing



8

PREFACE

The contemporary geopolitical arena is witnessing an age of 
change, marked by the revival of established actors and the emer-
gence of new state actors on the international scene.

The full-scale aggression of the Russian Federation (RF) against 
Ukraine is a telling token of the massive transformations in the world 
order. A bloodbath in the heart of Europe, a prospect that seemed im-
probable until very recently, given the humanitarian achievements of 
modern civilization and the political outlook of democratic countries, 
has become a reality.

A country that is a permanent member of the United Nations 
Security Council (UNSC) shows an utter contempt for the norms of 
international law, betting on military force and nuclear blackmail 
against the rest of the world. By relying on the sale of mineral re-
sources as its primary source of revenue for the national budget, the 
RF issues primitive ultimatums to democratic countries.

All of this shapes the contours of the new world order, drawing 
a clear line between democratic Western civilization and autocratic 
Eastern. No alliances and allies are being made in this world, no mu-
tual commitments, and old treaties can be unilaterally revised. Only 
big, powerful countries that take what they want and small, weak 
ones that are falling victim to such policies.

In other words, military force is gradually supplanting civiliza-
tional and global legal factors and is becoming the dominant force in 
the emerging world order.

Seeking to protect itself, each nation is rearming and placing 
strategic, geographic, and technological bets to survive and prevail 
in future confrontations. However, every one of these actions rein-
forces the sense of menace among adversaries, who in turn feel more 
insecure and brace for the worst, thereby making the situation appear 
even more threatening.
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Particular emphasis is placed on the countries of the so-called 
Global South. The People’s Republic of China’s (PRC) geopolitical 
influence is one of the state’s main global ambitions. Since Xi Jin-
ping became General Secretary of the Communist Party of China in 
2012, the country has departed from Deng Xiaoping’s foreign pol-
icy, as expressed in his phrase “hide your strength, bide your time, 
keep a low profile.” Instead, in 2014, the Chinese president gave a 
new definition of China’s foreign policy: “seek achievements.” In his 
new multipolar order, global institutions and norms will be backed 
by Chinese ideas of common security and economic development, 
Chinese values of state-defined political rights, and Chinese technol-
ogies.

In this “new world without order,” the United States (USA) can-
not remain on the sidelines. The understanding that stability and se-
curity in any region affect stability worldwide must become a key 
factor in resolving geopolitical issues. Cooperation, dialogue, and 
compliance with international law must be at the heart of any action 
on the international stage.

Therefore, today’s international relations, the dynamics of geo-
political shifts, the growing intensity of information attacks and war-
fare call for a coordinated strategy to counter threats to global and 
national security. 
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INTRODUCTION

In today’s global context, as geopolitical, geoeconomic, and so-
ciocultural transformations and technological progress accelerate, 
the international arena is becoming increasingly complex and unpre-
dictable. This dynamism gives rise to new challenges that, in turn, 
require deep understanding, adaptability, and immediate responses 
from countries around the world.

Current global trends create conditions for the rapid develop-
ment of partnerships between state and non-state actors in world pol-
itics across various levels of international cooperation. Over the past 
decades, the number, diversity, scope, and scale of non-state actors’ 
activities in international relations have grown significantly. These 
actors are gaining increasing influence over global processes, active-
ly shaping modern political relations, defining the new contours of 
the international system, and playing a crucial role in addressing in-
ternational security.

Emerging hybrid threats, changes in the nature of traditional 
ones, and, given the uncertainty, the increasing unpredictability of the 
future security environment – all these are new conditions in which 
Ukraine’s intelligence agencies (IA) must operate, necessitating their 
adaptation, in particular through the introduction of new methods and 
means of operation.
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SECTION І
GLOBAL GEOPOLITICAL 

TRANSFORMATIONS AMID FULL-SCALE 
RUSSIAN INVASION OF UKRAINE

1.1. Military Force as a Factor in Current Geopolitical 
Transformations 

War is an inextricable part of human civilization. From the earli-
est historical records, the evidence of constant wars between groups 
fighting to conquer neighboring peoples and lands is abundant.

Nothing has changed in this regard in our time, as is evident, in 
particular, from the history and tragedies of World War II. The liberal 
world order that had risen from the ruins of that war resulted from 
a system of compromises between opposing ideologies – far from 
ideal, but nevertheless quite effective.

The system of multilateral agreements, conventions, and treaties 
on security, trade, and diplomatic relations, developed after World 
War II, arose in the midst of a continuous struggle between the ideol-
ogies, political, and economic interests of the so-called West, led by 
the United States, and the so-called East, represented by the USSR 
and a handful of its ideological satellites. Both sides acted within 
the post-war structure, recognizing the horror and futility of open 
aggression. With that in mind, the West mistakenly believed that the 
involvement of communist regimes in the global economic process 
would bring about their democratization.

An incorrect assessment of the Cold War’s legacy and an in-
ability to clearly explain the processes transpiring in the post-Soviet 
space in the early 1990s led to a series of flawed decisions by the 
West. Instead of creating a balanced security framework to prevent 
a new nuclear confrontation, a decision was made to reset relations 
with Russia and integrate it into multinational structures.
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The start of the 21st century was marked by complex transforma-
tive processes driven by the challenges of globalization, the intensi-
fied role of ethnic and religious factors, radical shifts in the interna-
tional environment, and changes in the security system.

The global community continues to view military force as one 
of the key tools for resolving foreign policy issues. World actors take 
decisions on the use of military force based on their own perceptions 
of national interests and the appropriateness of its use, even without 
a UN resolution.

The direct manifestations of military action can vary across sev-
eral possible models of its objectification. At the same time, accord-
ing to O. Panfilov, L. Petrova, M. Trebin, and others [1], the simplest 
scenario for a state to resort to military force, both on the international 
stage and within its own borders, continues to be the demonstration 
of the threat of force (overt – covert, real – conditional); armed vio-
lence remains a more complex form of military force – direct phys-
ical coercion of the opponent using means of armed struggle aiming 
at its destruction or desirable transformation and, accordingly, the 
achievement of one’s own political goals.

Researchers note that, in modern conditions, the three most 
universal forms of power resources are economic, political, and 
military. Military power, compared to economic or political ad-
vantages, is the least adaptable to prompt conversion. However, 
its value lies in its role as a constant factor in relations, ensuring 
that all other factors are implemented. In peacetime, the force fac-
tor acts like a gravitational field: its effect on all processes is, at 
first glance, invisible yet decisive. Military force arises from the 
synthesis of relevant assets, a clearly defined goal, and an optimal 
model for organizing resources to achieve that goal, grounded 
in civilizational development. In this regard, the findings by O. 
Bodruk, which analyze the peculiarities of the formation of the 
factor of force in different countries of the world [2, 3], seem 
relevant. Based on the problem analysis, the author identifies sev-
eral groups of countries with similar approaches to forming the 
military force.
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The first group consists of developed European countries. They 
have completed the process of nation-building. In the global geopo-
litical space, they have long existed as sovereign entities. Well-devel-
oped democracies and market economies enable these states to truly 
represent the interests of the nation, individuals, and social or politi-
cal groups. As a rule, such countries act as nation-states. Their mili-
tary power issues focus on preventing external threats and challenges 
such as hybrid threats, terrorism, uncontrolled migration, organized 
crime, drug trafficking, etc.

The second group consists of countries where nation-building is 
not yet complete, but there are real opportunities to achieve national 
consolidation. Here, the state plays the primary role in nation-build-
ing. In this case, national goals are forward-looking, and military 
power is primarily directed toward the security of the state and its 
structural components. Only in specific cases does it extend to pro-
tecting other components of the social system. The security of this 
group of countries is mainly focused on internal problems: overcom-
ing political instability and economic crisis; preventing separatism 
and conflicts on ethnic, political, or religious grounds; protecting ter-
ritory, etc. These countries face external threats that require signifi-
cant resources to maintain their military forces.

The third group includes multi-ethnic countries in Asia, Africa, 
and Latin America. They copied their state structures from former 
colonial powers; they lack democratic traditions, and their complex 
ethno-social structure creates enormous difficulties for progressive 
governments. Such states, especially in Africa and Asia, often be-
come corrupt, ineffective, and delegitimized due to their inability to 
govern. In this case, there is every reason to talk about “the break-
down of the state” and see it as the main threat to the planet. In 
many cases, researchers note the actual absence of the state or the 
prolonged loss of state control over part of its territory. Numerous 
cases suggest the permanent coexistence of a weak central govern-
ment and opposition armed groups control part of the country’s ter-
ritory so firmly that they are able to establish administrative bodies 
there. The economies of such countries and the institutions of state 
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power that are supposed to uphold the rule of law and order are in 
apparent decline.

In this context, the views of the US leadership on the use of 
military force in international relations are noteworthy. On October 
12, 2022, the US administration presented a new National Security 
Strategy of the United States of America [4].

The document emphasizes that the US will not hesitate to use 
force to protect its national interests. However, the use of force must 
be based on clear, achievable goals, comply with values and laws, 
and be carried out with the consent of the American people.

Amid intensifying competition, the role of the military is to 
maintain and gain warfighting advantages while limiting those 
of competitors.

To achieve maximum effective deterrence of aggression, a new 
comprehensive approach is proposed: integrated deterrence.

On October 27, 2022, the Pentagon released the public compo-
nent of the new US National Defense Strategy (hereinafter, the Strat-
egy) [5].

The Strategy defines the following defense priorities: defend-
ing the homeland; deterring strategic attacks against the Unit-
ed States and its allies/partners; deterring aggression primarily 
from China and, to a lesser extent, Russia; and building a resil-
ient Joint Force and defense ecosystem.

The main innovations of the Strategy are the concepts of inte-
grated deterrence and peacetime campaigning. The United States 
plans to ensure the implementation of these priorities and goals pre-
cisely within the framework of these concepts. Coordination with 
allies and partners also plays an important role in implementing the 
Strategy’s priorities.

The concept of integrated deterrence involves developing the 
U.S. armed forces’ capabilities across all warfighting domains to-
gether with the U.S. network of alliances and partnerships. Integrat-
ed deterrence calls for combining different types of deterrence 
to persuade the other side to abandon its aggressive intentions. 
These are deterrence by denial, deterrence by resilience, and deter-
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rence by cost imposition. The latter is based on the assumption that 
the enemy would suffer unacceptable losses if it attacked.

Deterrence by denial involves demonstrating to an adversary that 
it is impossible to capture and hold territory quickly or to achieve 
aggressive objectives rapidly. This type of deterrence complements 
deterrence by resilience, namely the ability to continue performing 
tasks despite sustaining a certain level of damage from an adversary 
(primarily to command-and-control systems). However, as the Strat-
egy states, these types of deterrence may not be sufficient at times. 
Then deterrence is achieved through the ability to inflict unacceptable 
levels of damage, demonstrating the capacity to hit a wider range of 
targets. At the heart of such deterrence by the United States are its 
strategic nuclear arsenal and conventional long-range strike systems, 
offensive capabilities in cyberspace, the nonlinear application of ex-
isting capabilities (irregular warfare), support for third countries’ de-
fense, sanctions and export controls, and diplomatic measures.

In Russia’s case, deterrence by denial and deterrence by resil-
ience are emphasized. By contrast, for Russia’s immediate neigh-
bors, the approach focuses on developing options for deterrence 
by inflicting unacceptable losses on Russia. In the short term, this 
involves modernizing denial and access restriction capabilities, en-
hancing interoperability and resilience, and expanding intelligence 
sharing among NATO (North Atlantic Treaty Organization) allies 
and partners. In the long term, it entails strengthening the ability 
of NATO allies to conduct high-intensity warfare, while the United 
States concentrates on enabling functions such as intelligence and 
electronic warfare (EW), and air support.

The concept of peacetime campaigning aims to provide the 
U.S. armed forces with a response to adversaries’ pressure-to-es-
calate tactics. Peacetime campaigning comprises military presence 
in priority regions of the world to undermine adversaries’ confi-
dence in their ability to achieve goals through pressure tactics. This 
practice of countering enables better preparedness should a crisis 
escalate into conflict, by improving situational awareness, enhanc-
ing interoperability, and expanding accessibility. The practice of 
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peacetime campaigning primarily against China and Russia would 
involve a direct US military presence in priority regions of Eurasia. 
In other cases, the US would rely on a network of alliances and 
partnerships.

The development of U.S. defense forces is presented as the foun-
dation for maintaining and strengthening deterrence. Priority areas 
include sustaining information superiority through the integration, 
protection, and restoration of information-processing and deci-
sion-making systems; increasing the speed and precision of detec-
tion and strike capabilities; ensuring logistics and the sustainment 
of forces under conditions of active adversary countermeasures; and 
developing concepts and capabilities for the selective neutralization 
of weapons systems. The objective is to achieve an optimal com-
bination of technological solutions and operational concepts that 
complicate an adversary’s ability to project force. In crises, the U.S. 
Department of Defense may also directly provide effective asym-
metric capabilities to the most vulnerable allies and partners.

In contemporary geopolitical competition, military power has 
increasingly assumed a central role, in part compensating for the in-
ability of some states to generate effective soft power. In Russia’s 
case, limited capacity to project influence via 21st-century toolkit 
(advanced technologies, innovation-driven economic growth, break-
throughs in space exploration, or other globally attractive develop-
ment models) has contributed to a reliance on traditional instruments 
of power. These include pressure tactics through energy exports, co-
ercive military force, and nuclear blackmail.

On April 25, 2005, in his address to the Russian Federal Assem-
bly, Vladimir Putin called the collapse of the USSR “the greatest geo-
political catastrophe of the 20th century” and thus publicly justified 
future geopolitical revanchism with his nostalgia for the USSR.

On February 10, 2007, at the Munich Security Conference, Putin 
criticized the unipolarity of the world and the policies of the U.S. and 
NATO toward Russia: “For the modern world, a unipolar model is 
not only unacceptable, but also impossible.” According to experts, 
this was the Kremlin leader’s most radical foreign policy speech in 
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half a century, comparable to those of Soviet leader Nikita Khrush-
chev at meetings with U.S. representatives and from the UN podium. 
Putin’s Munich speech was called the declaration of a second Cold 
War.

According to Ukrainian analyst M. Gonchar, the years 2007–
2008 marked both the peak of global oil prices and the onset of the 
first global economic crisis of the 21st century, which originated in 
the United States and had worldwide repercussions. Against the back-
drop of economic difficulties in the West and the heavy operational 
burden on the United States in Afghanistan and Iraq, the Putin regime 
benefited from rising revenues from Russian oil exports as well as 
from its ability to block certain NATO decisions, notably through 
the positions taken by European leaders such as Angela Merkel and 
Nicolas Sarkozy. President Putin signaled that “... if NATO provides 
a NATO membership action plan (MAP) to Georgia, Russia will rec-
ognize Abkhazia and South Ossetia based on the Kosovo precedent 
and thus create a buffer zone between NATO forces and its borders ... 
if Ukraine joins NATO, this state will simply cease to exist. That is, 
he actually threatened that Russia could begin tearing off Crimea and 
Eastern Ukraine.” [6] 

On February 20, 2008, G. Friedman clearly predicted the be-
havior of the Russian Federation: “...to annex Russian-friendly sep-
aratist regions on its borders — most notably the Georgian regions 
of Abkhazia and South Ossetia, and perhaps even eastern Ukraine 
and Crimea… Russia thus would argue that Kosovo’s independence 
opens the door for Russia to shift its borders, too.”

However, instead of penalizing Russia with sanctions for its in-
vasion of Georgia, it was effectively rewarded with a policy of reset 
by the Obama administration. At the Munich Security Conference 
on February 7, 2009, U.S. Vice President Joe Biden articulated: “It 
is time — to paraphrase President Obama — it is time to press the 
reset button and to revisit the many areas where we can and should 
be working together with Russia.” Moreover, on March 6, U.S. Sec-
retary of State Hillary Clinton presented Russian Foreign Minister 
Sergey Lavrov with a symbolic red reset button. On the eve of the 
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meeting, on March 5, 2009, NATO foreign ministers decided to re-
sume official dialogue with Russia within the framework of the NA-
TO-Russia Council, even though Moscow had not implemented the 
August 12, 2008, ceasefire plan and had not withdrawn its troops 
from Georgian territory.

The NATO summit in Strasbourg-Cologne on April 3-4, 2009, 
revealed the Alliance’s ambivalent position: on the one hand, it de-
manded the withdrawal of Russian troops from Georgia, and on the 
other, it cooperated with Russia on issues of missile defense, security 
in Central and Eastern Europe, Afghanistan, counterterrorism, etc.

In 2014–early 2022, Ukraine found itself at the epicenter of a 
new phase of global confrontation between the West and Russia. 
At its core was the Putin regime’s attempt to achieve “geostrategic 
revenge” for the USSR’s defeat in the Cold War and restore Rus-
sia’s status as a world power. Despite Russia’s formal recognition of 
Ukraine’s independence and sovereignty, Moscow viewed our state 
as an artificial entity that fell within the Kremlin’s “special interests” 
and was a key part of the geopolitical project of the “Russian world.” 
During eight years of low-intensity conflict, Russia turned Don-
bas into a “gray zone” that served as a geostrategic springboard for 
military and political pressure on Kyiv and a potential “safeguard” 
against Ukraine’s accession to NATO and the European Union (EU).

Unable to achieve his goals through hybrid warfare in 2021, 
Putin decided to move on to the next phase of his aggression against 
Ukraine, using the full force of his military. Under the guise of 
military exercises and maneuvers, Russia concentrated a large 
group of troops and equipment on the border with Ukraine, which 
threatened to escalate hostilities and caused a wide international re-
sponse. Russia’s comprehensive military-political and purely mil-
itary preparations for the invasion of Ukraine began no later than 
the spring of 2021 under the guise of numerous exercises, including 
on the territory of Belarus. Negotiations between Russia and the 
West on a draft “treaty” on European security and “security guaran-
tees” for Russia served as a political and diplomatic cover for these 
preparations.
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The full-scale military aggression against Ukraine, launched by 
Russia on February 24, 2022, brought an end to more than half a 
century of peaceful coexistence between states on the European con-
tinent, founded on mutual recognition of sovereignty and territorial 
integrity under international law.

Experts at the Razumkov Center assessed how this war exposed 
significant challenges in global and regional security systems [7]. We 
will dive into these in more detail.

1.	 The UN Security Council’s veto practice hinders, and, in 
the worst case, prevents decision-making on conflict resolution when 
it directly or indirectly affects the interests of the Council’s perma-
nent members. Unacceptable is the fact that in the Russian-Ukrainian 
war, Russia, as a permanent member of the Security Council and a 
recognized aggressor, is blocking decisions related to the resolution 
of the conflict. The latter contradicts common sense and calls for im-
mediate reform of the UN.

2.	 The UN security system has demonstrated limited politi-
cal will and institutional capacity to resolve armed conflicts, ensure 
compliance with international norms, and commitments. Owing to 
the absence of sustained political will, financial and military-tech-
nical constraints, and the extensive use of veto, the peace enforce-
ment mechanisms envisaged in the UN Charter have effectively 
disappeared from the UN Security Council’s operational toolkit. In 
practice, the organization relies on less coercive instruments, such as 
peacekeeping and peacebuilding (often described as “Chapter VI+” 
or “Chapter VII–” operations). Such a preference of the United Na-
tions and other security organizations for approaches that sidestep 
complex problems often results in deferring rather than resolving un-
derlying conflicts. The emphasis on ceasefire as a core element of 
settlement often prolongs conflict in a “frozen” state and leads to its 
subsequent re-escalation. The freezing of a conflict in eastern Ukraine 
following 2014, foreseeably overgrowing into a war of aggression by 
the Russian Federation against Ukraine, is a striking example.

3.	 The West as a whole, its security institutions, and the na-
tional security systems of the vast majority of Western states proved 
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unprepared for Russia’s full-scale aggression, which brought the 
world to the brink of World War III. Conversely, the entire world was 
surprised by how a powerful aggressor could not only face resistance 
but also suffer defeat in a confrontation with a country whose people 
and government are consolidated in the cause of defending freedom 
and territorial integrity. Moreover, if Ukraine had not stopped Rus-
sia’s blitzkrieg, the West might not have recovered or would at least 
have suffered significant damage to its image after such a brazen and 
aggressive “raising of the stakes” by the Kremlin. The initial phase of 
Russia’s war against Ukraine, the Russian Federation’s ultimatums 
to NATO, and its latest nuclear blackmail of the U.S. and European 
countries demonstrated the need for collective and national securi-
ty systems to include early warning mechanisms, threat prevention, 
adequate and effective responses not only to actual aggression, but 
also to threats of aggression. The importance of force availability and 
reserves, as well as means and resources, has increased, alongside the 
need for effective, well-developed employment mechanisms, readi-
ness to deploy, and the provision of assistance to allies and partners.

4.	 The degree of hybridity in international conflicts and crises 
is increasing, characterized by the use of non-traditional instruments 
of war, such as energy resources, political corruption, aggressive pro-
paganda, and cyber weapons. Recently, food has been added to this 
list. The use of these weapons by the aggressor state reveals it as a 
deceitful and cruel actor. Currently, the main areas and forms of use 
of these types of weaponry by Russia are as follows:
●	 pressure on the West, attempting to discredit it by appealing to 

the colonial past of the countries in Asia and Africa, highlight-
ing the inequality between the North and South, and spreading 
misinformation about the origins of COVID-19 and the unfair 
distribution of vaccines;

●	 undermining European solidarity by fueling the energy crisis and 
discontent among the populations of European countries on the 
eve of and during the winter season;

●	 hopes for a decline in the resilience of EU countries, deflecting 
attention from the war in Ukraine by forcing them to respond to 



21

waves of migration triggered by grain shortages, the supply of 
which from Ukrainian ports has been blocked by Russia itself;

●	 strengthening its position on the international stage by contrast-
ing Russia with the “decaying” West;

●	 mitigating the effects of sanctions by encouraging individual 
countries to refrain from participation and the introduction of 
“gray” and smuggled supply chains for goods and technologies 
needed by the Russian defense industry;

●	 weakening Ukraine’s economic potential and blocking Western 
aid.
5.	 The war has highlighted the shortcomings in the effective-

ness of existing economic and security alliances. The key issues here 
are mistakes in risk assessment, an inability to prevent crises, de-
layed response to them, and individual allies’ careless attitude toward 
resource needs. In this context, doomsday predictions are often heard 
about the end of the globalization era, the era of large alliances, and 
the transition of initiative from centralized to network structures, in 
the form of autonomous regional and subregional unions, alliances, 
and coalitions. There are indeed indications of such processes; how-
ever, the focus is on finding ways to achieve internal solidarity and 
stability within existing intergovernmental alliances and coalitions. 
Examples include the following:
●	 The Nordic Defence Cooperation, already available in Europe, 

the Visegrád Group (V4), the Lublin Triangle, and the Three 
Seas Initiative (3SI or TSI); 

●	 Boris Johnson’s initiative on establishing outside the EU under 
the auspices of Great Britain of a new military, political, and eco-
nomic union, participated by Ukraine, Poland, Estonia, Latvia, 
Lithuania, and Türkiye;

●	 Emmanuel Macron’s idea, already starting to be implemented, to 
create the European Political Community involving, apart from 
all EU members, also all Western Balkans’ countries, Ukraine, 
and Moldova; 

●	 Coalitions of states that emerged in relation to aid for Ukraine 
to counter Russian aggression (the Ramstein and Copenhagen 
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processes). That means this war has become an indicator of the 
neo-empire policies of the Kremlin.  The Russian authorities 
consider the war in Ukraine merely as part of the big game, 
targeting to achieve world leadership. As proof of this, further 
Russian actions in the Middle East and on the African Conti-
nent.  
In October 2023, the conflict between Israel and HAMAS – an 

Islamist organization that has been in control of the Gaza Strip since 
2006 – escalated.  During its attack on the territory under control of 
Israel, HAMAS killed over 1,400 Israelis and citizens of other coun-
tries, more than 5,000 people were injured, and around 250 people 
were taken hostage. This large-scale attack led to Israel being forced 
to declare war and carry out the “Lethal Response Operation.” The 
terrorist actions of HAMAS groups received support from a number 
of Arab countries, such as Qatar, Iraq, Iran, Türkiye, Kuwait, Syria, 
Jordan, Tunisia, Algeria, and Yemen, as well as from Afghanistan 
and North Korea. On the other hand, in this conflict, Israel gained 
support from most European countries, including Ukraine. The Unit-
ed States has also announced full diplomatic and military support for 
the Israeli armed forces. The EU has issued a statement condemning 
the numerous and indiscriminate attacks by HAMAS and calling for 
an immediate stop to the violence. If we analyze the list of countries 
that support one or another side in this armed confrontation, we can 
conclude that almost the entire Arab world is decisively determined 
to defend its interests with the use of arms and of any force to achieve 
its goals.

Another sign that this conflict transcends Israel and Palestine is 
the fact that on October 26, 2023, Hamas leaders arrived in Moscow 
for a meeting with high-ranking officials. The Israeli Foreign Min-
istry condemned the decision to invite Hamas members to Moscow, 
calling it an “act of support of terrorism” and urging Russia to expel 
the delegation from Moscow. However, the Kremlin has been slow 
to declare its intentions regarding support for Israel in this conflict. 
Moreover, the Kremlin has officially condemned Israel’s strikes on 
the Gaza Strip, and the Hamas leadership itself has repeatedly em-
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phasized its close cooperation with the Russian leadership. In this 
case, there may be several reasons for such an alliance, the main and 
most important one is the Kremlin’s hope for a reduction in military 
aid to Ukraine in its war for independence against Russia.

Russian influence in Africa became a topic of discussion after 
2014, when the country faced its first sanctions. The continent proved 
particularly valuable to Russia’s defense sector, as it has been cut off 
from many contracts worldwide. Before 2013, the share of Russian 
weapons in Africa fluctuated between 11% and 25%, but after 2017 
it grew to over 40%. As of 2020, half of the weapons imported to 
Africa came from Russia.

Energy is another lever for Russia’s influence in Africa. Nearly 
600 million Africans lack permanent access to electricity. Droughts 
and other climatic disasters further exacerbate the situation. In 2019, 
Algeria, Ghana, Zambia, Nigeria, and Rwanda decided to bet on 
Russian nuclear energy. The terrorist country promised to build a few 
nuclear power plants for them over time.

The 2023 Russia-Africa Summit underlined Moscow’s desire to 
expand its economic presence, targeting agriculture, mining, and en-
ergy, aiming to double trade figures by 2030.

Russia and its state-owned enterprises - “Rosatom” in the energy 
sector, and “Rusal” in the mining industry - are engaging in projects 
that, while not large in terms of investment, are of significant politi-
cal and strategic importance.

These projects often involve critically important raw materials. 
Above all, uranium is key to nuclear energy and could give Russia 
significant control over these resources. For example, “Rosatom” ac-
tively expands its uranium reserves, partly through the purchase of a 
project in Tanzania for $1.15 billion [8].

Russian control extends beyond raw material to the entire nu-
clear fuel cycle. While Russia is a relatively small producer of raw 
uranium, it accounts for a significant share of global uranium pro-
cessing and enrichment infrastructure, approximately 40% and 46%, 
respectively. These capabilities are critical because they enable the 
conversion of raw uranium into nuclear reactor fuel.
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In addition, Russia dominates the export of nuclear power plants. 
Between 2012 and 2021, it initiated the construction of 19 nuclear 
reactors, 15 of which were located outside Russia. These figures are 
far superior to those of any other country during the same period.

Although Russia’s economic presence in Africa is not as exten-
sive as China’s, its role in supplying strategic goods and military 
equipment to African countries is a multilayered challenge. Should 
Russia secure control over the supply of critical resources such as 
lithium or uranium, it could create dependencies, shape market pric-
es, and use them for political leverage, as it currently does in other 
regions.

Potential risks of such activities are enormous. A foreign state’s 
control over critical resources, especially when aggressive, affects 
national sovereignty and poses a global strategic challenge, as these 
resources are vital to the “green” energy transition and technological 
development worldwide.

After all, Russia’s modest economic involvement in Africa may 
not be of great importance to Moscow. Russia’s real motives for 
engaging with Africa lie in promoting its geostrategic interests, in 
securing a foothold in the Mediterranean Sea on NATO’s southern 
border, displacing Western influence, and promoting Russia’s world-
view. In other words, Africa is a stepping stone for Russia’s broader 
strategic goals [9]

While Russia welcomes the increase in trade opportunities with 
Africa, the political benefits are the most appealing. Holding 54 votes 
in the UN General Assembly, Africa is an attractive “target” for Russia 
to justify its military aggression and violations of international law.

In addition, Russia’s most excellent source of influence in Africa 
comes from unconventional, asymmetric instruments such as co-opt-
ing elites, spreading misinformation, interfering in elections, deploy-
ing the Wagner Group, and trading weapons for resources.

Starting in 2018, when Wagner mercenaries arrived in the 
Central African Republic, Moscow has been gradually increas-
ing its presence and influence in Africa. In particular, in the Sa-
hel region, which stretches from the Atlantic Ocean to the Red 
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Sea, after military coups in Burkina Faso, Mali, and Niger, the 
juntas that seized power are curtailing military and political co-
operation with the United States and France and strengthening 
relations with Russia.

At the same time, experts believe [10–12] that, for China, which 
has acquired and controls much more of Africa than the United States 
and France, Russia’s penetration into Africa is beneficial because it 
weakens U.S. influence. The competition that sometimes arises be-
tween Chinese and Russian companies is not critical, as the Chinese 
focus on participating in the development of the continent’s natural 
resources and on providing loans to African states. At the same time, 
the Russians prioritize the military and military-technical domains.

In their turn, the U.S. is officially discussing its readiness for pos-
sible simultaneous wars with Russia and China. In particular, the 2023 
America’s Congressional Commission’s Final Report on Strategic 
Posture [13] states that the U.S. and its allies must be prepared to de-
ter and defeat both adversaries simultaneously. It also states that the 
international order “is under threat from the Chinese and Russian au-
thoritarian regimes.” The authors of the report believe that the Chinese 
and Russian threats will intensify in 2027–2035. Therefore, “Decisions 
need to be made now in order for the nation to be prepared.”

They also recommend fully funding a 30-year program to mod-
ernize the U.S. nuclear arsenal by 2046, estimated at $400 billion in 
2017.

The recommendations include deploying additional tactical nu-
clear weapons in Asia and Europe, as well as developing plans to 
utilize some or all of the United States’ reserve nuclear warheads. 
Additionally, it advised increasing the production of B-21 strategic 
bombers and new Columbia-class nuclear submarines.

In March 2025, U.S. Secretary of Defense Pete Hegseth signed a 
document titled “Interim National Defense Strategic Guidance.” This 
document outlines the implementation of President Donald Trump’s 
strategy to prepare the U.S. for a potential conflict with China and to 
safeguard national security. It emphasizes the protection of key stra-
tegic locations such as Greenland and the Panama Canal.
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Aside from reallocating military resources toward the Indo-Pa-
cific region, the memo also assigns new tasks to the U.S. Department 
of Defense.

The Hegseth document identifies a potential Chinese invasion 
of Taiwan as a primary threat, one that surpasses other challenges. 
As a result, the structure and resources of the U.S. armed forces will 
primarily focus on countering Beijing.

Additionally, Washington intends to pressure its allies in Europe, 
the Middle East, and East Asia to increase their defense spending and 
take a more active role in deterring threats from Russia, North Korea, 
and Iran.

The document also notes that the Pentagon will modify its ap-
proach to counterterrorism operations. Emphasis will be placed on 
combating groups that pose a direct threat to the U.S., while reducing 
attention to terrorist networks that operate locally without interna-
tional ambitions. “China is the Department’s sole pacing threat, and 
denial of a Chinese fait accompli seizure of Taiwan — while simulta-
neously defending the US homeland is the Department’s sole pacing 
scenario,” Hegseth wrote in the memo. 

On 1 May 2025, U.S. Secretary of Defense Pete Hegseth signed 
a memorandum initiating the development of a new U.S. National 
Security Strategy. According to a press release issued by the U.S. 
Department of Defense, the Department’s components were tasked 
with drafting a revised strategy that reflects President Trump’s cam-
paign priorities, notably the principles of “America First” and “Peace 
through Strength” [14].    

1.2. Global South as a Mega Subject of the Contemporary 
Geopolitical Game

Russia’s full-scale invasion of Ukraine has profoundly changed 
the perception of the security situation in the world at the global, 
regional, and subregional levels. The picture of the current world 
stands in stark contrast to that of the latter half of the 20th century, 
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when the Cold War between the geostrategic East and West centered 
more on international statics than dynamics.

As Serhiy Korsunsky, Ukraine’s Ambassador Extraordinary and 
Plenipotentiary to Japan, aptly pointed out: “The current state of geo-
politics can be described by a formula that, although complex, is un-
derstandable to those in the know. The number of countries willing 
to contribute to the foundation of a new world order is greater than 
or equal to the number of potential mediators for negotiations with 
Russia to end the war. Yet, it is significantly smaller than the number 
of domestic experts on Southeast Asia who have never been there yet 
feel they fully understand the situation. In defense of the latter, it is 
important to acknowledge that it is indeed challenging to comprehend 
the contradictory actions of some of the most significant countries in 
the region.” [15]

Consequently, the significant role of East and Southeast Asia in 
global politics and economics is an axiom of contemporary geopolitics. 
Globalization and the Internet have virtually eliminated the possibility 
of isolationism and removed the barriers of distance from conflict zones, 
ensuring that developments in Europe now have a direct resonance in 
Asia. Russians have been promoting their interests in India and China 
for decades, supplying weapons to the Indo-Pacific region, opening ed-
ucational centers in many countries, and forming an expert community. 
Myths about “the great Russian culture,” “the Soviet Union’s and later, 
Russia’s struggle against imperialism and colonialism,” the aggressive 
propagation of useful and fabricated historical narratives, as well as 
outright political corruption, are just a few of many tools Moscow has 
used to shape public opinion and political circles.

Of course, the Kremlin did not expect a strong and decisive 
Western response to its invasion. Yet the Russian invasion brought 
about extraordinary unity and joint action across the liberal-demo-
cratic world. Western countries have been coordinating to implement 
an unprecedented set of economic sanctions against Russia.

On March 2, 2022, the UN General Assembly adopted its first 
resolution of the eleventh emergency special session (UN Gener-
al Assembly Resolution ES-11/1) [16]. The document deplores the 
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Russian invasion of Ukraine and demands the complete withdrawal 
of Russian troops and the reversal of the decision to recognize the 
self-proclaimed Donetsk and Luhansk People’s Republics. The reso-
lution was adopted with 141 votes in favor, 5 against, 35 abstentions, 
and 12 absentees.

In turn, most of the “non-European” countries that voted to con-
demn Russia’s aggression in March 2022 did not impose sanctions 
against it.

In total, in a series of UN votes since the start of the war, around 
40 states, representing almost half of the world’s population, reg-
ularly abstained or voted against motions condemning the Russian 
invasion.

In the opinion of experts from the authoritative magazine For-
eign Affairs, disputes are not driven by disagreements over the war 
in Ukraine. Still, they are instead a symptom of a broader syndrome: 
anger over the West’s double standards and frustration with stalled 
efforts to reform the international system. For example, some of them 
argue that the rules-based international order does not serve Africa’s 
interests. Instead, this order has preserved the status quo, with major 
world powers - both Western and Eastern - continuing their domi-
nance. China, France, Russia, the United Kingdom, and the United 
States have significantly influenced African countries through the 
UN Security Council, leaving African governments as mere bystand-
ers in their own affairs.

The distinguished Indian diplomat Shivshankar Menon put 
the point sharply in Foreign Affairs in early 2024 when he wrote, 
“Alienated and resentful, many developing countries see the war 
in Ukraine and the West’s rivalry with China as distracting from 
urgent issues such as debt, climate change, and the effects of the 
pandemic.”[18]

We can therefore state that Realpolitik has played a role in shap-
ing the positions of certain countries on the Ukraine conflict. India 
has traditionally been dependent on Russia for military supplies. The 
Wagner Private Military Company (PMC) has worked with govern-
ments in western and central Africa to support their regimes’ security 
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and survival. And China, one of Russia’s principal sources of sup-
port, is the largest trading partner of more than 120 countries.

In recent years, the so-called Global South has emerged as a 
meaningful factor in contemporary geopolitical processes. Currently, 
there is no single entity perceived to represent the Global South as 
a whole. The BRICS group (Brazil, Russia, India, China, and South 
Africa) is eager to lead this coalition, while the Shanghai Coopera-
tion Organization (SCO) is another potential candidate for this role.

Analysis indicates that when people refer to the Global South, 
they do so from their own perspectives. For some, it denotes a collec-
tion of countries with a history of colonialism; for others, a diverse 
array of developing nations or at least members of the Non-Aligned 
Movement or “The Group of 77.” There is no definitive list of coun-
tries considered part of the Global South, and none of the definitions 
provided are exhaustive or entirely clear.

The concept of dividing the world into North and South origi-
nated during the Cold War, a time when the globe was split into two 
opposing camps: the Eastern Bloc, led by the USSR, and the Western 
Bloc, guided by the United States and Western European nations. 
This division gave rise to a third category: countries that chose not to 
align with either camp.

The term “Global South” was coined by American political ex-
pert Carl Oglesby. In one of his articles, he argued that the Vietnam 
War marked the end of the era in which the North dominated the 
South. In this context, “North” referred to world empires and metrop-
olises, while “Global South” described the colonial world. During the 
1960s, former colonies of (mostly) European countries were often la-
beled as “Third World.” This classification implied that countries in 
the “First World” were the most developed democracies with market 
economies, socialist countries belonged to the “Second World,” and 
all other countries were part of the “Third World.” In other words, 
countries that cannot be classified as belonging to any of the above 
categories.

This classification carried a clear discriminatory undertone, re-
flecting a bias toward “first-world” countries. Most of these countries 
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had been former colonies and, after gaining independence, were not 
always quick to navigate the complexities of international relations 
and did not align with either camp. Since this phrasing evoked as-
sociations with the term “third-rate,” it came to be considered less 
appropriate. Consequently, since 1991 (when the “second world” 
ceased to exist), the term “Global South” gained wider use.

In 1980, a commission headed by former Chancellor of the 
Federal Republic of Germany Willy Brandt published a report. The 
commission noted a significant gap in economic development across 
countries worldwide. The so-called Brandt line demonstrated this di-
vision. This line spans the planet at 30° north latitude, running be-
tween North and Central America, northern Africa, the Middle East, 
and most of East Asia. The line then descends southward, indicating 
that Japan, Australia, and New Zealand are part of the Global North 
[19].

In geographical terms, ‘Global South’ describes 32 countries lo-
cated below the equator (in the Southern Hemisphere), as opposed 
to the 54 countries located north of it. However, the term is often 
mistakenly used as a short form for the global majority, even though 
most of the world’s population lives above the equator (and most of 
the world’s landmass lies there). For instance, we frequently hear 
that India, the world’s most populous country, and China, the sec-
ond-most populous, are vying for leadership in the Global South. To 
this end, both countries have recently held diplomatic conferences. 
However, both are located in the Northern Hemisphere.

In addition, if we consider the geographical component, we can 
use the World Bank’s definition, which includes middle-income coun-
tries in Africa, Asia, Oceania, Latin America, and the Caribbean. Not 
all countries in the south belong to the Global South - for example, 
Australia and New Zealand are omitted. However, the boundaries of 
the south are quite arbitrary, and some experts believe that Turkey, 
for example, is part of it. 

Therefore, this term is more of a political slogan than an accurate 
description of the world. In this sense, it has gained popularity as a 
euphemism to replace less acceptable terms.
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In contemporary geopolitics, revisionist states aiming for a 
new redivision of the world are particularly exploiting the con-
cept of the Global South. China and Russia, for example, aspire 
to represent the interests of a fictitious association of countries. 
Aware of its political bankruptcy, Russia has given this associa-
tion another name: “the global majority,” which, like all previous 
versions, lacks both definition and classification. Judging by the 
voting results on UN General Assembly resolutions, Russia is in 
the minority. In contrast, if we consider including the world’s most 
populous countries, China and India, which, for various reasons, 
are members of both BRICS and the SCO, and both are claiming 
leadership over the interests of the Global South, one must first ask 
these countries whether they agree with Russia’s claim to be on par 
with them.

The Global South encompasses a highly diverse group of coun-
tries. It includes states with near-perfect democratic indicators as 
well as overt dictator states. Part of the Global South countries con-
demned Russia’s invasion of Ukraine, however numerous states ad-
opted a neutral stance, or rather, the stance of “not expressing any 
stance.”

South Africa is a staunch fighter for the rights of the Global 
South and a member of BRICS. The Africa Wealth Report 2024 by 
Henley & Partners shows that at the end of 2023, the country had 
37,400 USD millionaires, 102 multimillionaires, and five billionaires 
[20]. This country ranks first in the Swiss bank UBS’s “inequality 
index,” with a score of 82 out of 100, an increase of 17.7% from 
2008. Johannesburg alone is home to 12,300 millionaires and two 
billionaires.

Brazil ranks second on the inequality index, with India in fourth 
place. The United States, which faces challenges from BRICS, ranks 
honorable third. Among the countries of the Global South, Egypt, 
Nigeria, Kenya, Morocco, Mauritius, Algeria, Ghana, Ethiopia, 
and Namibia are leading the continent in the number of dollar mil-
lionaires. Forecasts indicate an expected 80% increase in their num-
bers over the next decade.
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According to an OXFAM report (Oxford Committee for Fam-
ine Relief), traditionally delivered in Davos, Africa’s richest 1% 
owns nearly half of the continent’s wealth. The combined wealth 
of the seven richest people is $52 billion, exceeding the income of 
700 million Africans. Zimbabwe’s only billionaire has increased his 
wealth by 40% since 2020, while Africa’s richest man, a Nigerian, 
has a cement monopoly and has been paying 1% tax on his profits 
for 15 years.

Interestingly, OXFAM estimates that African countries annu-
ally face a $200 billion shortfall in tax revenue due to various 
evasion schemes employed by major national and international 
corporations. Meanwhile, corporate taxes are the primary source 
of funding for social programs and budget formation for African 
states. Overall, these issues are not specific to Africa or the Global 
South and are global in nature. Five of the world’s wealthiest peo-
ple have doubled their wealth over the past three years, while the 
incomes of 5 billion people have declined during the same period 
[21]. 13.5% of India’s population lives on $15 per month, with a 
per capita GDP (gross domestic product) of slightly over $2,000. 
At the same time, in July 2024, the media reported on a three-day 
celebration of Anant Ambani’s wedding, the son of the richest man in 
India and Asia. By various estimates, the lavish event’s expenses will 
amount to $350 million. Not only the prime minister of Asia’s largest 
democracy, Narendra Modi, members of the government and parlia-
ment, were invited to the wedding, but also Mark Zuckerberg, Bill 
Gates, Hillary Clinton, Tony Blair, Boris Johnson, the Kardashian 
sisters, the Beckhams, Trump’s daughter Ivanka, and many others 
[22].

According to a study by Humboldt University of Berlin, the 
“Global South” was mentioned about 20 times in publications in 
2004. By 2014, there were hundreds of references.

The struggle for the Global South has been ongoing and intensi-
fied since the emergence of new states in Africa, Asia, and the Middle 
East following the collapse of the colonial system in the 1950s and 
1960s.
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Lately, this focus has only gotten stronger. Most of the world’s 
population lives in the Global South. Furthermore, demographic 
trends suggest that in 25 years, one in five people on Earth will be 
African. Geographical and climate factors, migration security - all 
these issues mean that the Global North cannot ignore what is hap-
pening here.

Additionally, Ihor Semyvolos observes that the increased atten-
tion to the South coincides with a certain crisis in the West, whose 
long-standing active control over this territory is now waning. A void 
is emerging in these regions, which other states, notably China and 
India, are trying to fill [23].

The renowned Indian analyst C. Raja Mohan remarked: “Three 
summits this week — one in Davos, Switzerland, and the other two 
(NAM and G77) in Kampala, Uganda — point to the shifting ter-
rain of global politics in 2024. The world’s rich and powerful in 
Davos and the underprivileged in Kampala have a shared problem 
— dealing with structural changes in the international system. The 
old slogans — on globalism in Davos and collectivism of the Glob-
al South in Kampala — are no longer credible or sustainable.” The 
summits, according to him, also underscored the contrast between 
India’s and China’s agendas. The annual gathering in Davos was 
tempered by the recognition that renewed great-power conflict and 
economic nationalism have upended the apple cart of globalization. 
The back-to-back summits in Kampala revealed that the renewed 
political euphoria about the Global South is insufficient to deal with 
the challenges and opportunities of the changing world order [24]. 
In other words, publicly available data indicate a particular dis-
crepancy between the ideological image of victims of the colo-
nial past and the practical interests of the business elite of the 
“southerners.”

However, in light of the events Ukraine and the whole world are 
facing in connection with Russia’s full-scale armed aggression, we 
should talk about the obvious political crisis in modern international 
relations and the importance of involving the countries of the Global 
South in discussions on the international agenda.
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To be successful in this endeavor, we must approach each of 
these countries individually, for there is no single Global South en-
tity. The partners are either already on our side or still need to be 
persuaded to join us.

The majority of Global South states choose to present their posi-
tion on the Russian-Ukrainian war as neutral. Below are the key 
reasons behind these considerations:
●	 General anti-American sentiment in certain countries, though 

that does not automatically make them pro-Russian;The percep-
tion of the Russian Federation as an anti-imperialist power, the 
ideological successor to the USSR, and, respectively, the com-
prehension of most Western countries supporting Ukraine as im-
perialist states associated with the dictate and colonial past.

●	 The refusal to recognize Ukraine’s struggle as an anti-colonial, 
stemming from several stereotypical beliefs. One such belief is 
that a “white country cannot be a colony.” Additionally, there is 
a common association of Ukraine with Europe, that has histori-
cally been seen as a colonizer.

●	 Simultaneous dependency on Western financial aid and promises 
of financial aid or existing contracts with the Russian Federation.

●	 The history of the affiliation with the non-aligned movement.
In some countries, they express confusion about how condi-

tions for ending the conflict can be established without the in-
volvement of the opposing party, Russia, in the negotiations. In 
other words, members point to the lack of clarity in the initiative’s 
format and purpose. Those presenting themselves as neutral ex-
press reservations, arguing that the current meetings aim at forming 
the position of one “side” (Ukraine and the West) against the other 
(Russia). Accordingly, their participation in meetings dedicated to 
Ukraine’s “peace formula” will be seen as siding with Ukraine in 
the conflict.

Another important source of confusion among countries in the 
so-called Global South is the question of why Ukraine’s issues 
should concern them at all and require their involvement in resolv-
ing a conflict so distant from them. Russia’s extensive diplomatic and 
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propaganda campaign promoting false narratives on the so-called 
“roots of the war,” the Ukrainian refugee issue, factors behind the 
halt in grain exports, and so on, has further contributed to this atti-
tude. However, domestic debates on the topic often include assertions 
that Ukraine has never shown interest in its problems, suggesting that 
there are no grounds for solidarity.

Given the low literacy levels in the Global South, it is safe to say 
that, at best, they view Ukraine as a former Soviet republic. More-
over, their knowledge of Ukraine’s recent history is often limited to 
the version presented by Russian propaganda. However, the attitudes 
of the elites in these countries tend to play a greater role, and, as we 
know, elites tend to think more pragmatically than in a value-based 
manner. Russian propaganda portrays the Global South as, at the 
very least, sympathetic states, if not allies.

1.3. Strategic Wartime Challenges: Objectives and Priorities

The war in Ukraine has accelerated global systemic processes, 
creating conditions of heightened uncertainty and unpredictabil-
ity and, consequently, increasing anxiety among individual actors. 
These dynamics significantly complicate forecasting, the formula-
tion of strategic and tactical priorities, and the coordination of coop-
erative efforts among states within frameworks designed to address 
the ongoing crisis.

The global transformations currently taking place extend be-
yond the realms of security and ideological confrontation. They 
also encompass the emergence of a new economic model that, 
without exaggeration, will shape humanity’s future trajectory. 

The international community must find a new model for its func-
tioning while simultaneously addressing current political and eco-
nomic challenges. The West, as the leading civilization, is in a crisis 
today. Although liberal democracies have succeeded in expanding 
“Greater Europe” by including post-socialist states, this process has 
not advanced beyond that point.
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Former U.S. National Security Advisor Herbert McMaster de-
scribed the key lessons of Russia’s invasion of Ukraine as follows 
[25]:

First, the renewed invasion of Ukraine in February 2022 exposed 
the extent to which many policymakers in the free world remain at-
tached to overly optimistic visions of the post–Cold War internation-
al order. Among these was the assumption that the history process 
would inevitably ensure the dominance of free and open democratic 
societies over closed authoritarian systems. Western policymakers 
assumed that the great powers competition had become a relic of the 
past. However, Chinese President Xi Jinping and Russian President 
Vladimir Putin shared a different view. The joint statement by the 
two leaders on the eve of the Beijing Olympics - despite containing 
false claims, persistent misrepresentation of facts, and Orwellian re-
ality distortion - nevertheless conveyed a clear message. They sig-
naled a challenge to democracies for global leadership, portraying 
them as divided, weakened, and in decline. The key clear conclusion 
follows from the assessment: allies and like-minded partners across 
the free world must identify new and more effective ways to counter 
Russia and China.

Second, the West realized that the triangular diplomacy em-
ployed by U.S. President Richard Nixon and U.S. Secretary of State 
Henry Kissinger in the 1970s, seeking to make U.S. bilateral rela-
tions with the USSR and China tighter, than the relations between 
these two countries, was simply impossible in a world where two 
revanchist powers had sworn that “friendship between the two states 
has no limits.” China supported this vow, proclaimed in the run-up 
to the 2022 Olympic Games, through its odious “wolf warrior diplo-
macy,” deliberately amplified Kremlin disinformation, and mitigated 
the financial and economic impacts of sanctions imposed by most of 
the free world against Russia. The idea of China and Russia coun-
terbalancing each other is appealing, yet our adversaries have taken 
joint actions against the free world. The two countries rotate their 
roles in conflicts everywhere, from Syria to Pakistan, from Northeast 
Asia to the UN chambers, acting both as “arsonists and the firefight-
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ers.” Therefore, we should not make a distinction between Xi and 
Putin. The free world should view the two dictators as one. Not only 
because they are equally dangerous, but also because the benefits of 
the Russia-China partnership are amplified by their ability to support 
each other in their efforts to confuse, disrupt, coerce, and sabotage.

Third, Russian aggression and Ukrainian courage show that al-
though war is not a desirable way to resolve disputes, it can be the 
only way to prevent another party from resolving them for you. To 
paraphrase British philosopher and religious thinker Gilbert Keith 
Chesterton, the necessity to strengthen collective defense and restore 
the policy of deterrence to prepare for a response to aggression is 
now overdue. The US, NATO countries, and similar-minded states 
such as Japan must not only enhance their own military capabilities 
without delay, but also help strengthen Taiwan’s defenses, bearing in 
mind what could have been done before February 24, 2022, to help 
Ukraine prevent a new Russian invasion.

Fourth, relying on autocratic regimes as a source of energy sup-
plies is a fatal mistake. For Germany, the shift to non-renewable energy 
sources, combined with the abandonment of nuclear power, was a step 
into the abyss of Russia’s “embrace.” Germany’s dependence on Rus-
sian oil and gas weakened its immediate response to Russia’s renewed 
brutal invasion of Ukraine at the initial stage, leading to increased coal 
burning and carbon emissions to keep its homes lit. Therefore, we con-
clude the need to establish new policies that combine energy and na-
tional security with policies to reduce carbon emissions.

Fifth, even sporadic disruptions to supply chains controlled by 
aggressors undermine sovereignty and hamper the ability to respond 
to aggression. Examples include not only Europe’s dependence on 
Russian oil and gas, but also India’s dependence on Russian weap-
ons. For this reason, Xi Jinping is building a “dual circulation” 
economy that, in one respect, is less vulnerable to foreign markets, 
finance, and technology, and, in another, increases other countries’ 
dependency on Chinese goods, components, and raw materials. The 
country is working to dominate critical supply chains for the clean 
energy transition.
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In this way, the Russian-Ukrainian war has become a totality that 
challenges the current way of globalization. And now Ukraine has 
become a factor in determining a number of global developmental 
trends [26, 27].

First, the globalized world we live in has become a zone of 
constant confrontation between Russia and the West. The war has 
brought Western countries together in their opposition to neo-totali-
tarian Russia.

Second, Ukraine has become a kind of test for the West - partic-
ularly for Europe’s ability to rediscover and fulfill its civilizational 
mission and to develop an active, forward-looking foreign policy. 
There is a growing understanding of the Euro-Atlantic community’s 
role in Ukraine’s victory. We are backed in our pursuit of a digni-
ty-based peace by the democratic world, above all, the Euro-Atlantic 
civilizational community. Transatlantic cooperation has intensified 
since Russia invaded Ukraine. It is also noteworthy that NATO has 
expanded on Russia’s doorstep: Sweden and Finland have abandoned 
decades of neutrality and become full members of the Alliance.

Third, Ukrainian civilizational agency is being revived and de-
veloped in the Euro-Atlantic geopolitical space. The world has rec-
ognized that the Ukrainian people belong to the Euro-Atlantic civi-
lizational community. Ukraine has proven its readiness to leave be-
hind the post-Soviet state and a gray intermediate zone, choosing a 
European trajectory for its development. In reality, we have moved 
away from the “Russian world” and have already been accepted into 
Europe.

Fourth, Russia’s invasion of Ukraine has revealed Russia’s de-
parture from the European path and its return to the eastward course 
of its history. In particular, the current state and trends in the ethnic 
and demographic structure of Russian society provide a strong incen-
tive for Russian elites to seek partnerships in the Muslim world and 
to cooperate with China, etc.

Fifth, the Russian-Ukrainian war has brought to light a fact of 
incredible historical significance: all lines of historical confrontation 
between Russia and Europe run through the Ukrainian cultural realm. 
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We are now witnessing the demise of the Russian ideological para-
digm, previously partially adopted by the West: Ukraine, within it, 
was assigned a marginal role of a cultural province in the “Russian 
world.” Today, interest in Ukraine is growing at an imperative rate, 
and we must meet the demand. That is why it is necessary to develop 
and present the very concept of Ukrainian culture and Ukraine’s role 
in European history.

Sixth, there is a growing understanding that Russia’s war against 
Ukraine is existential and ideological in nature. It is not just a war 
for interests or needs, but for values and identity. And not only for 
Ukraine, but for the entire Western world. That is why Ukraine’s true 
victory in the war has global meaning for future humanity. In the 
current Russian-Ukrainian war, in addition to geopolitical and eco-
nomic issues, an existential political question is also being decid-
ed: who is the authentic descendant of the Kyivan Rus’ - Ukraine or 
Russia? One of the reasons for Russia’s war against Ukraine is its 
existential longing to connect with its historical roots - Kyiv, as “the 
mother of Rus’ cities.” This pursuit shapes the war against Ukraine’s 
beyond-rational and existential character. This argument implies that 
Russia, contrary to its statements, fights primarily not against the col-
lective West or NATO, but settles its age-old dispute with Ukraine 
with all military brutality. Thanks to the nation’s extraordinary resis-
tance, courage, and heroism, Ukraine has literally been etched into 
the mental map of many people around the world - people who, be-
fore Russia’s all-out aggression, had no idea where Ukraine was on 
a world map. That is why it is important today to spread knowledge 
about Ukraine abroad, promote Ukrainian cultural products, and pro-
vide institutional guarantees for this process.

Seventh, the war in Ukraine has become a catalyst for a renewed 
form of humanism, generating global reverberations, countering 
neo-totalitarianism, and contributing to the emergence of a new type 
of civilization. This emerging civilization seeks to overcome war as a 
means of resolving conflicts among peoples, countries, states, and alli-
ances. Achieving this objective requires exposing and stopping neo-to-
talitarianism as a fundamentally destructive force for humanity - one 
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that rejects democracy, human rights, and, ultimately, development 
[28].

According to experts, the following events are most likely to oc-
cur during the 21st century [29]:

1.	 The formation of a global coalition of democratic states. 
While facing the threat of Hitler’s enslavement of the world, U.S. 
President Franklin Roosevelt and British Prime Minister Winston 
Churchill signed the Atlantic Charter on 14 August 1941, which be-
came the basis for the formation of an anti-Hitler coalition of states 
and ensured the defeat of the Third Reich and its allies. Eighty years 
later, on 10 June 2021, U.S. President Joe Biden and British Prime 
Minister Boris Johnson signed a new Atlantic Charter, which pro-
claims the struggle of democratic countries against the authoritarian 
regimes of the 21st century. Given their global ambitions, such re-
gimes pose a real threat to humanity and must be minimized as much 
as possible. Upon the new Atlantic Charter, amid the escalation of 
the Russian-Ukrainian war, the Ramstein group was formed on 22 
April 2022. Ramstein emerged as a series of diplomatic meetings 
of defense ministers from democratic countries, held to synchronize 
efforts to accelerate the provision of weapons to Ukraine to counter 
Russia’s large-scale invasion, and to discuss support for Ukraine after 
the end of the war. It is most likely that Ramstein is a situational dem-
ocratic alliance for the period of the Russian-Ukrainian war, which, 
in the post-war period, given the experience of the G7, the North 
Atlantic Treaty Organization, the EU, and other organizations and 
alliances, will be transforming into a global network of democracies 
capable of a rapid collective response to authoritarian provocations. 

2.	 The formation of a global bloc of authoritarian states. These 
include China, Russia, North Korea, Iran, Syria, Belarus, Venezue-
la, and several other countries. China openly claims the leadership 
position in this bloc, although Beijing traditionally avoids institu-
tional forms of military-political interactions with similarly-minded 
regimes (some sort of alliances or coalitions). The PRC will welcome 
economic cooperation between authoritarian countries, complement-
ed by the spiritual and psychological closeness of their leaders. The 
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strengthening of China’s position in Africa has both purely economic 
and political reasons. On this undemocratic continent, local regimes 
are being selected to serve as reliable partners for the PRC in the 
long-term historical perspective. China’s intention to prove the civ-
ilizational superiority of autocracies over democracies by 2049 (the 
100th anniversary of the founding of the PRC), even if it means using 
military force outside its borders, cannot fail to cause concern. In the 
case of the PRC, we are witnessing the restoration of the imperial 
attitude of a truly ‘great’ country (the world’s No. 1 economic power) 
towards other countries and peoples that do not fit within the param-
eters of Beijing-style great-power politics. 

3.	 The emergence of a new world bipolarity - fundamentally 
distinct from that of the second half of the 20th century, which was 
defined by the axis between the geostrategic West led by the United 
States and the geostrategic East led by the USSR. As argued in para-
graphs 1 and 2, there are sufficient grounds to reject both unipolar 
and multipolar images of the world order. By the mid-century, a bi-
polar model of the world order will take a clearly defined shape, with 
the global West, led by the United States, confronting a global East 
that incorporates elements of the Global South, led by China.

4.	 De-imperialization of Russia. As a counterweight to Chi-
na’s large-scale imperial preparations, the Russian imperial complex 
is expected to collapse. This process should be understood as Mos-
cow’s abandonment of claims to global dominance and the exhaus-
tion of the resources (primarily economic) needed to sustain such 
ambitions. Russia is likely to cede some of the territories it acquired 
in 1945 (the Kaliningrad region and the Kuril Islands), as well as 
1.5 million square kilometers recognized as Russian under the 1858 
Aigun Treaty and the 1860 Beijing Treaty. Should these territories 
indeed be returned, China may advance new territorial claims, with 
no regard for international law. It is also plausible that a renaissance 
of state-building could occur in the North Caucasus, driven by the 
restoration of sovereignty in Chechnya-Ichkeria and the declarations 
of independence by Ingushetia and Dagestan. In such a scenario, sev-
eral Volga administrative units, most notably Tatarstan, could follow 
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suit. In any event, Russia’s international influence will decline sig-
nificantly compared to previous eras.

5.	 A fundamental renewal of existing international organiza-
tions (the UN, the Organization for Security and Cooperation in Eu-
rope (OSCE), the Council of Europe (CoE)) or the creation of new 
ones. Most international 20th-century institutions (especially secu-
rity-related ones) have proven ineffective amid the significant dete-
rioration of the international situation at the beginning of the 21st 
century. The UN Security Council and the UN as a whole have been 
rightly criticized for failing to prevent the spread of COVID-19, the 
Russian invasion of Ukraine, or the recent militarization of states 
and international relations in general. We face a situation of critical 
incompatibility between the old instruments of international coop-
eration (in particular, those for ensuring international security) and 
emerging threats and dangers. In response, political leaders advance 
ideas ranging from the dissolution of the UN to the removal of ag-
gressor states from the organization. Given the inertia of internation-
al organizations’ transformation processes, democratic state actors 
have already initiated the creation of new intergovernmental asso-
ciations capable of expanding beyond economic issues to political 
ones. Notable examples include the US-EU Trade and Technology 
Council (TTC), the Quad group of nations (Australia, India, Japan, 
and the US), the AUKUS group (Australia, the UK, and the US), and 
the I2-U2 group (India and the US). The rapid pace of their forma-
tion suggests a high probability that the international structures of the 
twentieth century will be gradually replaced by similar associations, 
more attuned to the present situation and offering fresh approaches to 
its so-called revitalization.

6.	 The further expansion of the EU (currently 27 states) and 
NATO (currently 31 states). In contrast to the previous develop-
ment, the EU and the North Atlantic Treaty Organization (also po-
litical products of the previous century) have proven their viability 
and even sketched out plans for further expansion. The existence of 
these stable international structures, whose historical prospects ap-
pear promising, makes it possible to predict the West’s victory in its 
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confrontation with Eastern dictatorships across at least several areas: 
economic and technological, security and political, spiritual and in-
formational. Ukraine, albeit belatedly, has nevertheless expressed its 
interest in joining these Western associations, significantly strength-
ening its chances of self-preservation and further development in the 
conflict-ridden Eastern European environment.

7.	 Proliferation of weapons of mass destruction. Iran seeks 
to become the tenth nuclear power. It is likely to succeed in this en-
deavor, seriously undermining global security. China, as the source 
of COVID-19, has shown new capabilities for developing and 
spreading biological weapons. Nuclear threshold states, capable of 
producing nuclear systems but bound by international law, are ready 
to support the less-than-ideal formula of securing their own safety 
through the possession of nuclear weapons. Under such conditions, 
the acquisition of weapons of mass destruction (primarily nuclear) 
by terrorist actors in international relations, whose radical goals are 
no longer seen as detached from reality, becomes a real possibility. 

8.	 The emergence and recognition of new states. The total 
number of state entities worldwide is currently 194 (including the 
Vatican), with varying degrees of sovereignty and international influ-
ence. Nevertheless, the process of state emergence and international 
recognition continues. For example, Palestine has been recognized 
by 139 states, Kosovo by 101, and Taiwan by 14. Other cases, such as 
Catalonia, Western Sahara, the Turkish Republic of Northern Cyprus, 
the Pridnestrovian Moldavian Republic, South Ossetia, Abkhazia, 
and Chechnya, remain at the center of ongoing international debates 
over recognition and non-recognition. Several quasi-state entities as-
sert claims to statehood. These include Jammu and Kashmir in the 
disputed territory between India and Pakistan; Wa and Shan regions 
in Myanmar; Awdalland, Azania, Galmudug, Puntland, Somaliland, 
and Himan and Heeb in Somalia; Syrian Kurdistan; Cabinda in An-
gola; Waziristan in Pakistan; Tamil Eelam in Sri Lanka; and the Is-
lamic State (Islamic State of Iraq and the Levant) in Iraq, Syria, and 
Libya. In Europe, debates have also emerged around the prospect of 
an independent Scotland, the Basque Country, and Padania. In many 
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cases, declarations of independence provoke armed intervention by 
external actors, either supporting or opposing the emergence of a 
new actor in the international system. Ukraine has directly experi-
enced this through the conflicts involving the self-proclaimed “DPR” 
and “LPR,” as well as the “PMR” within Moldova. 

9.	 The rise of religious extremism, predominantly illegal 
armed groups of Islamic origin. Recent religious and political history 
already includes the movements Hezbollah (1982–present), Hamas 
(1987–present), Al-Qaeda (1988–present), the Taliban (1994–pres-
ent), Boko Haram (2002–present), and ISIS (Islamic State of Iraq 
and the Levant) (2014–present). The idea of proclaiming a global 
caliphate, which would include Podillia, the Northern Black Sea re-
gion, and Crimea, among other lands, may be viewed negatively by 
European countries. However, it will also have many supporters, es-
pecially among newly formed Islamist movements, whose numbers 
are not decreasing. 

10.	 Restoration of Ukraine’s territory within the internation-
ally recognized state borders of 1991. The weakening of Russian 
statehood will have many consequences, including the restoration of 
Ukraine’s territorial integrity and, consequently, its political strength-
ening. In the longer term, further integration between Ukraine and 
Poland may be expected, with both states emerging as key actors in 
Eastern Europe. Such cooperation could function as a “democratic 
safeguard” against Russian revanchism, potentially on the basis of a 
new security and defense alliance linking the Baltic and Black Sea 
regions. 

It is important to note that leaders of democratic states (given 
the anticipated success of upcoming elections) often display exces-
sive caution in situations that require political assertiveness. This 
tendency is reflected in their reluctance to adopt decisions that, in 
the view of Western ruling elites, might alienate voters, as well as in 
their unwillingness to narrow the conventional “comfort zone” that 
has become an integral feature of Western societies in the post–World 
War II era. Most Western European citizens avoid contemplating the 
possibility of war on their own territory or personal involvement in 
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combat operations. Modern democracies must evolve, particularly by 
fostering public readiness to resist authoritarian influences on rights, 
freedoms, and human dignity. Such readiness should become an in-
tegral component of political thought and civic culture. At present, 
however, it is often overshadowed by unfounded indulgence, unjus-
tified tolerance, and an inexplicable patience toward anti-human and 
anti-democratic impulses promoted by authoritarian forces targeting 
the Western world.

Considering the numerical dominance of democratic states over 
autocratic ones in the international system, the global community has 
the potential to first contain, and then dismantle, the global “axis of 
evil.” However, these efforts have only just begun. For these processes 
to succeed, they require a renewed commitment to democratic social-
ization among citizens and their active participation in democracy.

Experts from the Ukrainian Center for Economic and Political 
Studies (the Razumkov Center), well-regarded in Ukraine and in-
ternationally, provide alternative geopolitical insights that align with 
this view. They suggest the following elements should be included in 
the global geopolitical transformations [30].

First, two civilizational groups - democratic and autocratic - are 
establishing themselves on a strategic level. The vast majority of 
countries face a choice between two sets of strategic development 
guidelines and the underlying core values. Simultaneously, coun-
tries are determining the acceptable level of compromise between 
their proclaimed values and the economic benefits required to sus-
tain everyday living conditions. The countries’ response to the Rus-
sian-Ukrainian war launched in 2014 is a compelling illustration of 
these processes. Among the key indicators of alignment with either 
Russia or Ukraine in this civilizational conflict is the support or 
non-support for international sanctions against Russia, the decision 
to supply or not to supply Ukraine with weapons and military equip-
ment, and the willingness or unwillingness to “press” Russia to the 
point of defeat, which would mean the reformation of the Russian 
political leadership and the transition of the Russian political system 
to a non-authoritarian basis.
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Second, amid Russia’s full-scale aggression against Ukraine, 
closely monitored inside and outside Europe, states are rethinking 
state-building strategies. It is becoming evident that a country’s so-
cioeconomic base, taken in isolation, is highly vulnerable to exter-
nal aggression. Accordingly, a priority for the majority of states is to 
update (in fact, re-establish) the security and defense base for state 
development, capable of protecting key areas of society, including 
politics, economics, and information, through a modernized security 
and defense sector. The institution of strategic partnership of the state 
and its entry (or non-entry) into international security structures is of 
paramount importance in these circumstances.

The third trend from the Razumkov Center: the lessons of the 
Russian-Ukrainian war suggest a narrowing of Russia’s geopolitical 
project, initially aimed at subjugating countries and peoples not only 
in the post-Soviet space but also beyond it (i.e., the former socialist 
states of Central and Eastern Europe, as well as former socialist-ori-
ented countries). Ukraine’s struggle for freedom and independence 
has triggered an irreversible shift in many countries’ understanding 
of new development priorities grounded in democratic values. Rus-
sia’s imperial potential is deteriorating. This further confirms the un-
founded nature of Russia’s geopolitical claims to former “historic” 
territories and ideological allies. Objectively, this creates the condi-
tions for the collapse of the “last empire,” amid growing centrifugal 
tendencies in its internal dynamics.

Therefore, we observe a wide range of scientific approaches 
to the main geopolitical trends of the 21st century. There are clear 
differences between the polar approaches adopted by China (in its 
interactions with Russia and other autocracies) and the U.S. (in its 
close communication with its democratic allies) regarding strate-
gic issues of world order and the building of a new international 
relations system. Human rights and freedoms-based democratic 
societies (of which Ukraine is a member) oppose autocratic soci-
eties where power is elevated to absolute and political extremes, 
including nuclear war, prepared for the sake of illusory world 
dominance.
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The confrontation between democracies and autocracies is likely 
to intensify in the short term. The risk of an armed conflict extend-
ing beyond the Russian-Ukrainian war, involving new actors and a 
broader array of weapons, appears quite feasible. Such a confronta-
tion could lead to the creation of a new international system, mark-
edly different from the frameworks of the 20th century—such as 
Versailles, Yalta-Potsdam, and Belovezhskaya. Achieving this would 
require the democratic side of humanity to overcome its authoritarian 
opponent. While Ukraine is involved in these developments, its influ-
ence remains limited, preventing it from matching the major global 
geopolitical powers.

Overall, the following patterns in the formation of a new se-
curity environment could be identified:
●	 The new world order is being shaped by two real centers of pow-

er (the U.S. and China), which have the potential for both con-
structive and destructive interaction;

●	 Nuclear terrorism, weapons control, disarmament, climate 
change, and artificial intelligence (AI) are becoming key top-
ics on the international agenda;

●	 A sharp increase in military spending is expected in the near fu-
ture;

●	 Transatlantic security will be closely tied to the situation in 
the Indo-Pacific region, around Taiwan, and on the Korean 
Peninsula. A steady trend is toward the formation of a system 
of small security alliances rather than a global NATO-like 
structure in Asia.

●	 Amid the ongoing confrontation between the US and China 
and Russia’s aggression against Ukraine, relations with mid-
dle powers (countries of the so-called Global South) will be a 
major factor in the evolution of geopolitical and geoeconomic 
situations.

●	 The prospect of creating economic blocs in which democrat-
ic countries seek to curb the supply of “sensitive materials” 
from autocratic countries and limit their ability to develop 
dual-use technologies is becoming increasingly relevant. 
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Conclusions to Section I

Military power is gradually replacing civilizational and interna-
tional-legal factors, emerging as the dominant force in the new global 
order.

New realities in international relations necessitate addressing in-
ternational security challenges at the global and regional levels. The 
effectiveness of international security institutions will largely depend 
on the mechanisms for applying coercive measures. Accordingly, 
a new paradigm for shaping the international security environment 
must rest on recognition of the unity of the world and the indivisi-
bility of security, as well as the capacity to counter emerging threats.

Moreover, today’s security landscape carries the risk of direct 
military conflict between major powers. China’s territorial claims 
challenge U.S. allies from Japan to the Philippines and other U.S. 
partners in regions such as India and Vietnam. Long-standing U.S. 
interests, such as freedom of navigation, are coming into direct con-
flict with China’s maritime ambitions.

A series of coups across Africa since 2020 has allowed Moscow 
to strengthen its position on the continent, despite directing massive 
military and economic resources toward the war in Ukraine. The in-
creasing military, political, and economic influence of Russia in sev-
eral countries, now including Burkina Faso, the Central African Re-
public, Mali, and Sudan, runs counter to the expectations expressed 
by U.S. Secretary of State Antony Blinken. In June 2023, he stated 
that the full-scale invasion of Ukraine had “reduced Russia’s influ-
ence on all continents.” More than two years after the outbreak of 
this war, Russia clearly remains capable of expanding its influence in 
Africa and other parts of the world.

Given the demographic makeup of many countries in the Global 
South, especially the large proportion of young people, it is wise to 
create a dedicated public diplomacy effort. This initiative should fo-
cus on increasing support for Ukraine by explaining the causes of the 
war, the current situation, and by identifying topics that resonate with 
younger audiences. With elections approaching in many significant 
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countries, this factor may influence the politicians that young people 
support in their respective nations.

Ukraine should actively leverage the opportunities and platforms 
of various international organizations, including those that represent 
Global South countries, in addition to the United Nations. Alongside 
the Association of Southeast Asian Nations (ASEAN) and the Af-
rican Union, where Ukraine has recently increased its engagement, 
it is essential to maintain ongoing communication with other bod-
ies. These include the Economic Community of West African States 
(ECOWAS), the Asia-Pacific Economic Cooperation (APEC), the 
Organization of American States (OAS), and the League of Arab 
States. Additionally, parliamentary diplomacy will play a significant 
role for many countries in these regions. Therefore, Ukraine should 
make better use of the resources provided by the Inter-Parliamentary 
Union, where Ukrainian lawmakers have increased their engagement.

We can confidently state that the world, along with the system 
of international relations, is undergoing a significant transformation. 
The nature of this change has become virtually impossible to analyze 
using previous approaches. In current context, it is essential to take 
into account a complex array of factors influencing international ac-
tors, including situational alliances, civil society, non-governmental 
initiatives, sovereign nations, and associations of states. In light of 
this, conclusions and recommendations addressed to state authori-
ties by information-analytical institutions must be reliably verified, 
repeatedly cross-checked, and should in no case claim long-term ap-
plicability.
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SECTION ІІ
THE NEW GENERATION OF RUSSIAN 

WARS: MAJOR TRENDS AND CONCEPTS

2.1. Emerging Trends in Modern Warfare Capabilities

The war between the Russian Federation and Ukraine has been 
going on for more than ten years. Today, it has been the longest war, 
the longest violent conflict in Europe since the Second World War.

Times of war encourage us to reflect on their essence, because it 
is precisely at turning points that we have the opportunity to direct-
ly feel and understand the obvious and hidden meanings of events. 
Recently, numerous researchers and experts have noted that the stra-
tegic interests of modern states have not disappeared but, on the con-
trary, have intensified. Accordingly, modern military conflicts have 
acquired new characteristics compared to the past, when the focus 
was on military dominance.

When studying trends in the development of military struggle 
in modern conditions, it would be advisable first to conduct a retro-
spective analysis of the evolution of the theory of the generations of 
modern warfare (Global Modern Wars, GMW).

In the 1980s, American researchers introduced the concept of 
four generations of warfare into scientific and military discourse.

William S. Lind and his co-authors first presented the GMW the-
ory in their 1989 article published in the Marine Corps Gazette. In 
this article, they suggested that the history of modern warfare from 
the Treaty of Westphalia in 1648 to the present can be viewed as a 
history of four generations of warfare [1].

The first generation (1GW) refers to the wars of the early modern 
period and the beginning of the industrial era (from the mid-17th to 
the first half of the 19th century), which were characterized by the 
use of linear tactics, the creation of professional national armies, and 
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were associated with the very emergence of the modern concept of 
war as a war between states, which was formed around the ideas of 
Carl von Clausewitz. 1GW relied primarily on human strength.

The emergence of the second generation of modern warfare 
(2GW) was linked to the development of new forms of transport and 
communication, primarily railways, and of new and improved fire-
arms and artillery (especially indirect artillery and machine guns). 
The central aspect that distinguished the second generation of wars, 
the most important example of which was the First World War, was 
its focus on achieving technological and numerical superiority in 
weapons and mobilized troops, with the aim of dominating the front 
lines with firepower to exhaust the enemy.

This approach gradually led to the emergence of the concept of 
‘total war,’ which was introduced by one of the outstanding com-
manders of the First World War, General Erich Ludendorff. Unlike 
first-generation wars, which strictly separated the military from the 
civilian population, the concept of ‘total war’ proposed general con-
scription and the mass involvement of civilians in the war effort.

Third-generation wars (3GW), the most striking examples of 
which are World War II and blitzkrieg tactics, are characterized by 
the search for new ways to achieve victory in ‘total war’ that leverage 
the advantages of strategic thinking. Accordingly, the basis of the 
third-generation warfare is mobility and maneuverability.

Unlike the previous three generations of warfare described in 
Lind’s article, which were based on historical examples, the identi-
fication of the fourth generation was more related to the prospects of 
military futurology. At the time Lind wrote the article, the U.S. Army 
and Marine Corps were only ‘trying to cope with the changes of the 
third-generation warfare.’ In this light, Lind and his co-authors at-
tempted to predict the uncertain future of warfare using the concept 
of fourth-generation warfare. Initially, the article’s description of the 
future of warfare included aspects of technological and social change.

From the perspective of Dr. Robert J. Banker (1996), who later 
compared Lind’s ideas with those of other military strategists of the 
time, attitudes towards the future of war after the end of the Cold War 
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were broadly divided into two main approaches, the first one being 
more technology-oriented, while the second was “humanitarian” and 
emphasized the role of ideas and social factors. The first approach 
was largely associated with the ideas of Alvin and Heidi Toffler, who 
proposed the concept of third-wave warfare, which assessed the ad-
vantages of high-tech warfare, which, in turn, secured military supe-
riority for post-industrial countries. One part of Lind’s fourth-gen-
eration warfare concept, as described in his 1989 article, was tech-
nology-oriented because, similarly to the Tofflers’ approach, it also 
envisaged the development of high-tech military weapons, such as 
directed energy weapons and robotics, while the other part was more 
‘humanitarian’ and envisaged the growth of types of warfare known 
as ‘asymmetric,’ including the growth of terrorism.

[Martin van] Creveld focused on Carl von Clausewitz’s ideas 
as the ones that shaped the modern meaning of war. He described 
this meaning as ‘trinitarian,’ that is, a meaning based on Clausewitz’s 
trinitarian view of war, which posited three basic elements: ‘gov-
ernment,’ ‘army,’ and ‘people.’ Creveld argues that the new type of 
warfare now gaining momentum is becoming ‘non-trinitarian,’ un-
dermining Clausewitz’s long-standing view of wars as being waged 
by governments using their armies and supported by their people. 
Instead, the new generation of wars is blurring the lines between 
combatants and civilians and bringing in new players, like ethnic, 
social, and religious movements, criminals, and transnational busi-
ness groups, while governments are slowly losing their monopoly on 
war. Therefore, everything in military history seems to be returning 
to the conditions that existed before the 1648 Treaty of Westphalia, 
which created the preconditions for the modern image of war. At the 
same time, these changes are also linked to the creation of so-called 
low-intensity conflicts, which, in turn, stem from the impossibility 
of waging full-scale ‘total war’ in the nuclear age and, despite their 
name, are often characterized by particular cruelty and bloodshed. 
On the other hand, these changes were represented by the growth 
of phenomena such as revolutionary movements, national liberation 
movements, religious movements, and anti-colonial struggles, which 
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initiated and won asymmetric wars against significantly more pow-
erful enemies, for example, the war in Algeria, the war in Vietnam, 
the war in Afghanistan from 1979 to 1989, and others. In such wars, 
these movements introduced completely new (from the point of view 
of modern warfare) principles that led to the mass involvement of the 
population in the struggle, the blurring of the lines between combat-
ants and non-combatants, effective guerrilla warfare, the demoraliza-
tion of the enemy (including within the enemy’s own country), and 
the manipulation of world public opinion regarding the events.

Thus, 4GW is not a new idea, as in this context it emerged as a 
widespread phenomenon in the historical context of the collapse of 
the colonial system after the end of the Second World War and was 
very often associated with positive changes in socio-political life and 
the struggle of various categories of people for their freedom, which 
undermined the old structures of power and oppression. However, 
in recent decades, this way of waging war has also become close-
ly linked to the rise of international terrorism, which uses methods 
that can never be justified and has now become a universally rec-
ognized global threat. In this context, Creveld (1991) asserts that 
modern states are ill-equipped to confront the challenges posed by 
fourth-generation warfare (4GW) due to their lack of understanding 
of new methods of warfare.

Some researchers, in connection with radical changes in the 
means of military struggle, distinguish six generations of military 
conflicts that have successively replaced one another. In the first 
generation of warfare, the primary weapons were cold steel, and the 
main goal was to destroy the enemy and seize their weapons and 
valuables. In the second generation, war was characterized by the 
destruction of the enemy, the seizure of their territory and valuables, 
and the primary weapon was a smoothbore. In third-generation war-
fare, the destruction of the enemy’s armed forces, their economy, and 
the seizure of territory are characteristic. The primary type of weapon 
in this generation is rifled multi-shot weapons with increased rate 
of fire, accuracy, and range. Automatic and rocket weapons, mech-
anized troops, tanks, aircraft, aircraft carriers, and submarines are 
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replacing third-generation weapons. The main goal of fourth-gener-
ation warfare is to destroy the enemy’s armed forces, ruin its eco-
nomic potential, and overthrow its political system. Fifth-generation 
warfare involves nuclear weapons, which do not achieve their targets 
but pose a threat to the destruction of civilization or entire conti-
nents. Sixth-generation warfare is aimed at undermining the econo-
my, management systems, and vital functions of the state, as well as 
destroying military facilities. The main types of weapons in this war 
are high-precision weapons (HPW), weapons based on new physical 
principles (NPP), information weapons, and electronic warfare forc-
es and means.

In other words, the phenomenon of war is constantly evolving as 
the world changes. This must be taken into account when considering 
future trends in armed conflict. What are the main trends in armed 
conflict that we can identify for the future?

Y. Kobets suggests distinguishing among seven types of proba-
ble 21st-century wars. These wars differ significantly from one an-
other in many respects, including the criterion of effectiveness [2].

The general list of wars includes:
●	 Classical technogenic-force war.
●	 Economic war.
●	 Undeclared genocide against the population of a rival state.
●	 Organizational war (cases of introducing external or hostile 

organizational structures into the national state system of the oppos-
ing side, for example, illegitimate authorities or various foundations).

●	 Information warfare.
●	 Chronological warfare – a method of waging war through 

the deliberate reinterpretation of a country’s ‘unpleasant’ past and 
the constant manipulation of historical facts in favor of the cus-
tomer.

●	 Spiritual warfare, another method of waging war that involves 
imposing dangerous values on subjugated peoples or states. This meth-
od aims to change the spiritual principles and values of these peoples 
or states to achieve its goals. In turn, M. Trebin and T. Chernyshova 
propose the following trends in future armed conflict [3]:



59

First, a retrospective look at the evolution of military art shows 
that its development trajectory represents the mastery of space in 
which an ever-expanding armed conflict is being waged. This ex-
pansion took place from the strategy of a general battle at a single 
point (the era of the Napoleonic Wars) to a linear strategy (from the 
second half of the 19th century till the mid-1930s), and then to deep 
operations in the continental theatre of war (CTW) (World War II) 
and large-scale (air-space, air-ground and land-sea) operations at the 
beginning of the 21st century. In other words, traditional military ac-
tions, strictly divided by physical domains, have been replaced by 
comprehensive actions conducted simultaneously across all domains 
of confrontation in a significantly expanded space-time continuum. 
This introduces the multi-domain principle, to be further developed 
in the future.

 Second, the increasing spatial indicators of armed conflict, the 
growing significance of the information continuum must be acknowl-
edged. At the current stage of civilization, information is central to 
the functioning of social and state institutions and in the life of ev-
ery individual. Informatization creates a single global information 
space, facilitating the production, accumulation, processing, storage, 
and exchange of information among individuals, organizations, and 
state entities. The rapid exchange of political, economic, spiritual, 
scientific, and technical information, along with the adoption of new 
information technologies across all sectors of public life, particularly 
in production and management, offers clear advantages. However, as 
industrial growth has threatened Earth’s ecology and advances in nu-
clear physics have posed the danger of nuclear war, informatization 
may also pose a broad spectrum of challenges.

Information weapons primarily target two domains. The first is 
anthropogenic, encompassing humans, their intellect, and society’s 
collective consciousness. The realities of contemporary being indi-
cate that direct influence on individuals can effectively achieve the 
objectives of information warfare. Studies from the late twentieth 
century report that mental disorders occur in 4–6% of military per-
sonnel during routine activities, 15–20% during training and combat 
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activities, and 30–86% during active combat, depending on factors 
such as intensity and casualty rates. The second domain is techno-
genic, which includes software and information support, hardware, 
telecommunications equipment, communication channels, and inte-
grated control systems. The most vulnerable components of this in-
frastructure are telecommunications nodes, satellite communication 
centers, and international information exchange channels.

Third, the growing importance of outer space. According to 
American experts, the main tasks of combat space assets during mil-
itary operations from space are aimed at inflicting losses on the ene-
my across continental, oceanic, and maritime theaters of operations, 
and in airspace. These tasks involve destroying ground-based space 
forces and assets, such as elements of launch and control areas and 
information processing facilities. They also aim to destroy stationary 
and mobile strategic nuclear forces, including launchers and control 
centers. Combat space assets also target mobile groups of surface 
ships and submarines.

Additionally, they focus on strategic aviation aircraft at airfields 
and in airspace, as well as on important strategic facilities, and on 
manpower, weapons, and military equipment. Other goals include 
creating active jamming of radio-electronic means and having a 
global impact on the natural environment of the enemy’s territory. 
Military analysts also believe that space assets can be used for tasks 
such as global and local control from space over the status and dy-
namics of troop or naval groupings in any region of the world. Fur-
ther uses include information, coordinate-metric, and other types of 
support for their actions, and the management of them from a single 
center located at any distance from the region of combat, operational, 
or strategic actions. This management supports greater independence 
in decision-making by all levels of military command.

Fourth, the expansion of the range of means of warfare. The im-
portance of the New Physical Principles Weapons (NPPW), as well 
as high-precision, hypersonic, and cyber weapons; information and 
control equipment; military robotic vehicles (RCV); crewless aerial 
and autonomous marine vehicles; and the use of AI in decision-mak-
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ing support systems, troop (force) and weapons management, and 
military and special equipment.

The focus of military operations in future wars is expected to 
be on weapons that operate on the new physical principles. The 
use of NPP weapons involves the momentary defeat of the enemy 
at a great distance by delivering directed energy. These may in-
clude laser weapons that deliver gamma, X-ray, ultraviolet, visible, 
or infrared electromagnetic radiation to the target; radio frequency 
weapons – delivery of electromagnetic radiation energy within the 
radio frequency wavelength range (ultra-high frequency weapons, 
infrasound weapons, etc.); beam (accelerator) weapons – the de-
livery of directed beams of high-energy charged or neutral parti-
cles accelerated to nearly the speed of light to the target. All such 
weapons deliver striking energy to the target almost instantaneous-
ly, with a range of many hundreds of kilometers. The implemen-
tation of this principle of targeting hostile objects could radically 
change the nature of war in the future. The use of such weapons 
will enable the destruction of targets without physically destroying 
them, reduce the need for conventional means of armed combat, 
and shorten the duration of operations to minutes. With zero-lim-
ited killing, such weapons can disrupt the operation of phones, 
radars, computers, and other means of communication, as well as 
guidance, navigation, and control. Plans are also in place to employ 
“combustion-inhibiting” agents that stop vehicle engines, as well as 
chemicals that destroy car and aircraft tires when sprayed on roads 
and airfields. The emphasis is on using such means to disable troops 
without destroying them.

In the late 20th and early 21st centuries, the experience of fighting 
in urban areas (in city settings) gathered by many countries’ armed 
forces in local wars and military conflicts led to the development 
of a new type of weapon: the MRV. Main tasks assigned to MRVs 
include: fire support for advancing units, guidance of high-precision 
strike systems, terrain reconnaissance and monitoring of enemy tar-
get destruction outcomes, recon and surveillance, delivery of ammu-
nition, fuel, and supplies to combat zones, etc.
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In future wars, the nature of air combat operations will change 
dramatically due to the wider use of MRV systems such as unmanned 
aerial vehicles (UAVs) and stealth devices. With the widespread use 
of UAVs, plans call for expanding the combat capabilities of ground 
forces and reconnaissance and sabotage units. UAVs will be used 
both as individual systems and as unmanned aviation formations. De-
pending on flight range, combat load, and assigned missions, UAVs 
will be used at various levels, from tactical to strategic. The flight 
duration, as evidenced by experimental flights of U.S. UAVs, can be 
measured in years. Applications of unmanned aviation can include 
reconnaissance and strike operations, airspace control, etc.

The use of AI technologies in new weapons-control systems 
will enable breakthroughs in combat operations. Such systems will 
accelerate decision-making by accounting for the maximum num-
ber of factors, significantly reduce the cycle of troop (force) control, 
and increase combat capabilities. To date, American specialists have 
achieved the greatest results in the field of “deep machine learning.” 
This has been made possible by rapid progress in the development 
of multi-level artificial neural networks. Image recognition and ma-
chine learning technologies used in modern AI can enable high lev-
els of automation in management decision-making by analyzing and 
processing information from various sources.

Fifth, a shift in the logical and temporal structure of armed com-
bat: gaining initiative and advantage in the information sphere (in the 
management of troops and weapons); creating an advantage in the air 
and space sphere; changing the balance of power on land and sea in 
one’s favor; achieving overall quantitative and qualitative superiority 
in forces and means; increasing the duration of preparatory actions 
and reducing the period of active operations; strengthening deductive 
and weakening inductive links and relationships in armed combat; 
using strategic and operational means to defeat the tactical link; or-
ganizing and conducting armed combat in real time; transition from 
commanding troops to commanding armed combat.

The current war in Ukraine is a completely new phenomenon in 
military history. Sean McFate points out that the Russian-Ukrainian 
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war showed not only how the rules of war have changed, but also 
how to fight and beat stronger armies in the 21st century. He came up 
with ten rules [4]:

Rule 1. Conventional war is a thing of the past.
A “conventional war” is one type of combat operation – World 

War II is an example of this; however, there is currently nothing more 
unconventional than conventional war. Since 1945, only 6% of wars 
have been conventional, and the last one was fought 40 years ago. No 
one fights like that anymore because it no longer leads to victory – but 
Russia tried. In February 2022, it launched its first conventional war 
in 35 years and was defeated. A symbol of its strategic incompetence 
was the 64-kilometer-long Russian military convoy that got stuck en 
route to Kyiv in the first weeks of the war. Conducting a conventional 
war requires an extraordinary level of discipline, management, and 
organizational unity, which the Russians lack. The war was doomed 
to failure, and the Russians finally changed their tactics at the end of 
March, switching to the Russian unconventional warfare we saw in 
Grozny and Aleppo. This is a strategy of terror. This rule explains 
why traditional wars fail today and suggests what works better.

Rule 2. Invest in people, not technology.
Many imagine future warfare to be extremely high-tech. Yet, the 

combat experience of technologically advanced armed forces since 
1945 has been pathetic, with these forces regularly losing to low-tech 
armies. France was defeated in Algeria and Indo-China, Britain in 
Palestine and Cyprus, the USSR in Afghanistan, the U.S. in Viet-
nam, Somalia, Iraq, and Afghanistan, and Russia, now in Ukraine. 
The images of a humble Ukrainian tractor hauling Russian tanks off 
the battlefield say it all. This rule explains why the best technology 
is the 15 centimeters between our ears. Cunning triumphs over high-
tech brute force.

Rule 3. There is no war or peace – they always coexist.
Clever opponents take advantage of the space between war and 

peace to achieve victory. In 2014, Russia used “little green men,” spe-
cial forces units, and mercenaries such as the Wagner Group to carry 
out a covert occupation in eastern Ukraine. Ukrainians were not fooled, 
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unlike the West. For the West, it did not look like a conventional war, 
but it was not a state of peace either. While Western intelligence agen-
cies were still trying to figure out what Russia was doing in Donbas, 
the annexation of Crimea became a fait accompli. This rule explains 
why there is no such thing as war or peace, but only war and peace. The 
strategy for victory depends on understanding the difference.

Rule 4. Hearts and minds do not matter.
Winning the hearts and minds of the local population does not 

lead to victory, as most American generals in Afghanistan and Iraq 
mistakenly believed. And that is one of the reasons for their defeat. 
During the Vietnam War, there was a saying among U.S. Army spe-
cial forces soldiers: “If you’ve got them by the balls, their hearts and 
minds will follow. “ Such is the Russian approach to fighting insur-
gents, and it involves mass killings of civilians and the obliteration 
of cities. This is exactly what they did in Chechnya, Syria, and now 
Ukraine. Human rights violations and associated losses are not a mis-
take but a hallmark of Russian warfare, as evidenced by Bucha, Mar-
iupol, and Izium. It is an immoral and despicable approach that has 
been used throughout history, often successfully. This rule explains 
why violence is usually more effective than mercy in war.

Rule 5. The best weapons do not fire bullets.
“The fight is here. I need ammunition, not a ride.” That was one 

of the most quoted lines said during the Russian invasion of Ukraine, 
the words of the daring Ukrainian President, who refused the U.S. 
offer to leave Kyiv. It doesn’t matter if this quote is real or not. It 
had an effect. Weapons began to arrive, and NATO took action for 
the first time in 30 years. Ukraine successfully turned social media 
and memes into weapons, easily bypassing the world champion of 
disinformation – Russia. Rule 4 tells us that hearts and minds are 
immaterial at the lower, or “tactical,” level of warfare. But at the 
global, or “strategic,” level, winning hearts and minds is a prerequi-
site for victory. The Ukrainian people and government are waging a 
successful information war that has turned Russia into a pariah state 
that even China is shunning. More importantly, this has kept the West 
interested in Ukraine, leading to an increase in weapons, ammuni-
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tion, valuable intelligence, diplomatic and popular support. This rule 
explains why, in the information age, information is more powerful 
than lethal weapons, and how to use it effectively.

Rule 6. Mercenaries are back in the game.
Russian mercenaries, such as the Wagner Group, became synon-

ymous with war. Since 2014, the Wagner Group has become Putin’s 
favorite weapon because it allows the Kremlin to plausibly deny its 
involvement in the event of failed operations, and the Russians do 
fail. In 2018, the Wagner Group clashed with U.S. Special Opera-
tions Forces in eastern Syria and was destroyed. Both Moscow and 
Washington decided to ignore this incident to avoid provoking World 
War III, which would have been a real possibility if Russian soldiers 
had been involved rather than military mercenaries. Mercenaries - 
the second oldest occupation - are a major problem in war. This rule 
explains what these problems are, how mercenaries are reshaping 
war, and how best to use or defeat them.

Rule 7. New types of world powers will rule.
This rule does not apply to Ukraine to the same extent as it does 

to other armed conflicts across the world, such as the drug wars in 
Latin America, conflicts in Africa, and religious wars in the Middle 
East and South Asia. Nation-states everywhere are losing ground and 
being replaced by a new class of global actors: the ultra-rich. Ac-
cording to the World Bank, of the 100 largest profit generators in the 
world, 71 are corporations, and only 29 are states. In human terms, 
the richest 1% own 45% of the world’s wealth, while the poorer half 
of the planet’s population collectively owns less than 1%. Now that 
mercenaries are returning, the super-rich can become armed and very 
dangerous. They can start wars to protect their international interests, 
just as states do. One day, ExxonMobil or Elon Musk may have their 
own armies. In fact, they can already if they want to. This rule ex-
plains how this will fundamentally change the world order.

Rule 8. There will be wars without states.
Yet another rule is less relevant to the Ukrainian struggle, but still 

important for the rest of the world. When the ultra-rich can hire merce-
naries, they can wage war, no matter how small. States will no longer 
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be the only actors in war, and may even become trophies. Already to-
day, international drug cartels are fighting each other for influence on 
the streets of Latin America. They are taking over countries such as 
Guatemala and calling them “drug states”. Extractive industries, such 
as oil, gas, and mining companies, are increasingly turning to merce-
naries to protect their people, territories, and property. Perhaps one day 
they will even fight each other over oil fields in weak states unable to 
defend themselves, or in states with corrupt politicians eager for bribes. 
Since firepower can be bought with money, the ultra-rich are becoming 
a new kind of superpower, and this portends wars without states. This 
rule explains what these wars will be like and what consequences they 
will have for international relations.

Rule 9. Shadow wars will prevail.
Russia seized Crimea in 2014 by means of shadow warfare — so 

it seemed to the international community, but not to Ukraine. In the 
information age, the capacity for creating convincing counter-narra-
tives is a more decisive factor than military power on the battlefield. 
This drives war into the shadows, where it is fought in secret. Shad-
ow warfare allows aggressors to ignite conflicts unnoticed, achieving 
victory before their victims even realize they have been attacked. 
Russia, Iran, and others have perfected the art of shadow warfare, 
and other states are following their example. Libya is one continu-
ous shadow war: no one really knows who is on the battlefield and 
what they are fighting for. Meanwhile, the West does not understand 
the nature of shadow warfare, as evidenced by its muted response to 
Russia’s actions in 2014. Modern states, including Ukraine, need to 
hone their ability to win shadow wars, and this rule explains how to 
achieve this.

Rule 10. Victory is fungible.
Understanding what victory looks like is half the battle. This rule 

offers Ukraine an excellent strategy for defeating Russia today: use 
time to your advantage. Brains are more important than brute force. 
As for brains, remember the Trojan horse and David versus Goliath. 
As for brute force, remember World War I. There are many ways to 
“win,” and most do not require a huge army if you have brainpow-
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er. You need a strategy that uses your enemy’s way of waging war 
against them, just as a jiu-jitsu fighter uses their opponent’s weight 
against them. This rule explains how to win in modern warfare.

In other words, the technological revolution already underway 
is creating ideal conditions for a war of attrition, and the strategy 
to achieve the war’s political goal will aim to exhaust the enemy’s 
resources and capabilities.

This conclusion allows us to identify the key and, probably, the 
only strategy for victory in the future: building a system of national 
resilience.

In his turn, the Ambassador Extraordinary and Plenipotentia-
ry of Ukraine to the United Kingdom and Northern Ireland, Com-
mander-in-Chief of the Armed Forces of Ukraine (AFU) V. Zaluzhny 
(2021–2024), points out that the Russian-Ukrainian war has com-
pletely changed the nature of war. Reconnaissance and strike drones, 
drones supporting artillery fire, and a situational awareness system 
have made the battlefield completely transparent. All this has provid-
ed unlimited opportunities for high-precision strikes at the tactical 
level. High-precision strikes on logistics routes have become com-
monplace today. Moreover, such strikes are already part of the tactics 
of pushing back enemy positions.

Consequently, absolute transparency in front of the front line has 
created a 10-15 km zone of complete destruction. It is no longer sur-
prising when a drone hunts not for a group target or armored vehicle, 
but even for an individual soldier.

Why has this become possible? The reasons for this are:
First, the rapid development of electronic warfare (EW) capabil-

ities. It is thanks to EW development that the ability of satellite tech-
nologies and radio- and GPS-guided munitions to deliver high-preci-
sion strikes at the operational level has been neutralized. The effec-
tiveness of expensive missiles and high-precision shells has fallen to 
zero.

Second, a large number of visual reconnaissance and strike 
drones have appeared on the battlefield at the tactical and operational 
levels.
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As a result, tactics and the art of operational command have un-
dergone significant changes.

We can therefore confidently state that:
1.	 UAVs and digital technologies have rendered obsolete the 

conventional, familiar types of weaponry that have defined warfare 
for decades. They are now history.

2.	 Armored vehicles, which had been the basis of offensive op-
erations since 1915, became defenseless against cheap drones and, as 
a result, are no longer used in other types of combat today.

3.	 GPS-guided high-precision weapons systems have lost ef-
fectiveness due to the development of electronic warfare.

4.	 Air defense (AD) is undergoing perhaps the most significant 
transformations. The emergence of a large number of small, cheap 
drones has made the use of expensive missiles for AD systems eco-
nomically infeasible.

5.	 The skies above the battlefield are now inaccessible to 
crewed aircraft, rendering them an auxiliary means of AD. Aviation 
requires modernization and the ability to conduct reconnaissance and 
strike from completely different distances.

6.	 Naval drones gradually took over the seas. Powerful ships 
no longer venture beyond protected ports.

This is not just about technology. It requires a complete rethink 
of forms and application methods. As a result, military doctrine must 
be revised.

Evidently, Mr. Zaluzhny adds, winning on the battlefield now 
depends on the ability to outpace the foe in technological develop-
ment. Changes are crucially needed along the chain “science (de-
velopment) - production - application.” Innovative development will 
depend on effective interaction between these elements. Of course, 
attention must be paid to:

1.	 The development of AI and machine learning. Apparently, 
the speed of AI implementation on the battlefield, especially in the 
management of complex processes across reconnaissance, planning, 
command, firepower, and autonomous combat systems (without hu-
man control), will provide a qualitative and quantitative advantage.
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2.	 Electronic Warfare solutions. Perhaps this is above all. Essen-
tially, two crucial tasks lie ahead: creating a digital domain for use and 
protecting it from enemy interference. Clearly, this involves searching 
for new communication technologies, such as cognitive radio. Such 
advances are already underway. It is also important to explore new 
navigation and guidance methods and to develop data transmission 
methods that extend beyond the radio frequency spectrum.

3.	 The development of inexpensive, high-precision, long-range 
unmanned systems. This increases the capacity for systematic de-
struction of enemy infrastructure, depletion of enemy air defense sys-
tems, and combined attacks on important targets.

4.	 The development and production of drones (robots) as a 
component of basic combat capabilities.

The Russian-Ukrainian war has taught countries an important 
lesson: war, which involves trading human lives for tactical gains, is 
no longer an option.

In modern combat, human beings are an extremely valuable re-
source. A resource that cannot be replaced. It is technology that al-
lows combat effectiveness to be maintained while radically reducing 
losses.

Therefore, we must design:
●	 strike drones, which have proven their exceptional effective-

ness, especially in conditions of artillery ammunition shortages;
●	 reconnaissance drones;
●	 anti-aircraft drones;
●	 ground-based unmanned systems;
●	 universal combat platforms;
●	 maritime unmanned systems.
5.	 Civilian or dual-use technologies have reached such a level 

of sophistication that they now form the basis of combat capabilities. 
These include:

●	 the use of commercial satellite systems for reconnaissance;
●	 the use of 3D printing for the rapid manufacture of spare 

parts and components for military equipment in improvised condi-
tions;
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●	 the use of social networks to gather intelligence;
●	 the creation of improvised electronic warfare systems from 

commercially available components to jam communications and 
control enemy drones;

●	 the use of civilian messengers with end-to-end encryption 
for data exchange;

●	 the use of cloud solutions.
Defense industries in leading countries today are following a 

trend (based on the principles and functional qualities of the Fourth 
Industrial Revolution) towards the development of force multipli-
ers, complexes, and systems of weapons and military equipment 
(WME) that significantly surpass or will surpass existing weapons 
in terms of their capabilities (some countries have already com-
menced the adoption of such WME). Such models, complexes, and 
systems of military equipment and technology will be comparable 
in their combat characteristics and effects to high-precision weap-
ons, including nuclear weapons. Correspondingly, attitudes toward 
the content, tactics, and strategy of armed conflict will change are 
changing – they are no longer seen as clashes between combat units 
that strike each other in the course of firefights and capture enemy 
territory, but as clashes between multifunctional combat systems, 
the main purpose of which is to deprive the opposing system of its 
ability to act [6].

Multifunctional, autonomous, and remotely controlled robotic 
systems (unified platforms) with AI, based on various architectures 
and applications, are being developed in real time for selective tar-
geting of specific objectives from the tactical to the strategic lev-
el. Fundamentally new information-technical and information-psy-
chological means of information warfare, as well as software and 
hardware tools for both conducting cyber operations and protecting 
against them, are emerging. Miniaturization has led to the develop-
ment of small and ultra-small reconnaissance and combat-control 
devices, etc.

All this leads to a shift in the mutual influence of weapons and 
methods of warfare towards the latter’s increasing dependence on 
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technology and the degree of weapon development. At the same time, 
it should be understood that, at the heart of any piece of equipment, 
lies the technology used to develop and manufacture it. Moreover, 
the “birth” of a new piece of equipment is determined by the emer-
gence and mastery of new technological principles for processing 
raw materials, which allow the creation of the desired model in the 
future. The availability of basic technologies for the industrial pro-
duction of technical equipment is a determining factor in the devel-
opment of weapons [7].

For example, military scholars consider the following areas to be 
the most promising fields of application for nanotechnology, nano-
materials, and related products in ensuring national defense and se-
curity:

1.	 Cutting-edge design materials will significantly improve the 
reliability and operational range of current and future military equip-
ment.

2.	 Means of reducing the visibility of various types of weapons.
3.	 Combat equipment for military personnel, designed to level 

up their protection, autonomy, and effectiveness.
4.	 Energy systems (materials) for weapons, mainly for various 

types of ammunition.
5.	 Compact and energy-efficient electronic component base for 

military use.
In addition, 3D printing is currently being actively used in the 

defense industry. Additive Manufacturing (AM), commonly known 
as 3D printing, has been identified by the European Commission as 
one of the key technologies capable of increasing industry competi-
tiveness in Europe thanks to its capabilities for rapid, decentralized, 
and flexible production. AM is already being used in the civil indus-
try and by defense manufacturers. However, the armed forces are 
still far from realizing the full potential of this technology. AM tech-
nologies strengthen defense capabilities. Forecast growth in the AM 
market is likely to yield multiple benefits for the defense community: 
reduced tooling and parts costs, improved design, shorter time-to-
market, and enhanced technical and commercial competitiveness. 
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At the same time, 3D printing will significantly impact the mainte-
nance of military assets by enabling the manufacture of spare parts 
and components. In addition, AM technologies may be promising 
for enhancing defense capabilities. These include logistical support 
for deployments in remote or hostile environments. These operation-
al technologies can significantly affect the course of missions. The 
time between failures and the recovery of platforms, transportation, 
and storage for large quantities of supplies can be reduced, with a 
corresponding reduction in costs and the logistical burden on the op-
eration.

The use of new materials for defense purposes is also a modern 
trend. Armaments and military equipment are becoming increasingly 
complex, as are the materials used to make them. In this context, 
advanced materials are of considerable concern, impacting the fu-
ture operational effectiveness of military missions. Novel materials 
can be applied across a wide range of domains and hostile environ-
ments where risks and damage can be mitigated through protective 
solutions. It is expected that the most groundbreaking effects will 
be achieved through the integration of new developments, such as 
energy storage and applications, camouflage, personal health moni-
toring, and protection through “super-intelligent” materials for both 
platforms and soldiers. Other potential uses of new materials to be 
explored in the future include self-healing materials, cyber defense 
materials (for electromagnetic interference response), biometric ma-
terial designs, morphing aerodynamic surfaces, and the integration 
of metamaterials.

The large-scale armed aggression of the Russian Federation 
against Ukraine has proven the relevance and primacy of military af-
fairs and science for the development of Ukraine. In such conditions, 
the role and place of military science in ensuring national security, 
which should become one of the main factors in state building, are 
growing significantly.
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2.2. The Concept of Russia’s Mental Warfare

Recently, terms such as cognitive warfare, consciental warfare 
(CW), semantic warfare, discursive warfare, and mental warfare 
(MW) have become widespread. These terms are not completely in-
terchangeable synonyms, although they describe the same phenome-
non – the infliction of damage on the intangible components of mil-
itary power: human will, spirit, conscience, etc. The term “mental 
warfare” most fully summarizes the essential characteristics of all the 
above definitions and conveys their semantic similarity.

According to the Encyclopedia of Modern Ukraine, mentality 
(from Latin mens – mind, way of thinking, disposition) is the percep-
tion and interpretation of the world in the spiritual life of a people, 
nation, or social entities [8]. Thus, MW is an invisible battlefield, 
because the struggle takes place primarily within a person, at the psy-
chophysiological level.

Russia initiated MW against Ukraine long before the large-scale 
invasion of our sovereign state. According to experts, it is impossible to 
build an effective counteraction system without knowing the enemy’s 
motivational mechanisms and real goals. In such a war, the victim re-
acts to the aggressor’s tactical moves without understanding its strategy. 
This leads to the enemy always pulling the rug out from under your feet, 
because its actions are constant, repetitive, contradictory, and illogical.

In recent years, domestic and foreign experts have paid great 
attention to researching the goals, mechanisms, technologies, and 
means of Russian hybrid (in particular, information) aggression in 
Ukraine and Europe.

In fact, the battle for mindsets has been waged throughout the 
history of civilization. However, in modern conditions, as a result of 
the development of information technologies, changes in the mindset 
of the human personality and its cultural identification, as well as the 
destruction of the national historical values of society and the state, 
are becoming particularly intense and widespread.

According to Russian experts, the struggle for minds in modern 
warfare is aimed at achieving the following main goals [9–12]:
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●	 Destroying the population’s ability to understand the place 
and role of their country and its national strategy in order to develop 
complete indifference to the fate of the state and the people in the 
future.

●	 Destroying the mechanisms of traditional self-identification 
of the population and replacing them with new identification sur-
rogates by involving people in various “participation and support 
groups” formed through social networks and the media.

●	 Lowering the general intellectual level of the population by 
forming “clip thinking,” which does not involve a critical attitude 
toward the information presented.

●	 Introducing into the public consciousness a new, specially 
constructed matrix of values and norms of social and personal be-
havior as the only possible models of behavior. This leads to the de-
struction of people’s ancestral, cultural, and historical memory, as 
well as to the psychotization and neurotization of society, which is 
transformed into a mob that is easily susceptible to external control 
by political manipulators.

●	 Eradication of issues from the information space of human 
consciousness that require thoughtful and unhurried reflection on 
events to form sustainable personal knowledge.

Today, the following techniques are used in mental warfare:
●	 Concealing critically important information about the state 

of affairs in various spheres of social life.
●	 Burying valuable information in a mass of “information gar-

bage” according to the principle of “hiding a leaf in the forest.”
●	 Substituting concepts or distorting their meaning.
●	 Diverting attention to insignificant events.
●	 Using terms that are commonly used in the media but whose 

meaning has been fundamentally altered.
●	 Presenting the audience with negative information that is 

more readily accepted than positive news.
●	 Discussing events that have no real social value and using 

the results of flawed sociological studies to create a distorted view of 
the situation in society.
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●	 Introducing bans on certain types of information and news 
sections in order to prevent broad public discussion of issues and 
topics that are critical to certain power structures.

●	 Blatant lies aimed at misinforming the population of one’s 
own country and the foreign public.

Some Russian military “experts” categorically assert: “When 
it comes to the Ukrainian army, there is a relatively small group 
of people who are fanatically devoted to the current Kyiv authori-
ties and the neo-Nazi ideology that is the moral foundation of their 
rule. But there are others who have studied at NATO and Ameri-
can educational institutions. Their activities are well paid by the 
Kyiv authorities, and having established ties with representatives of 
Western elites and special services, they can count on a comfortable 
position in the West after completing their service or in the event 
of unforeseen circumstances. But in the event of a reorientation to-
wards the East, they can obtain reliable guarantees from Russia and 
easily change their political orientation. Regarding the higher ech-
elons of the Ukrainian army and navy, it is worth emphasizing the 
shaping of their perceptions of the possibility of preserving their 
lives and social status if they contribute to a change in Ukraine’s 
political course. Based on the examples of Ukrainian Armed Forc-
es servicemen who defected to Russia during the annexation of 
Crimea, it is worth emphasizing that Ukraine’s top military leader-
ship could have a more successful career, including in the ranks of 
the Russian Armed Forces. It is important to show the leadership 
of the Ukrainian army and navy that Western civilization, especial-
ly the US, is facing a serious crisis that threatens to break up the 
leading countries of this civilization, and, as a result, they are not 
concerned with Ukraine at the moment. They are only using the 
Ukrainian factor to put pressure on Russia.”

These same “experts” cynically note: “As for the employees of 
the Ukrainian special services, who are overwhelmingly pragmatic 
but mostly uninformed in the field of geopolitics and international 
relations (with the exception of a limited group of specialists), it is 
advisable to focus efforts on proving simple things. First of all, that 
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for their Western masters, they are simply expendable material that 
can easily be sacrificed if necessary. There are plenty of examples of 
this, from Georgia to Afghanistan. They need to be told that if they 
help Ukraine shift eastward, even if only to a relatively small extent, 
for example, by remaining inactive or lenient towards pro-Russian 
citizens and organizations, they will not only avoid repression in the 
new Ukraine, but may also occupy higher positions, preserving and 
improving their social status.

It makes sense to follow a similar line of conduct with employees 
of the Ukrainian Ministry of Internal Affairs. They should be remind-
ed of the humiliating position they find themselves in when militants 
from nationalist organizations, and sometimes outright criminals, are 
appointed and brought closer to the current Ukrainian authorities.”

Regarding Ukrainian citizens, Russian “experts” are convinced 
that:

“The Ukrainian population is largely apolitical and intimidated, 
so the main emphasis should be placed on comparing the standard 
of living of the people in the union with Russia, especially during 
the Soviet era. It is necessary to demonstrate the futility of the cur-
rent course, emphasizing the likely mass sale of land to foreigners. 
Show the prospect of the revival of the Ukrainian economy, even 
if independent, in partnership with Russia. Prove that the killing of 
their children, relatives, and loved ones will continue in any case, 
even if hypothetically the Donetsk People’s Republic (DPR) and the 
Luhansk People’s Republic (LPR) return into the fold of Ukrainian 
statehood, because without war, the current regime cannot exist. It 
is important that ordinary Ukrainians come to the conclusion that 
the current usurpers in Kyiv do not aim to revive Ukraine, but to 
destroy it, with the physical extermination of the vast majority of the 
Ukrainian population.”

In conclusion, Russian representatives emphasize that the effec-
tiveness of information warfare depends to a decisive extent on the 
diversity of efforts and resources involved in its conduct. To this end, 
all major state institutions and non-governmental entities should be 
involved, in particular:
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●	 Official diplomatic state bodies that solve their own politi-
cal, legal, and diplomatic tasks, as well as carry out special political 
and diplomatic actions.

●	 International non-governmental organizations whose main 
purpose may be to create a favorable international moral and psycho-
logical background for the state’s activities, as well as to carry out 
specific information campaigns.

●	 State and non-state bodies and the media, which should be 
the main means of informational and psychological influence on the 
population and leadership of Ukraine;

●	 Political parties and movements, Christian and Islamic re-
ligious organizations, state and non-state cultural organizations and 
institutions, and creative organizations, which should be the most im-
portant factor in ideological, religious, and cultural influence;

●	 State infrastructure (energy, transport, and communications), 
the country’s fuel, energy, and raw materials complex, and industry 
are the main instruments for implementing information campaigns 
using economic methods.

●	 State bodies and institutions that ensure the military, polit-
ical, and internal security of the state: various special services and 
armed forces, as well as non-governmental paramilitary formations, 
play a major role in carrying out special information campaigns, par-
ticularly those of a demonstrative nature.

●	 Networking entities and communities in global cyberspace 
that have significant influence over the majority of Ukrainian society, 
especially young people. Of particular importance are those compo-
nents located outside Russia that can act as foreign representatives, 
demonstrating alternative views on Ukraine from other countries.

Let us consider the structure and individual provisions of Rus-
sia’s MW concept, its main patterns and principles.

According to Russian researchers, the new paradigm of war has 
the following features [10, 15]:

●	 Hostile actions (attacks) begin without warning, operate in 
gray areas, are evolutionary and permanent in nature, and often lead to 
the defeat of the victim state due to its inability to respond adequately.
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●	 Defeated nation-states are eliminated, often without occu-
pation of their territory, or lose not so much their population and 
resources as their political will and capacity for self-government.

●	 The population of the victim country often finds itself under 
the control of external and internal entities and loses the ability to 
control its own destiny.

●	 The struggle is for minds, knowledge, and will, for the worl-
dview of individual citizens and society as a whole.

●	 National history, culture, traditions, institutions, and the 
population’s life priorities are ignored and replaced by others im-
posed from outside, often with the tacit consent of the people.

●	 The occupation of spiritual space and public consciousness is 
considered a complete victory when the defeated not only lose the ability 
to defend their values but also fully assimilate the foreign and false ideas 
imposed on them by the victorious enemy who has asserted its will.

●	 The blitzkrieg in this war consists of paralyzing the enemy’s 
will by influencing its elite and the media, and then using them to de-
stroy state institutions and demoralize the army and security forces.

●	 The victim country is attacked not only from the outside, 
but also from within, which is radically different from the traditional 
method of conducting military operations “from the outside in.” The 
fronts and battles of such a war are diverse in scale, but synchronized 
and systematic.

Russian military experts note that this new type of uncompro-
mising geopolitical confrontation, with the characteristics described 
above, has been given a specific term: Mental Warfare. Characterised 
as total warfare in nature, this approach aims for a comprehensive 
influence on both the information sphere and the emotions, feelings, 
and moods of the population in the country facing aggression.

This leads to the definition of MW as a set of coordinated actions 
and operations of varying scale aimed at paralyzing the enemy’s will, 
changing the individual and mass consciousness of the population, 
demoralizing the army and society, destroying spiritual and moral 
values, traditions, and the cultural and historical foundations of the 
state, and destroying national identity.
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According to Russian experts, the mental struggle in modern 
warfare is aimed at achieving the following main goals [10–15]:

●	 Destroying the population’s ability to understand the place 
and role of their country and its national strategy in order to develop 
complete indifference to the fate of the state and the people in the 
future.

●	 Destroying the mechanisms of traditional self-identification 
of the population and replacing them with new identification sur-
rogates by involving people in various “participation and support 
groups” formed through social networks and the media.

●	 Lowering the general intellectual level of the population by 
forming “clip thinking,” which does not involve a critical attitude 
toward the information presented.

●	 Introducing into the public consciousness a new, specially 
constructed matrix of values and norms of social and personal be-
havior as the only possible models of behavior. This leads to the de-
struction of people’s ancestral, cultural, and historical memory, as 
well as to the psychotization and neurotization of society, which is 
transformed into a mob that is easily susceptible to external control 
by political manipulators;

●	 Eradication of issues from the information space of human 
consciousness that require thoughtful and unhurried reflection on 
events in order to form sustainable personal knowledge.

Russian experts [13] believe that the concept of MW should be 
considered an important component of general military theory (Fig. 
2.1). The theoretical and methodological foundations of the MW con-
cept consist of socio-philosophical, psychological, social, political, 
and other theories (e.g., the Overton window), national security theory, 
national security strategy, military science, the laws of war (the course 
and outcome of war, revealing their dependence on the economic, po-
litical, social, scientific, and military potential of the state), the laws of 
armed conflict, etc. The main place in the concept is occupied by philo-
sophical and sociological provisions on the origin, essence, nature, and 
role of MW, as well as on the development and activities of the state 
and the armed forces in the context of such a war.
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The structure of the concept of MW includes the following main 
sections: theoretical foundations; conceptual apparatus; methodolog-
ical foundations (basic patterns of MW, methods and technologies 
of psychological defense); practical recommendations (Fig. 2.2). It 
is envisaged that the key provisions of the MW concept will subse-
quently form the basis for the development of relevant textbooks, 
manuals, guidelines, training course programs, practical and meth-
odological recommendations for state and military authorities at var-
ious levels and higher education institutions.

The following main patterns of MW have been identified:
●	 Constant increase in intensity;
●	 Increasing comprehensiveness and persistence;
●	 Affecting all spheres of society (spreading like a cancerous 

tumor);
●	 Interconnection and mutual influence of all spheres of soci-

ety and social institutions;
●	 The decisive nature of the mental domain and the significant 

influence of economic factors on the transformation of society.
●	 Delay in impact due to the inertia of consciousness (the 

complexity of counteracting MW techniques, because it is difficult, 
and sometimes impossible, to achieve the rejection of false beliefs 
imposed by the enemy), which creates problems in “curing” minds 
and transformations in the mental sphere of society that have resulted 
from the use of MW techniques.

Based on research into the experience and practice of applying 
various forms, methods, techniques, and approaches to conducting 
MW, certain principles have been formulated: preventiveness, rel-
evance, adaptability, comprehensiveness, individuality, group and 
mass approaches, offensive nature, constant growth in intensity, and 
mirroring. Distorting reality is one of the main strategies of the Rus-
sian Federation and anti-Ukrainian forces in our country. An import-
ant component of anti-Ukrainian policy is the manipulation of histor-
ical discourse, which is used as a tool to level out Ukrainian identity, 
as well as the discrediting of the activities of the Armed Forces of 
Ukraine and its special services.
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2.3. Trends in the Development of Information and 
Psychological Influences

The issue of the ontology of war has a long-standing tradition that 
dates back to antiquity. Since the time of the ancient Greek historian 
Thucydides, the methods of conducting war and the behavior of adver-
saries have received significant attention in studies of the nature of war. 
Many works from the post-Westphalian period focus on the essence of 
war as an antagonistic armed conflict between states aimed at achieving 
specific goals. The classic definition of war, articulated by the Prussian 
theorist Carl von Clausewitz as a means of achieving political objec-
tives through other means, clearly outlines this understanding of the 
nature of war. While modern military theorists and practitioners do not 
fundamentally deviate from this classic definition, they are increasingly 
exploring the methods and technologies used in contemporary warfare. 

Today, one of the most effective non-military weapons is infor-
mation. War, as a means of communication, has become entirely digi-
talized and has evolved into a tool for dividing people. Ukraine was the 
first country in the world to confront digitalized military aggression.

Fig. 2.1. The concept of MW as an important component in general military theory
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H. Pocheptsov observes that information wars often do not differ 
significantly from one another, but they can be clearly categorized into 
technical and humanitarian types. Humanitarian information wars can 
be further divided into two categories: information wars and semantic 
wars. According to Pocheptsov, information wars focus on presenting 
new facts, while semantic wars aim to reinterpret existing facts. Seman-
tic wars seek to dismantle the target’s worldview, leading to decisions 
that the target would not have made under their previous worldview. 
Their methods may include not only direct tactics but also background 
influences and other subtle influencing operations.

The primary distinction lies in the long-term nature, allowing 
these actions to occur nowadays without the target being aware of 
the influence. As H. Pocheptsov points out, all wars are aimed at 
altering the behavior of the enemy or opponent, using various tools 
to achieve this. Each type of warfare targets a specific domain: con-
ventional warfare focuses on physical space, information warfare on 
information space, and semantic warfare on cognitive space. Howev-

Fig. 2.2. Structure of the MW concept
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er, the Ukrainian experience has shown that the key focus of modern 
warfare is not cyberspace, but the cognitive domain.

If Hiroshima and Nagasaki became symbols of humanity’s un-
derstanding of the destructive power of nuclear weapons, then Rus-
sia’s war against Ukraine should become an example of understand-
ing the danger of information weapons, namely information and psy-
chological warfare.

There is a number of interpretations of information and psycho-
logical warfare in academic circles. The most accurate definition is 
that of researcher T. Bielska, who defines information and psycholog-
ical warfare as the influence exerted with the aim of deliberately dis-
seminating specific information that affects the psyche and behavior 
of the political elite and civil society of a particular country or region. 
Therefore, the highest form of warfare of the future can be called 
CW (Consciental War, from the Latin conscientia – consciousness) 
– a system of information, propaganda, and psychological measures 
carried out with the use of the media, culture, art, and other (psycho-
tropic, psychotronic) means over a long period of time according to 
carefully developed scenarios.

After the large-scale invasion of Ukraine by the Russian Fed-
eration on February 24, 2022, a new phase of CW began, involving 
the use of a wide range of conscientious weapons and the experience 
gained in influencing people’s consciousness through various infor-
mation campaigns. The impact of such campaigns by the Russian 
Federation is aimed at three main target audiences:

●	 The audience of the country directly involved in the conflict 
– currently Ukraine (to shift value orientations, instill a worldview 
needed for emotional and psychological, and ultimately physical, 
subjugation, shape the public perception of the fairness of Russian 
leadership’s decisions and plans).

●	 Russia’s internal audience and the audience of countries that 
support it (to confirm the Russian leadership’s actions are correct, to 
form the largest possible audience in support of the Kremlin’s deci-
sions, that not only sides with the propagandist, but effectively car-
ries out its functions).
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●	 The external audience (to create informational conditions 
for a favorable perception of Russian policy abroad, to create new 
agents of influence who, voluntarily, using levers specific to the audi-
ence of each country, will not only continue to support the Kremlin’s 
ideology, but also incite Ukraine’s allies to conflict). 

D. Kashperska identifies the following as the main tools for con-
ducting information warfare in cyberspace [16]:

●	 SMM activities (Social Media Marketing);
●	 Astroturfing;
●	 Deepfakes and substitution of reality;
●	 Suggestion on government websites, etc.
SMM activities. With the active development of social networks, 

another platform has emerged not only for selling goods, but also 
for selling ideas. The Russian Federation actively uses SMM capa-
bilities and tools to exert informational and psychological influence 
on a wide social media audience. Social marketing tools in networks 
have many cases for managing consciousness and the choice of a 
particular object. Among the main principles of SMM used by the 
Russian Federation in its CW against Ukraine, the following can be 
distinguished: social proof, exchange, emotional trap, affection, au-
thority, and scarcity.

Astroturfing. Modern cyber technologies enable the exertion of a 
suggestive influence not only through diverse content, but also through 
the active use of cyber simulacra. These are virtual accounts that sim-
ulate the representation of real people and, through comments on a 
particular piece of information, can change and distort its essence. This 
has led to the emergence of a special term, “astroturfing.” The active 
use of the latest Internet technologies contributes to the replacement of 
social and political reality with computer simulations [17].

Astroturfing is the use of modern software or the purposeful hir-
ing of paid users (so-called web brigades) to artificially control pub-
lic opinion. This technology is used to suppress the opinions of real 
people on web forums and to organize fake online campaigns that 
create the impression that a large number of people are demanding 
something specific or opposing something.
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The term comes from the name of the popular brand AstroTurf, 
which produces synthetic turf used instead of grass in stadiums. Over 
time, this term came to refer to the process of creating artificial pub-
lic opinion, most often on the Internet, involving paid audience to 
participate in numerous forums, media sites, and blogs. They write 
sponsored content, leave comments under posts on social media, or 
mass-repost the desired information, thus creating the impression of 
spontaneous public support for a politician, political group or party, 
product, service, event, etc.

Since astroturfing is a form of cyber aggression, it is not only 
carried out by hired users. So-called trolls (commentators who add 
expressive color to the news), bots, fake accounts, and embedded 
banners with covert advertising created through the complex soft-
ware circulate among them. A troll is creative, a bot is mechanical.

The main functions of astroturfing are as follows:
●	 Creating false perceptions of events and phenomena, sug-

gesting false memories, etc.
●	 Manipulation (creating emotional and informational traps 

that impact decision-making, choice of a certain position, etc.).
●	 Creating a specific emotional backdrop for the audience 

(panic, fear, indifference, etc.).
●	 Provoking hostility and aggression (interethnic, racial, reli-

gious, etc.).
●	 Creating mass extracollective behavior (encouraging offline 

action).
Whereas bots mostly mechanically duplicate narrative specified 

by an algorithm, trolls create messages that use emotionally expres-
sive vocabulary and evoke empathy in recipients.

According to a study by Princeton University (USA), Russia is 
responsible for 72% of disinformation operations in the world, includ-
ing on social media, surpassing China, Iran, and Saudi Arabia [19]. 
Russia has been actively using astroturfing as part of its hybrid war 
against Ukraine since the Revolution of Dignity. The Russian govern-
ment’s use of astroturfing differs from traditional forms of propaganda. 
Its goal is not to convince or prove, but to undermine and discredit. On 
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the impact scale, it is classified as a weapon of mass destruction, not 
an instantaneous one, but rather a hidden, staged, pandemic-like infor-
mation influence. The Kremlin actively uses bot farms to destabilize 
the socio-political situation in Ukraine and other developed democra-
cies. The Oxford Internet Institute, part of the University of Oxford, 
analyzes the problem of cyberpropaganda in nine countries, including 
Ukraine [18]. The participants in this study, Samuel Woolley and Phil-
ip Howard, argue that after Euromaidan and Russia’s annexation of 
Crimea, Ukraine has become the front line of numerous disinformation 
campaigns. Most of these campaigns have an online component that 
actively uses social media, trolls, and bots, which poses a number of 
specific internal and external threats to national security. According to 
the study, 21% of Ukrainians use social networks as their main source 
of news, while any social network can be a platform for active astro-
turfing aimed at spreading disinformation.

With the start of Russian aggression against Ukraine in 2014, Ol-
gino trolls became active on various platforms within Ukrainian cy-
berspace. In 2017, the Russian social network VKontakte (VK) was 
banned and blocked in Ukraine. Until then, it had been the second 
most popular website after Google. Since the annexation of Crimea 
and the start of the “Russian Spring” in the eastern and southern re-
gions, many politically oriented groups have been created to sup-
port the illegal actions of the Russian Federation on the territory of 
our country and spread anti-Ukrainian propaganda. Among the most 
well-known anti-Ukrainian groups of those years on VK, the follow-
ing can be highlighted [19]:

●	 “Reports from the Militia of Novorossiya” [Сводки от 
ополчения Новороссии] by the notorious Igor Strelkov, who led the 
operation to capture Sloviansk in the spring of 2014 and has been an 
active YouTube blogger on military and political issues since February 
2022, during the large-scale armed aggression of the Russian Federation.

●	 “Anti-Maidan” [АнтиМайдан] and other communities that 
have this word in their name.

●	 “People’s Militia of Donbas” [Народное ополчение 
Донбасса].
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●	 “Russian Spring” [Русская весна].
●	 “Donetsk Republic,” [Донецкая республика] etc.
At the end of 2018, the analytical platform VoxUkraine analyzed 

a database of nearly 4,000 Russian accounts published by Twitter 
October that year. They found that between 2010 and 2018, 1,369 
accounts belonging to the Russian Internet Research Agency gener-
ated 774,957 tweets about Ukraine. These accounts had a total of 3.4 
million followers. Before the annexation of Crimea, Russian bots on 
Twitter hardly touched on Ukrainian topics [20]. A gradual surge in 
their activity began after the sham referendum in Crimea.

One of the most striking cases of external cyber propaganda is 
the media activity in response to the crash of Malaysia Airlines flight 
MH17, which occurred in the uncontrolled territories of the Donbas 
on July 17, 2014, and claimed the lives of 298 people. According 
to one of the “conspiracy theories,” the plane was shot down in the 
air by a Ukrainian fighter jet. This version emerged from a Twitter 
post by Spanish air traffic controller Carlos (@spainbuca), who was 
allegedly tracking the flight. The user reported that he had observed 
two Ukrainian missiles near the plane seconds before a shotdown, 
additionally tweeting in series about Ukraine’s alleged responsibility 
for the disaster: “Kyiv is responsible,” “We are being threatened in 
the control tower,” “Before they take my phone away and smash my 
head in, once again: Kyiv shot down the plane.”

The post by @spainbuca went viral on the platform and was re-
posted by media outlets RT and TASS, as well as other Russian news 
agencies. In July 2014, these messages appeared at a press confer-
ence by the Russian Ministry of Defense. The Ukrainian Ministry 
of Information Policy later proved that this Twitter account was a 
bot, whose activity was initiated during Euromaidan to spread an-
ti-Ukrainian slogans. In September 2016, a joint international inves-
tigation proved that the plane was shot down by a Russian Buk mis-
sile system from territory controlled by pro-Russian separatists.

In 2017, journalists from Radio Free Europe/Radio Liberty and 
a group of Romanian investigative journalists from the RISE Project 
reached out to a person named Jose Carlos Barrios Sanchez, who 
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had been posing as the user of this account during this period [21]. 
In conversation with them, he admitted that he had never worked 
as an air traffic controller and was not in Ukraine at the time of the 
MH17 crash. Sanchez claimed that he received large sums of money 
from Russia for his Twitter posts, specifically $48,000 from the me-
dia company RT, on which he later appeared after the Boeing was 
shot down. The TV channel denies ever having transferred money to 
Sanchez.

At the end of 2014, the account was reactivated but under the 
name Lyudmila Lopatyshkina. Like Spanish air traffic controller Car-
los, she battles against the “Ukrainian junta” and retweets pro-Krem-
lin accounts, mixing this with meaningless messages (“fearless 
– watching,” “I’ll paint the sky,” “he got it in ‘37”). This indicates 
that the “Lopatyshkina” account was a bot. By 2020, the account no 
longer exists.

Therefore, we can conclude that both during the period when 
the account was under the name Carlos and after it was renamed, it 
served as an artificial cyber simulacrum. However, in the first case, 
its activity was most likely controlled by a real person who set the 
agenda and intentionally provided false information to the audience. 
In the second case, posts on this page were made randomly, often 
containing grammatical and semantic errors, and retweets replicated 
those of the previous supposed owner of the Twitter account. It is 
worth noting that bots on the internet mainly follow and retweet each 
other. They may even be from different countries but speak the same 
language (Spanish, English, etc.). The example of the @spainbuca 
account confirms the effectiveness of astroturfing as a tool for politi-
cal and social destabilization, which not only impacts citizens of one 
country (in this case, Ukraine) but also creates fake news stories for 
the entire global community.

Based on the analysis of such accounts, the following character-
istic features of astroturfing can be identified:

●	 Anonymity.
●	 Significant mobilization potential, which contributes to the 

high social self-organization of citizens.
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●	 Low financial costs for implementing information cam-
paigns that attract widespread attention.

●	 High level of citizen loyalty to established communicators.
Rapid spread of fake information.
A characteristic feature of Russian cyber propaganda is that the 

Kremlin uses it both to shape reality in a given territory and to en-
sure the legitimacy of its armed forces’ actions outside the country 
and influence the desired reaction of the international community and 
global military and political organizations, as demonstrated by the 
example of the @spainbuca bot account on Twitter.

 The Russian Federation is equally active in using astroturfing 
ahead of elections in many EU countries. In September 2023, Euro-
pean Commission Vice-President Věra Jourová said that social me-
dia platforms need to act before the 2024 national and European elec-
tions to stop Russia’s disinformation spread. She pointed out that X, 
formerly Twitter, which no longer follows the voluntary EU code of 
conduct, has the highest ratio of posts containing false information, 
thereby fueling Russia’s “war of ideas,” as noted in a Bloomberg 
article [22].

In the context of the Russian-Ukrainian war, the Kremlin uses 
any news hook for ideological influence. The cultural sector is no 
exception. Twitter (now X) provides a convenient way to influence 
the international community by accumulating a number of fake ac-
counts that create information noise around a particular narrative. For 
example, during Ukraine’s victory at Eurovision 2022, bots posing as 
European users spread a photo of the band Kalush, whose frontman 
appears to be making a gesture that resembles a Nazi salute. These 
insinuations align perfectly with the Russian Federation’s goals of 
portraying Ukraine as a “Nazi” state to the world and its own people. 
Notably, these bots frequently follow pro-Russian accounts on Twit-
ter, including Russia Today.

Journalists from The Conversation network discovered that at 
the start of the large-scale invasion, 75 official Russian government 
accounts were active, with a total following of over 7 million and 
more than 35 million retweets. Between February 25 and March 3, 
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2022, these accounts posted 1,157 tweets, approximately three-quar-
ters of which focused on spreading false information about the inva-
sion of Ukraine and attempting to justify it [23].

The large-scale invasion of Ukraine by the Russian Federation 
on February 24, 2022, sparked a new wave of bot activity. According 
to CASM Technology, a company researching online disinformation, 
February 24 experienced a peak in new Twitter registrations, which 
may suggest the organization of a network [24]. Also, after Febru-
ary 24, posts with hashtags such as #IStandWithPutin and #IStand-
WithRussia started appearing among the top posts on Twitter. When 
examining the accounts posting these hashtags, most were created 
either before the invasion in January-February or afterward. Nota-
bly, many accounts with semi-empty profiles are based in Africa and 
Asia. It appears that propaganda is also effective in India and Turkey, 
with the highest levels of suspicious account activity occurring in the 
first 12 days of the invasion.

Astroturfers, unlike automated bots, write meaningful texts, as 
confirmed by most studies by analytical companies. These are usual-
ly original posts with different wording. The practice of astroturfing 
is not new to Russia. When the global community faced the chal-
lenge of overcoming the new COVID-19 coronavirus strain during 
the pandemic, astroturfers around the world stepped up their activi-
ties, generating fake statements and spreading misinformation about 
the virus among the population through social networks [25]. In ear-
ly July, King’s College London released a study on how conspir-
acy theories and social media influenced people’s behavior during 
the pandemic [26]. It states that individuals who primarily consume 
news on social media platforms like Facebook, Twitter, and YouTube 
are more prone to believe conspiracy theories about the pandemic. 
Russian bot farms mainly pick up fake news from well-known or lit-
tle-known Russian media resources and engage in numerous reposts 
and retweets. Bot accounts also often publish only the introductory 
paragraph of an article, which, from a psycholinguistic point of view, 
must contain emotionally expressive vocabulary that helps to exert 
a suggestive influence on the recipient. According to a report by the 
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Security Service of Ukraine (dated June 1, 2020), since the beginning 
of the lockdown in Ukraine, more than 2,600 social media communi-
ties and accounts that spread fake news about COVID-19 have been 
blocked, 18 of which were acting on behalf of the Russian Federation 
[27]. The main messages of the troll account bots were calls to vio-
late lockdown restrictions, protest, seize power by force, and support 
such illegal actions.

Researchers at Carnegie Mellon University say that bot cam-
paigns have dominated many online conversations about the coro-
navirus since January, i.e., since the very beginning of the pandemic. 
After analyzing more than 200 million tweets on the topic of coro-
navirus, researchers found that approximately 82% of the top 50 in-
fluential retweets were bots, and 62% of the top 1,000 influential 
retweets were also bots [28]. So, astroturfing is a way of distorting 
reality by placing the necessary emphasis on a particular information 
campaign on social media through a large number of reposts or posts 
with similar content, third-party comments under the post, or in mi-
croblogs that change the essence of the post itself, news, events, etc. 
The main components of this type of cyber propaganda are bots and 
trolls. Their main tasks are to instill feelings of panic, fear, indiffer-
ence, hatred, or aggression, and to transform attitudes toward facts 
and personalities, etc. In the era of active Internet communication, 
manipulating consciousness with the tools of information messag-
es from bots and trolls is one of the main ways of waging hybrid 
warfare, as well as providing information support for Russia’s large-
scale aggression against Ukraine. According to the Oxford Dictio-
nary, manipulation is controlling or influencing a person or situation, 
often in a dishonest way [29].

Trolling is one form of astroturfing, in which information is 
presented or commented on in an aggressive or humorous manner. 
Other people often perceive aggression as confidence in one’s po-
sition, which most often dulls the listener’s/reader’s vigilance and 
desire to verify the accuracy of the information. The effectiveness 
of astroturfing has been increased by adapting bot technology to its 
tasks – special programs that perform any actions automatically or 
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according to a set schedule/algorithm through the same interfaces 
as a typical user.

Alongside popular social media platforms among Ukrainians, 
such as Facebook, Instagram, and YouTube, the Telegram messenger 
is becoming increasingly popular, offering social media features, in-
cluding blog pages. This application, created by Russians Nikolai and 
Pavel Durov, already has half a billion users. It is among the 10 most 
popular mobile applications worldwide. Telegram’s popularity was 
fueled by disputes with Roskomnadzor, which tried to access data 
or block the messenger in Russia. The Telegram team has repeatedly 
publicly rebuffed the Russian special services, drawing in new users. 
Telegram allows users to create channels where owners can unilat-
erally distribute public content; the information in these channels is 
open to anyone, and anyone can subscribe to them. In Ukraine, anon-
ymous Telegram channels have become popular, spreading disinfor-
mation and manipulating facts, and they have clear links to Russian 
propaganda media and special services [30]. The main reasons why 
Telegram is a favorable platform for conducting CW are as follows:

●	 End-to-end encryption and the ability to communicate with 
an unlimited number of people;

●	 Lack of clear content moderation policies and procedures;
●	 Complete anonymity;
●	 Ease of creating and administering channels;
●	 Customizable instant notification system, etc.
Both on social media platforms and information portals, propa-

gandists use classifiers — a system that categorizes disinformation 
messages into groups based on predetermined criteria. Classifiers 
are keywords that match variants of disinformation messages (nar-
ratives).

For example, the following classifiers can be recalled:
●	 “Kalibr” (typical variants of reports in Russian news: high-pre-

cision weapon; unparalleled cruise missile; weapon of victory);
●	 “Ukrainian authorities” (typical variants of reports in Rus-

sian news: the Kyiv regime; Zelenskyi’s authorities; the Kyiv junta, 
the Ukrainian Reich);
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●	 “Patriots of Ukraine” (typical variants of reports in Russian 
news: Bandera supporters; nationalists; neo-Nazis; Azov members; 
the Kyiv army);

●	 “HIMARS” (typical examples of reports in Russian news: 
American multiple launch rocket system; inaccurate and outdated 
weapon; has a short range; kills civilians).

To enhance the semantic and emotional impact, classifiers are 
paired with relevant video footage in the news.

Deepfake and the substitution of reality. The era of “deep” fakes 
with multiple realities has created a matrix of information in which 
the individual becomes not only a consumer but also an element of 
this system. Internet users multiply the number of interpretations, and 
thanks to modern digital technologies, they can create an alternative 
reality that is almost impossible to recognize as fake immediately. 
Considering the fastest rise in information consumption driven by 
clip thinking, deepfake technology has developed as a product of AI 
technology, leading to the surge of fake video and audio recordings 
worldwide. As AI gets more advanced, the new fakes appear more 
convincing.

This technology is gradually changing the rules of the game in 
the field of political tactics and information warfare. Deepfakes are 
becoming a national security issue of a new generation. The creation 
of fake news and malicious deception, including discrediting celeb-
rities and public figures and destroying political reputations, is all 
happening thanks to this technology with the greatest effectiveness, 
since consumers have almost no time for in-depth analysis amid the 
rapidly changing flow of information, especially in times of height-
ened social tensions. The ability to spread information, or spreadabil-
ity, which American researcher Henry Jenkins wrote about in 2013 in 
his book Spreadable Media [31], has a negative impact on perception 
and awareness — users are, on average, inclined to click the “share” 
button without thinking, relying primarily on the attractiveness and 
virality of the content rather than its authenticity. Therefore, deep-
fakes have become a real shock technology, against which there is 
no perfect protection yet — only critical thinking and fact-checking.
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There are already many applications on the global market that 
anyone can use to make a deepfake. The most famous of these are 
Zao, DeepFaceLab, and Deepfakes web β. Sam Gregory, program 
director of the American non-profit organization Witness, notes that 
deepfakes are often used to discredit female journalists and social 
activists. However, according to his observations, politicians have 
begun to frequently use deepfakes as an excuse for unsuccessful 
speeches or inadvertently uttered phrases in the public sphere that 
have caused a stir. They claim, “it’s a deepfake, ” which is equivalent 
to “it’s fake news” [32].

This technology first caused a major political stir in 2020. The 
situation concerned the Extinction Rebellion social and political 
movement (Belgium), which used deepfake technology to “force” 
Belgian Prime Minister Sophie Wilmès to say that the cause of the 
coronavirus was environmental problems. Another high-profile case 
involved the falsification of a video speech by U.S. House Speak-
er Nancy Pelosi, in which an effect was added to make her appear 
drunk. This video was viewed by more than 2.5 million social media 
users online. However, the most famous fake video was a doctored 
speech by Barack Obama, in which he used foul language to address 
Donald Trump. Millions of people watched this video on YouTube 
and heard words from the president that he never said. There was no 
scandal, as the director of this montage, Jordan Peele, appeared on 
camera and explained that he was trying to draw attention to digital 
disinformation with this creative stunt.

Russia is currently only beginning to explore the possibilities of 
this technology. A classic example of deepfake is the case when, in 
2017, the Russian Ministry of Defense published several posts on Twit-
ter and Facebook containing “irrefutable evidence” of the U.S. cooper-
ation with ISIS militants. Instead, it was a cropped screenshot from a 
promo for the mobile game AC-130 Gunship Simulator, along with a 
video of the Iraqi Air Force (IAF) eliminating ISIS militants in 2016.

Since the beginning of Russia’s large-scale invasion of Ukraine, 
the Centre for Countering Disinformation has warned citizens on 
Facebook about a possible digital provocation by the Kremlin (deep-



95

fakes), in which Volodymyr Zelenskyi would announce the country’s 
surrender [33]. The purpose of such a video is to disorient, sow pan-
ic and a sense of despair among citizens, demoralize the country’s 
special services, and persuade the troops to lay down their arms. 
Although this scenario was not executed concerning the president, 
deepfake technology was successfully employed in June 2022 to 
discredit Kyiv’s mayor, Vitali Klitschko. It was reported that sever-
al European capitals received requests from a fake email address to 
communicate with him via the ZOOM app. The mayors of Berlin and 
Madrid agreed to talk. Thanks to this technology, hackers used Klitsc-
hko’s appearance for negotiations. Deutsche Welle reported that in a 
conversation with Berlin Mayor Franziska Giffey, the fake Klitsc-
hko talked about social benefits for Ukrainian refugees and asked for 
measures to be taken to encourage young men to return to Ukraine 
to fight. The interlocutor also asked for support for Kyiv with advice 
on holding an LGBT pride march [34]. This conversation contained 
typical Kremlin narratives, which point to a Russian trace in this fake 
conversation. But the propagandists made a big mistake — they built 
the conversation solely on constructs that elicit a response instead of 
making it more emotionally/psychologically intertextual and sugges-
tive. As a result, the mayor herself later questioned the authenticity of 
this conversation. It is worth noting that this is the first case of deep-
fake being used in live online communication at a high international 
level, affecting not only the reputation of a political figure but also 
that of the entire country.

Suggestion on government websites. One of the most hidden 
forms of conscientious influence, in terms of its mechanism and cho-
sen platform, is the suggestion of attitudes and perceptions of certain 
facts of the country’s socio-political life through the open communi-
cation channels of government websites, in particular the electronic 
petitions page on the website of the President of Ukraine [35].

One feature of direct democracy is the right of citizens to submit 
written appeals to state authorities, thereby directly participating in 
state governance and shaping the country’s policies across various 
fields. One such instrument of the voice of the people (vox populi) is 
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electronic petitions (e-petitions), which were introduced on the web-
site of the President of Ukraine in August 2015. Within three months, 
a petition must collect at least 25,000 votes, and then the president is 
obliged to respond to it within 10 days.

E-petitions serve several functions. First, they make it possible 
to put a particular issue on the agenda. Second, petitions can be used 
to propose solutions to the issues raised, thereby involving citizens 
in the decision-making process. Third, petitions stimulate horizontal 
communication between citizens themselves, because in order to col-
lect the required number of signatures, the initiators must persuade 
others to support the petition. Thus, raising awareness of an issue, 
bringing an author’s idea to the attention of the public, and involving 
(often virally, using SMM tools) a large number of citizens in the dis-
cussion is a fairly convenient mechanism for managing public opin-
ion, and, thanks to the various textual content of the appeals them-
selves and the consciousness of the individual, hidden means through 
the channel of official communication between the authorities and 
citizens. That is why electronic petitions are of considerable inter-
est, given their potential for conscientious influence in the context of 
Russia’s war of meanings and information war against Ukraine.

Despite the fact that Article 23-1 of the Law of Ukraine “On 
Citizens’ Appeals” [36] stipulates that a petition “may not contain 
calls for the overthrow of the constitutional order, violation of the 
territorial integrity of Ukraine, propaganda of war, violence, cruelty, 
incitement of interethnic, racial, religious enmity, calls for terrorist 
acts, infringement of human rights and freedoms,” there remains 
considerable scope for more covert manipulation. Such texts become 
an active tool for promoting Russia’s interests in Ukraine through 
agents — Ukrainian citizens (only Ukrainian citizens with an elec-
tronic signature can submit a petition). Based on this, we can classify 
the following types of dangerous petition content, taking into account 
the audience they target:

●	 Manipulation of information, distortion of the information 
field, imposition and artificial suggestion of public opinion, creation 
of the illusion of the relevance of a particular issue through infor-
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mation noise, and trust in state electronic resources, as well as the 
promotion of non-Ukrainian discourse.

●	 The adoption by certain forces in power of practical deci-
sions that are questionable for the state on the basis of public appeals, 
which undermines the foundations of national security.

In 2020, the news agency Kırım Haber Ajansı (Crimean News) 
conducted a content analysis of petitions on the website of the Presi-
dent of Ukraine on the topic of Crimea and found that after the official 
cessation of electricity supplies to the peninsula on January 1, 2016, 
many petitions began to be written poorly, with a significant number 
of spelling and stylistic errors, without serious justification for the 
proposal, and even mixed with Russian [37]. The study showed that a 
fairly large number of petitions called for various ways to de-occupy 
Crimea and tocut off the peninsula’s land connection with the main-
land. Each time these petitions appeared in the Russian media and on 
Ukrainian social media, they were actively promoted and discussed. 
Russia interpreted the issue of “cutting off” Crimea as Ukraine’s de 
facto recognition of the occupation of Crimea in perpetuity.

During the new phase of the Russian-Ukrainian war, which be-
gan on February 24, 2022, a number of provocative petitions were 
registered, in particular on defense issues, namely:

●	 A request to raise the age of mobilization for men to 65 and 
to abolish compulsory military registration for women. This petition 
sparked heated, ambiguous discussions among Ukrainian citizens on 
social media, and the Russian media used this to support two theses: 
“Ukraine has a shortage of manpower” and “Ukrainians do not want 
to carry out the criminal orders of the Kyiv regime.”

●	 Requests for permission to travel abroad for men of various 
categories during martial law. The Russian Federation uses these reg-
ular petitions to deepen divisions and hostility within the Ukrainian 
community in order to prevent its consolidation against a common 
enemy.

●	 Multiple petitions received almost daily regarding the urgent 
provision of heavy weapons to the eastern front of Ukraine. The prev-
alence of such content creates panic among Ukrainian citizens by 
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constantly imposing the idea of betrayal, and is also used by agents 
of influence to emphasize Ukraine’s inability to resist the “might of 
the Russian army.”

●	 Calls for a peace agreement with Russia. Most of these peti-
tions are not constructive, but rather emotionally expressive appeals 
that instill a sense of despair and convince people that the war could 
be ended right now, but that it is not in someone’s interest to do so, 
and that the authorities do not care about the people.

It can be argued that the petition filtering system used for publi-
cation is quite weak and needs revision. The content itself should also 
be the focus of in-depth scientific research, along with close over-
sight from authorized law enforcement agencies and special services 
of Ukraine, particularly the intelligence agencies. Flooding the ser-
vice with petition spam, in which constructive ideas and proposals 
are lost, and the mechanism of interaction between the authorities 
and the community is discredited, is an example of a technology of 
hybrid warfare that Russia is waging against Ukraine. The technolo-
gy of reflexive management of the enemy’s behavior is used, which 
leads to the undermining of the authority of government institutions 
and democratic institutions, and damages the image of the institution 
of the presidency as such, the Verkhovna Rada of Ukraine, the Cab-
inet of Ministers of Ukraine, etc. Petitions carry a danger that lies in 
their practical implementation: providing grounds for the actions of 
Russian agents of influence in power and the actions of people who 
are not deeply involved in a particular issue.

Given the above, it can be assumed that digital consciental attacks 
on Ukraine will only increase. This will require the development of 
new methods of counteraction, as well as interdisciplinary approaches 
to working with information on the internet and establishing close con-
nections at the national level with global IT companies such as Google, 
Meta, and Microsoft. The effectiveness of such cooperation became ev-
ident after these companies’ report in September 2023. At the request 
of the European Union, namely the President of the European Com-
mission, they analyzed their information space for the share of Russian 
propaganda and disinformation related to Russia’s war against Ukraine.
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The companies operate under a Code of Practice, to which Allian-
ce4Europe, Newtral, EFCSN, and Seznam have become signatories. 
The signatories, which are large online platforms, have committed 
to reporting on their activities every six months. The reports contain 
information about the platforms’ actions to reduce disinformation 
surrounding the topic of Russia’s war in Ukraine. TikTok and Meta 
have expanded their fact-checking efforts in various EU languages. 
They also collaborate with news agencies, including Reuters. Meta’s 
fact-checking covers 22 EU languages, including Czech and Slovak, 
as of today. TikTok fact-checks content in Russian, Ukrainian, Be-
larusian, and 17 European languages. It reviewed 832 war-related 
videos, after which 211 were removed.

It has been noted that 30% of users change their minds about 
sharing a post when they see the label “unverified content” [38].

Given the serious risks posed by disinformation to European de-
mocracies, the commission expects signatories to step up efforts to 
combat disinformation in Ukraine and ahead of the European elec-
tions. In light of this, it would be appropriate for the Ministry of 
Digital Transformation of Ukraine, in particular, to join these initia-
tives as a stakeholder and gain access to the Transparency Center’s 
archive, where reports are stored. It should also work with these com-
panies to expand information verification efforts, even by involving 
Ukrainian news agencies in the collaboration. This approach would 
allow the government to gain partial control over digital propagan-
da infrastructure, make the most of the capabilities of the informa-
tion-networked metamodern society, and, through digital technolo-
gies, prevent the replacement of the real world, genuine ideas, and 
beliefs with artificial simulacra created by the aggressor.

Conclusions to Section II

The Russian-Ukrainian war could end soon or it might last for 
years. In any case, it has already revealed what future wars will look 
like, much like how the civil war in Spain foreshadowed World War 
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II. Ukraine can defeat Russia just as David defeated Goliath. There 
are many ways to win, and a clever strategist knows how to imple-
ment them.

Ukraine has thwarted Russia’s offensive plans. The actions of the 
Armed Forces of Ukraine in repelling Russia’s large-scale aggression 
have been officially described as a series of coordinated operations. 
The details of these operations will be described by historians. How-
ever, some paradoxes of the Russian-Ukrainian war can already be 
pointed out, which came as a real surprise to most countries in the 
world:

●	 No modern army has ever been involved in a war of such 
high intensity. The war that Russia unleashed against Ukraine has 
become the largest conflict in Europe since World War II. Ukraine is 
fighting on equal terms with a nuclear power and an army that Rus-
sian propaganda until recently described as “second in the world.”

●	 Ukraine’s successes on the front lines, supported by numer-
ous allies, have caused China to suspend its plans to invade Taiwan.

●	 The Armed Forces of Ukraine have rapidly mastered high-
tech foreign-made weapons and military equipment. At the same 
time, Ukraine is actively reviving its defense industry.

●	 Despite having virtually no modern navy, Ukraine is defeat-
ing the Russian Black Sea Fleet, transforming its operational-stra-
tegic capabilities into operational-tactical ones (at the flotilla level).

●	 The offensive actions of the Armed Forces of Ukraine have 
refuted one of the fundamental postulates of military science about 
the need for a numerical (3-5 times) superiority in manpower and 
weapons during an offensive. The Ukrainian army is advancing de-
spite the enemy’s superiority in both weapons and personnel.

●	 Ukrainian logistics, parts of which are located abroad, meet 
most of the front’s needs. They have been successfully optimized to 
address the threat of air and missile strikes.

Considering today’s realities, military science must offer a for-
ward-looking scientific and theoretical foundation for current nation-
al security issues, open up opportunities for military development, 
and ensure that innovations are rapidly adopted in the activities of 
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the Armed Forces of Ukraine — including training, deployment, and 
support.

The Russian army’s attitude towards civilians is fundamentally 
at odds with the principles of modern military culture, suggesting 
that the Russian army’s leadership is deliberately rejecting the hu-
mane methods of warfare mandated by international law. The infor-
mation war that Russia is waging against Ukraine, alongside its con-
ventional war, is just as aggressive and destructive. Russia’s infor-
mation and propaganda efforts are causing enormous damage to the 
mental health of the Ukrainian people. Recent studies conducted on 
Ukrainian society show that levels of mental disorders, trauma, and 
illness among the population have risen sharply during the period of 
Russian aggression.

People who have a history of mental disorders, as well as young 
people and the elderly, are particularly vulnerable to the negative ef-
fects of information operations and propaganda campaigns. Aggres-
sive information and propaganda campaigns cause various mental 
disorders among the Ukrainian population, the most common of 
which are post-traumatic stress disorder, anxiety disorders, depres-
sion, and suicidal thoughts. The growing amount of disinformation, 
fake news, and manipulative information campaigns is a serious 
challenge to the mental health of citizens. Information aggression, 
particularly in the context of the modern information age, can affect 
the psychological state of all categories of the population without 
exception, including both military personnel and civilians. Various 
preventive and remedial approaches, methods, and technologies can 
help citizens maintain their mental health.

In today’s world, information warfare is one of the decisive fac-
tors in victory. This is especially important for Ukraine, which is 
waging an asymmetric war against a nuclear power with superior 
military capabilities. The level of political support, the amount of aid, 
and the scale of sanctions imposed against the aggressor depend on 
how events in Ukraine are perceived abroad.

Today, there is a process of radical rethinking of the established 
image of information and the essence of information wars, their goals, 
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and methods. This is particularly acute in the Russian Federation’s for-
eign policy towards Ukraine and during the full-scale Russian military 
aggression in 2022. The Russian Federation uses psychological oper-
ations and disinformation, which has become a standard and integral 
practice of “hybrid” warfare – the Kremlin’s foreign policy on a global 
scale. The events unfolding in Ukraine are the greatest test in the entire 
history of Ukrainian statehood. Russia continues to use active forms of 
information and psychological influence and overt propaganda against 
Ukraine in order to consolidate its own population, destabilize the in-
ternal situation in our country, and “legitimize” its aggressive actions 
on the international stage. In order to understand how Russia is waging 
its information war, it is necessary to understand the manipulations it is 
resorting to. The directions and methods of Russia’s information wars 
against Ukraine have been and remain:

●	 Gradual deterioration of Ukraine’s international image with 
the aim of weakening its geopolitical significance.

●	 Appropriate dosing and distortion of information with the 
aim of destabilizing the situation in the state and implementing its 
own policy of “controlled chaos.”

●	 Forming a stereotype of inferiority and secondary impor-
tance of Ukrainians, as well as the corresponding destruction of the 
sense of nationhood and peoplehood.

●	 The dominance of the Russian language, culture, and tradi-
tions to establish self-identification while simultaneously displacing 
the Ukrainian language and culture.
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SECTION ІІІ
PRIVATE MILITARY COMPANIES – 

THE ASYMMETRICAL POTENTIAL OF 
MODERN ARMED CONFLICT

3.1. The Emergence and Development of Private Military 
Companies: Characteristics and Classification

PMCs have a long history, dating back to medieval mercenaries. 
However, the modern form of PMCs has become particularly wide-
spread since the 1970s, when the first commercial military organiza-
tions began to appear, providing governments and private individ-
uals with a wide range of military services. Ukrainian publications 
use various names for them, such as “private military companies” 
or “private war companies.” Given the regulatory terminology used 
in Ukraine in the defense sector, the authors consider it appropriate 
to use the term “private military companies” [1]. Today, PMCs op-
erate as integral parts of armed conflicts, leveraging unique oppor-
tunities to conduct operations in the modern military environment. 
Their influence is particularly noticeable in cases where states seek to 
achieve their goals while avoiding the direct involvement of regular 
armed forces.

PMCs play a vital role in modern armed conflicts and are in-
creasingly acting as key players on the international stage [2]. Their 
emergence and growth can be explained by several factors, including 
geopolitical shifts, economic advantages, and the need to adapt to 
new types of conflicts and wars that occurred in the world at the end 
of the 20th century and continue into the 21st century. However, as 
their influence grows, questions of legal regulation arise that require 
additional attention from the international community.

These organizations provide a wide range of services, namely: 
reform and development of security and defense forces; planning 
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and preparation for their use; intelligence and counterintelligence; 
training of personnel; use, maintenance, and operation of weapons 
and military equipment; logistical support for security and defense 
forces; humanitarian demining; protection and direct participation in 
combat operations [3].

The rise of PMCs is a natural extension of the history of merce-
naries who carried out military tasks for those willing to pay for their 
services. For centuries, mercenaries have been involved in conflicts, 
from medieval landsknechts to modern private armies. However, 
PMCs took their modern shape officially in the UK in the 1960s, with 
the first companies providing military services on a contract basis. 
The founder of the first modern-style Watchguard International, es-
tablished in 1967, was British Army Colonel David Stirling. He had 
previously created the SAS (Special Air Service), a special military 
unit of the United Kingdom with the chief focus on reconnaissance 
and special operations, mainly in foreign countries [4]. The Control 
Risks Group was one of the first companies to offer security and safe-
ty solutions to governments and private companies. This approach 
gradually spread globally, and by the end of the 20th century, PMCs 
were actively involved in various conflicts and in protecting infra-
structure in unstable regions.

The modern use of PMCs began at the end of the 20th centu-
ry, following the collapse of the Soviet Union. After the Cold War 
ended, countries faced the need to participate in various regional 
conflicts, including peacekeeping, humanitarian, or purely military 
operations in high-intensity conflict zones, and many governments 
downsized their regular armed forces. PMCs became the ideal tool 
for such tasks: they provided a quick response, a high level of spe-
cialization, and no need for political justification to the public. The 
economic feasibility of using PMCs is another crucial factor in their 
development. The governments of many countries, including the US 
and the UK, faced the problem of high costs of maintaining regu-
lar armed forces, especially after the end of major military conflicts. 
PMCs became an attractive option for performing specific tasks, as 
their involvement allowed states to save on the costs of maintaining 



110

large military units. In addition, many international corporations, es-
pecially in the oil and construction industries, began actively using 
the services of PMCs to protect their investments and infrastructure 
in conflict zones. For example, the protection of oil fields in countries 
such as Iraq and Nigeria is often carried out by private military com-
panies. Modern wars, especially at the beginning of the 21st century, 
have become less formal, and conflicts have shifted to hybrid wars 
or low-intensity conflicts. In such conditions, PMCs have proven to 
be more effective than regular armed forces due to their flexibility, 
ability to quickly adapt to new conditions, and avoidance of public 
attention. War has become a business. The market for military ser-
vices has grown, turning PMCs into key players in this business. For 
example, in 2009, the annual turnover of the private military services 
market reached $100 billion. This confirms that PMCs have become 
not only a strategic tool for governments and corporations, but also 
an important element of the global economy.

Another reason for the rapid spread of PMCs during this period 
was the increase in the number of “low-intensity conflicts” that re-
quired a flexible approach to warfare, particularly in Africa and the 
Middle East. Since these conflicts often did not require large regular 
armies, states and corporations increasingly turned to PMCs to carry 
out tasks in such areas.

One of the first examples of the successful use of PMCs was 
Executive Outcomes, established in South Africa in 1989 [3]. Its ac-
tivities during the civil wars in Angola and Sierra Leone demonstrat-
ed the ability of small but well-equipped and professionally trained 
private military groups to accomplish tasks that regular armies often 
could not handle. This company set an example to follow and paved 
the way for the formation of an entire PMC industry.

This was followed by the creation of a number of other well-
known companies, including Blackwater (founded in 1997 in the 
US), which became one of the world’s best-known PMCs. Its role 
during US military operations in Iraq and Afghanistan was widely 
discussed in the international media. Blackwater, later known as Aca-
demi, now known as Constellis, has become a symbol not only of the 
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high professionalism of PMCs but also of the controversial situations 
associated with the use of private military units.

The functioning of PMCs in the international environment re-
mains controversial from a legal perspective [2]. Although PMCs 
operate under contracts with governments or corporations, their le-
gal status is often poorly regulated. Mercenary activities, which are 
prohibited by international conventions, do not fully apply to PMCs, 
as these companies have official status and operate within the legal 
framework of their countries. However, there is no single internation-
al legal framework governing PMCs’ activities. Some countries have 
introduced domestic legislation to control the activities of PMCs, 
but the lack of global regulation leads to legal loopholes that allow 
PMCs to operate on the margins of legality. By comparison, the Unit-
ed States was the pioneer in legislating the activities of PMCs. The 
relevant regulatory document, FM 100-21, was adopted by the US 
Army Command in 1998 to regulate relations between the state and 
PMCs, namely between US Army personnel and PMC employees.

However, since the early 2000s, specialized services in logistics, 
security personnel training, security system development and imple-
mentation, and operations planning have been gaining popularity. 
PMC specialists have started to get involved in protecting production 
facilities, mineral deposits (mainly oil and gas), cargo escort, and 
other activities.

China, as one of the leading global geopolitical players, has also 
begun to actively use the potential of PMCs to protect its national in-
terests. Although PMCs in China do not yet have the same popularity 
and influence as in the US or Russia, their role is growing in the con-
text of international expansion and the protection of global projects 
such as the Belt and Road Initiative. Chinese PMCs operate not only 
within the country but also abroad, performing a wide range of tasks.

China, which had been a closed country for many years, experi-
enced rapid economic development and the conquest of distant mar-
kets, coinciding with the fall of the Berlin Wall, the establishment of 
a new world order, the events of September 11, 2001, and the Arab 
revolutions. This acceleration of historical development prompted 10 
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million Chinese to move abroad to more than 200 countries [5]. To-
day, these Chinese abroad account for 37,000 Chinese businesses and 
manage $2 trillion in assets overseas [6]. The launch of the Belt and 
Road Initiative (BRI) in 2013, which is the largest geo-economic and 
geostrategic project of the 21st century, is directly linked to Beijing’s 
activities in 70 countries, mainly in Central Asia, South Asia, East 
Africa, North Africa, and Eastern and Central Europe, as part of 900 
structural projects worth $800 billion [7].

Ironically, between 2002 and 2019, 140,000 terrorist attacks af-
fected countries in the BRI regions, resulting in 234,000 deaths [8]. 
According to the Chinese Ministry of Commerce, from 2010 to 2015, 
345 terrorist incidents were linked to Chinese or Chinese companies 
abroad, resulting in over 1,000 deaths [9]. During this period, the 
Chinese government developed its foreign security doctrine in line 
with its economic and geostrategic ambitions. This resulted in out-
sourcing security for Chinese economic investments, privatizing se-
curity both domestically and abroad, and occasionally tempting the 
use of this discreet, globally scattered force for other purposes.

Until 1984, only four Chinese companies were allowed to op-
erate abroad. All of them were linked to government institutions. In 
1980, President Deng Xiaoping launched economic reforms and cre-
ated four special economic zones on China’s southeast coast. The 
first experiment covered the then-small cities of Shenzhen, Zhuhai, 
and Shantou in Guangdong Province, and Xiamen in Fujian Prov-
ince. In 1984, the Chinese government decided to extend it to 14 
major coastal cities, including Shanghai. That same year, the first 
Chinese company similar to a private security company (PSC) was 
established in Shenzhen, in one of the branches of the Public Security 
Bureau. In 1986, the Beijing General Security Company was found-
ed, and it still operates today with 77,000 employees. Its activities are 
primarily centered on the domestic market in China. In 1994, Shan-
don Huawei Security Group was established, the first Chinese secu-
rity company to operate abroad and accompany Chinese companies 
in their exports. It still exists today, mainly operating in Africa, where 
it provides protection for mining, oil, and infrastructure projects. A 
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year later, the China Security and Protection Group was established, 
which later became the main protector of the BRI.

In September 2009, the State Council of China issued the “Reg-
ulation on the Administration of Security and Guarding Services” 
(Baoan Fuwu Guanli Tiaoli). This measure was the government’s 
first attempt to establish a regulatory framework for the private se-
curity industry and, de facto, to legalize PSCs. The regulations rec-
ognize two main categories of PSCs. First, “security companies” 
(baoan fuwu gongsi), which are tasked with training, security, and 
consulting on risk assessment and mitigation. Their personnel are 
equipped with non-lethal defensive weapons. Second, “security com-
panies providing armed escort services” (congshi wuzhuang shouhu 
yayun fuwu de baoan fuwu gongsi). Such companies are allowed to 
equip their certified employees with combat weapons, but not with 
heavy military equipment or vehicles. This legal framework did not 
define the nature of these companies’ activities abroad, but it allowed 
hundreds of small companies to open and larger ones to consolidate.

The launch of the BRI in 2013 revealed new challenges and 
completely changed China’s foreign security paradigm. The emer-
gence of mass terrorism after 9/11 plunged the Middle East into war, 
making oil companies vulnerable. 2004, a nightmare year for Chi-
nese people abroad, marked a shift in people’s perception of the duty 
to protect Chinese citizens abroad.

The influence of Chinese security companies varies widely and 
generally depends on states’ willingness to protect Chinese citizens and 
on the resources at their disposal. Their work in this area will be more or 
less visible, depending on the country where they are located and wheth-
er local legislation allows foreigners to invest in security. For example, 
in Algeria, where this activity is strictly reserved for citizens, Chinese 
security companies operate by integrating with their clients or operating 
within consulting and logistics offices. Under the guise of managing the 
fleet and real estate of a Chinese company that needs to be protected, 
they control relations with local security authorities, escorts, convoys, 
protection of important facilities or in sensitive areas (on behalf of the 
end customer), and manage local security and protection partners [10].
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In other regions of Africa, Chinese PSCs will operate as follows:
●	 Egypt, Tunisia, Algeria, Morocco: cooperation with local 

PSCs and government security forces to protect embassies, ports, and 
infrastructure, as well as respond to kidnapping for ransom (K&R). 
Training for Chinese clients is conducted in advance in mainland Chi-
na. A notable aspect of Egypt is its maritime security against pirates.

●	 Libya, Sahel, and South Sudan: PSC activities are equiva-
lent to those of PMCs, involving armed agents where possible. Such 
companies are typically used to guard mines and oil fields.

When the BRI was announced in 2013, it became clear that Chi-
na would be sending millions of its citizens, billions of dollars, and 
thousands of companies to hundreds of countries where security was 
not always guaranteed. Erik Prince, founder of the American PMC 
Blackwater, saw this as a unique opportunity to significantly expand 
his business. He had the necessary knowledge, local connections, and 
a plan for military intervention to pacify countries in crisis by pro-
viding personnel and heavy equipment (armored vehicles, aircraft, 
boats, etc.) and a training program that could very quickly create 
a modern army. So, that same year, Prince joined forces with one 
of China’s largest economic groups, CITIC, worth a trillion dollars, 
to create a private military company called Frontier Services Group 
(FSG) (Xianfeng Fuwu Jituan). Prince served as the chairman of the 
board of directors of FSG until 2021 (after which he was replaced by 
Israeli Dorian Barak, his financial advisor), and owned 25% of the 
company’s shares. CITIC is a financial conglomerate owned by the 
Chinese government, so this is a real alliance between the Chinese 
government and Blackwater’s founder. FSG was directly involved in 
the civil war in Libya on the side of Khalifa Haftar. Eric Prince, with 
funding from the Emirates, provided the Lebanese National Army 
with agricultural aircraft converted into bombers [11]. In 2019, he 
attempted to create a helicopter squadron and a “team of assassins,” 
but failed [12]. Eric Prince and FSG chose Malta as their logistics 
and command platform for their operations in North Africa [13]. In 
China, in cooperation with the security services, he built a training 
center for security and urban guerrilla warfare in Xinjiang.
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According to FSG, the agreement was signed at a ceremony 
on January 11, 2019, attended by Xinjiang officials and represen-
tatives of CITIC Guoan Construction. The agreement stipulates 
that FSG will invest $600,000 in the center, which will be able to 
train 8,000 people per year. In 2017, Eric Prince’s Chinese sub-
sidiary opened the International Security and Defense College 
in Beijing, which aimed to become “the largest private security 
training school in China” and train personnel for Chinese com-
panies operating in Africa and Central Asia. In 2018, sources told 
Arabi21 that the security firm Frontier Services Group, headed 
by Erik Prince, who previously ran the security firm Blackwater, 
had recently sent fighters from the Kurdish region of Iraq to Libya 
to fight on Haftar’s side, according to a secret agreement [14]. In 
addition to its activities in North Africa, FSG protects the interests 
of Chinese mining and oil companies in several regions of Africa, 
with personnel and logistics in Nigeria, Mozambique, and South 
Sudan.

Among the well-known Chinese PSCs are the following:
DeWe Security is one of the largest Chinese PSCs actively oper-

ating abroad. The company provides security for Chinese diplomatic 
missions, corporate facilities, and Belt and Road Initiative projects. 
DeWe Security is involved in the security of infrastructure projects 
in South and Southeast Asia, as well as in Africa, where China has 
significant economic interests. 

China Security & Protection Group (CSPG), this company is one 
of the key players in China’s PMC market. CSPG not only provides 
security for Chinese facilities abroad but also offers consulting and 
training services to local security forces. The company is active in 
Africa, particularly in Sudan and Nigeria, where China has strategi-
cally important investments in oil production.

Shandong Huawei Security Group – this company also special-
izes in providing security services for international Belt and Road 
Initiative-related projects. The company’s main activities are concen-
trated in Africa and South Asia, where Chinese corporations need 
protection from armed groups and extremists.
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In recent years, China has been increasingly engaging PMCs to 
assist with its international strategy, particularly in projects linked to 
the Belt and Road Initiative. This large-scale project involves the cre-
ation of infrastructure corridors connecting China with Europe, Af-
rica, and other parts of the world, and ensuring their security is crit-
ical. Chinese PMCs enable the government to protect the country’s 
interests abroad without involving the regular armed forces, allowing 
it to maintain diplomatic neutrality in many conflicts. This also al-
lows China to remain an active participant in international politics 
while avoiding direct military intervention. China’s PMCs continue 
to develop, and their role in global security is becoming increasingly 
prominent. Although they do not yet have the same combat capabili-
ties as Western or Russian PMCs, their role in guarding and protect-
ing infrastructure projects is an important element of China’s strategy 
to expand its global influence.

Despite their rapid growth, Chinese military and security compa-
nies face many challenges [5]. The first of these is the low quality of 
security guard training, language barriers, and a lack of openness to 
other nationalities. At present, it is impossible (with the exception of 
FSG) to find a Chinese PMC with operational capabilities similar to 
those of Blackwater/Academi or Wagner Group. These capabilities 
require increased logistics and training, which Chinese companies 
currently lack.

The second challenge concerns staff salaries. They are too low, 
which does not contribute to the emergence of a world-class elite 
and does not encourage professionals in this field to join Chinese 
companies.

The third challenge pertains to Chinese legislation, which is 
poorly adapted to the global context of PMCs (their status is not rec-
ognized by law in China). Gun control laws are very restrictive, even 
for licensed companies (the PRC Firearms Control Law (Zhonghua 
Renmin Gongheguo Qiangzhi Guanli Fa), adopted in 1996, allows 
only the People’s Liberation Army (PLA), police, and militia).

Finally, given the lack of a clear strategy, private military and 
security companies lack flexibility, obey only the orders of their 
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Chinese clients, and do not enter the international security market 
to benefit other companies or interests. As a result, Chinese PMCs 
are generally more restricted in the scope of their operational capa-
bilities compared to their Western counterparts. They do not actively 
participate in combat operations but provide security for facilities 
and personnel, especially in high-risk areas. Given the high level of 
government control, Chinese PMCs focus on tasks that protect Chi-
na’s national interests abroad without involving the regular armed 
forces in conflicts.

The key areas of activity for Chinese PMCs are [5]:
●	 Protection of infrastructure facilities – China has substantial 

economic interests in Africa and Asia, and Chinese PMCs ensure the 
security of these projects. Specifically, they guard construction sites, 
transportation routes, oil and gas fields, and other vital facilities.

●	 Protection of personnel – Chinese companies and the gov-
ernment need to protect their personnel abroad, especially in coun-
tries where there is a threat of kidnapping or attack. Chinese PMCs 
provide security for employees of Chinese corporations, diplomats, 
and other state representatives.

●	 Consulting services and training – Some Chinese PMCs 
provide training services to local security forces, especially in coun-
tries where political instability poses a threat to Chinese projects. 
This also includes training in security methods, the use of modern 
security systems, and analytical work to assess risks.

As a result, China has developed PMCs at a slower pace and with 
stricter government oversight compared to other countries. This is due 
to China’s traditional attitude toward private military organizations, 
which are often perceived as a potential threat to the state’s monopoly 
on the use of force. The Chinese government has tight control over 
the security sector, and PMCs operating in China are strictly regulated 
to prevent unauthorized activities. Since the early 2000s, China has 
engaged PMCs to protect its facilities and infrastructure abroad, espe-
cially in Africa, where Chinese corporations have made large invest-
ments in natural resource extraction. The emergence of Chinese PMCs 
was a response to the need to protect China’s economic interests in the 
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context of unstable political regimes in many countries. Chinese PMCs 
usually work in close contact with the government and state-owned 
corporations. 

Although in Russia only the state has the official right to use 
armed forces, any other such activities are considered mercenary and 
are prohibited on Russian territory under threat of criminal punish-
ment. Nonetheless, PMCs exist unofficially, positioning themselves 
on the Russian market as private security companies and providing a 
range of services only in the “European sector,” where this is permit-
ted. In the current environment, these organizations are highly effec-
tive, mobile, and versatile tools for carrying out certain governmental 
objectives [15].

One such objective carried out by Russian PMCs was the fighting 
in Georgia (2008), the military coup in Syria, the fighting in Ukraine, 
and many other military conflicts and wars. It is precisely the use of 
PMCs in war or armed conflict that allows a country, in particular 
the Russian Federation, to conceal its direct involvement, which was 
particularly evident in the Russian Federation’s hybrid war against 
Ukraine and in the current stage of full-scale Russian-Ukrainian war.

Unfortunately, in the 21st century, the Russian Federation has 
taken the lead in the practical application of the concept of hybrid 
warfare involving PMCs. Armed aggression against Ukraine has cre-
ated an ideal environment for deploying PMCs, as it allows for a 
variety of “operations” to be carried out without regard to, or even 
in defiance of, international humanitarian law, international conven-
tions, and ceasefire agreements — from abusing prisoners to shelling 
residential areas. The Wagner PMC, founded by Yevgeny Prigozhin 
and named after its commander, Russian neo-Nazi Dmitry Utkin — 
“Wagner,” chosen because of his fascination with the “aesthetics and 
ideology of the Third Reich” in honor of the German composer Rich-
ard Wagner [16].

In other words, it is evident that PMCs have become common 
worldwide, providing a range of services to various clients — in-
cluding private individuals, governments, and international organi-
zations.
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Based on an analysis of the types of services provided by PMCs, 
relevant documents from international organizations, and publica-
tions, PMCs can be classified as follows [1, 17–19]:

1.	 Defensive military companies
The main function of defensive PMCs is to provide security 

for facilities and personnel, as well as logistics services and mili-
tary training. These companies typically perform tasks related to the 
protection of critical infrastructure, including diplomatic missions, 
industrial enterprises, and oil and gas facilities. Defensive PMCs also 
provide training for local military and police forces and perform lo-
gistical support for military operations, including cargo transporta-
tion or medical support in conflict zones.

2.	 Offensive military companies
Offensive PMCs participate in combat operations and special 

missions. They execute tasks involving direct participation in wars 
and conflicts. This type of PMC is most often employed by states 
that do not wish to intervene openly in a conflict due to political 
or legal risks. The Wagner Group is a prime example of a combat 
PMC participating in various conflicts around the world, particularly 
in eastern Ukraine and the Middle East. These companies are often 
used to conduct covert operations or perform tasks that governments 
cannot carry out in the open.

3.	 Intelligence and counterintelligence companies
A distinctive feature of intelligence and counterintelligence 

PMCs is that they are ahead of special services in developing and 
utilizing the latest technologies in their operations, and their network 
functions as a effectively closed system. According to various online 
sources, American companies such as Strategic Forecasting Inc. and 
Booz Allen Hamilton, as well as British companies such as Aegis 
and Haklyut & Company, cooperate with state intelligence agencies. 
They can be used to conduct various forms of political competition, 
as well as not only to carry out orders from state bodies (including 
special services) and corporations, but also to acquire the status of an 
intelligence target for other countries seeking to obtain information 
possessed by private military companies.
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4.	 Hybrid military companies
Hybrid PMCs perform both defensive and offensive tasks. They 

can provide logistics and security while conducting combat opera-
tions. This type of company is the most versatile and is used by both 
states and private companies to achieve their goals in unstable re-
gions.

5.	 Combat support companies
PMCs that provide their clients with services to support the com-

bat operations of their security and defense forces (in NATO termi-
nology, tactical support), including direct participation in combat 
operations. However, the latter of these services is not provided by 
modern PMCs, at least officially.

6.	 Military consulting companies
PMCs specializing in providing services for the planning, cre-

ation, reform, and development of security and defense forces, in-
cluding intelligence and counterintelligence agencies, their combat 
and special training, etc.

7.	 Military logistics companies
The scope of activities of these private military companies in-

cludes: maintenance and operation of complex weapons systems, 
military equipment, and computer systems; logistical support for 
troops; and construction of military facilities.

8.	 Private security companies
These include companies operating in conditions of military 

conflict or in high-risk areas, particularly in countries with unstable 
situations. Although they usually provide protection for facilities and 
individuals rather than engaging in combat operations, in areas of 
military conflict, there is no clear distinction between these types of 
activities. For example, when protecting airfields, oil pipelines, and 
other infrastructure, security companies may conduct combat opera-
tions against illegal military formations, terrorists, etc.

9.	 Maritime military companies
In recent years, PMCs have become actively involved in com-

bating piracy, providing escort and armed protection for ships, ne-
gotiating with attackers, etc. Currently, there are more than 20 such 
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PMCs operating in the Gulf of Aden and the Horn of Africa alone. 
Shipping companies incur annual costs of approximately US$100 
million to hire them [19]. Legal issues surrounding the activities of 
such PMCs were discussed in London in May 2012 at the 90th ses-
sion of the Maritime Safety Committee of the International Maritime 
Organization. Among other things, the session approved a draft In-
terim Guidance for Private Maritime Security Companies providing 
private armed security services on ships in high-risk areas [20].

Thus, PMCs are a military-political phenomenon of the 21st cen-
tury that poses a serious challenge to international law; they work 
for both government and private corporations. Since the establish-
ment of Watchguard International, the first PMC in modern history, 
in the United Kingdom in 1967, there has been a steady trend to-
wards growth in demand for such companies’ services, an increase 
in the number of their customers, and an expansion of the range of 
services they offer. PMCs have taken a special place in the modern 
military-political sphere, strategies, and practices of states. This and 
many other facts indicate the direct interest of states in the existence 
of such companies and such businesses. At the present stage, it is 
extremely convenient for states, primarily Western ones, which are 
mainly the countries of origin of such companies, to use PMCs not 
only from an economic point of view, but also in order to preserve 
their political reputation. Currently, PMCs have become an integral 
tool in armed conflicts, which has led to various problems, ranging 
from human rights issues to the participation of militants in military 
operations and wars.

3.2. Capabilities of Private Military Companies in the Context 
of Destabilization of the International Security Environment

Non-state actors are playing an increasingly significant role in 
the hierarchy of key players in international cooperation, shaping the 
system of international relations and determining the main trends in 
its development. At the same time, their circle has expanded signifi-
cantly and, by general consensus, now includes non-governmental 
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organizations (NGOs), international non-governmental organizations 
(INGOs), mass media, major political parties, transnational compa-
nies, international terrorist organizations, and others.

Non-state actors typically serve a dual role: they actively shape 
the broader patterns of international processes while also being sub-
ject to external influence and manipulation by traditional actors, 
mainly states, involved in global politics.

The practice of communicating with communities in other coun-
tries existed before. In particular, it was developed during the Cold 
War in both the USSR and the US. Even then, not only state bodies 
that dealt with public structures in other countries began to emerge, 
but also non-governmental entities in foreign countries. Examples 
include friendship societies with foreign countries in the USSR. 

According to the traditional approach, non-state actors, in partic-
ular NGOs and INGOs, are seen as “interest groups” and “pressure 
groups” that are more likely to achieve results by changing govern-
ment policies than by direct action. Thus, by influencing public opin-
ion within a particular country, an INGO exerts pressure on the gov-
ernment of that country in the course of foreign policy decision-mak-
ing.

In addition, states often engage INGOs to gather information and 
provide expert assessments. In exchange, INGOs expect to receive 
support from states, including informational support. The growing 
interdependence between states and INGOs is just one example of 
their interaction.

By providing information and mobilizing public opinion, INGOs 
are increasing their influence in the decision-making process with-
in international intergovernmental organizations (IGOs) by sharing 
their perspectives on relevant issues. In recent years, the level of co-
operation between IGOs and INGOs has steadily grown, enhancing 
INGOs’ impact on international processes.

At the same time, the importance of the non-governmental sec-
tor in matters of national security needs to be seriously reconsid-
ered. Even now, these entities do a great deal to help the state (both 
in the military domain and in many others, including information). 
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However, this cooperation remains based on the conservative attitude 
of state bodies towards any external players who, to one degree or 
another, seek to participate in the implementation of its functions. 
However, it should be recognized that the state can never be as highly 
mobile and flexible in its actions as non-state structures that are not 
constrained by formal bureaucratic rules and regulations.

Notably, Russia’s use of its PMCs and other paramilitary struc-
tures (such as the Wagner Group and Cossack associations) on the 
territory of Ukraine has, to a certain extent, demonstrated the effec-
tiveness of this model. The war in eastern Ukraine, which Russia 
started in 2014, was local in scope, but some Ukrainian politicians 
called it a hybrid war by Russia against Ukraine, in which the Wag-
ner PMC was used as the main element of this war. It participated 
in the annexation of Crimea and later in hostilities in the Donetsk 
and Luhansk regions. This PMC can be called a classic example of 
mercenaries, an army of people convicted for serious criminal offens-
es, recruited from penal colonies and other places of imprisonment. 
During Russia’s full-scale invasion of Ukraine, a significant part of 
the aggressor’s military potential in this war was made up of PMC 
units (including the Wagner Group), whose activities are an example 
of modern mercenaryism and are aimed at overthrowing the govern-
ment and the constitutional order.

Below, we will examine the capabilities of the most well-
known PMCs and their involvement in various destabilization situ-
ations of the international security environment, including the Rus-
sian-Ukrainian war.

Blackwater (now known as Constellis). Blackwater became one 
of the most famous PMCs due to its activities during the wars in 
Iraq and Afghanistan. Founded in 1997, Blackwater specialized in 
providing security services, military training, and security for diplo-
matic missions. Its main goal was to support the US armed forces in 
conflicts after the terrorist attacks of September 11, 2001. The most 
well-known episode that attracted international attention took place 
in Baghdad. In 2006, a car accident happened in Baghdad’s Green 
Zone. An SUV driven by Blackwater employees crashed into a US 
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Army Humvee. The Blackwater personnel disarmed the soldiers and 
forced them to lie on the ground at gunpoint until they drove their 
SUV away from the scene. On the evening of December 24, 2006, an 
employee of the company, intoxicated with alcohol, shot and killed 
the Vice President of Iraq’s bodyguard, hitting him three times with 
a pistol. The mercenary who committed this act was dismissed from 
the company and deported from the country without any further 
sanctions.

A year later, in 2007, the American media suddenly began to re-
port that Blackwater employees in Iraq were executing civilians. This 
primarily refers to an incident in which a convoy of armored vehicles 
carrying Blackwater employees was escorting cars belonging to US 
State Department officials. That day, Blackwater employees opened 
fire on civilians in Nisour Square. The incident resulted in the deaths 
of 17 and injuries to 20 civilians and caused an international scan-
dal. The Federal Bureau of Investigation (FBI) immediately took up 
the case. Their conclusions were objective, as they say: the civilians 
were dead because they had also fired at the mercenaries. 

However, the government did not side with Blackwater. Their 
contracts were revoked, four members were arrested, and they were 
stripped of their license to operate in Iraq. On the one hand, this was 
hardly a harsh punishment, but on the other, it meant tens of millions 
of dollars in losses. Their license was reinstated in late 2008. How-
ever, government agencies began to closely monitor Blackwater. All 
of their armored vehicles were required to be equipped with listening 
devices. Radio communications and correspondence between PMC 
members also became accessible to the special services. While the 
company stated that its employees responded to a threat, the incident 
increased criticism of PMCs and underscored issues with regulating 
their actions in conflict zones.

After the 2007 incident with civilians, the company fell on hard 
times. The blow to the agency’s reputation was so severe that they had 
to completely reorganize their structure. In 2009, the company was 
renamed Xe Services LLC, and in 2011, it was renamed Academi. 
However, everyone still knows them as Blackwater. Erik Prince has 
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stepped down, and various special forces personnel have taken over 
management and control.

Blackwater also participated in military operations in Afghani-
stan, providing security and logistics services to the American mili-
tary and diplomats. Despite criticism, the company continued oper-
ating under new names. In 2014, Academi merged with Triple Can-
opy, a subsidiary of the Constellis Group. Academi was later fully 
integrated into the parent company and now operates under the name 
Constellis, which provides security services under contract to the US 
federal government.

Blackwater has come a long way from being an ordinary secu-
rity company to an elite unit of mercenaries ready to deploy to any 
hotspot on the planet. For them, there are no impossible tasks, taboos, 
or compassion — money decides everything.

DynCorp International. DynCorp is one of the largest Ameri-
can private military companies involved in numerous conflicts and 
peacekeeping operations. Its activities include providing logistical 
services, security, training local security forces, and humanitarian 
operations. One of DynCorp’s main areas of activity is providing se-
curity for government facilities and diplomatic missions in countries 
such as Iraq and Afghanistan. In addition, the company actively co-
operates with the UN and other international organizations in carry-
ing out peacekeeping missions. DynCorp also provided security for 
Afghan President Hamid Karzai. DynCorp is known for its involve-
ment in post-war stabilization processes, including the training of 
Iraqi police forces after the fall of Saddam Hussein’s regime. It also 
provides support services to the US and other countries’ armed forc-
es, assisting with logistics and military training. However, DynCorp’s 
activities have not always been without controversy. For example, in 
1999, the company was involved in a peacekeeping operation in Bos-
nia and Herzegovina, where it was accused of involvement in human 
trafficking, which led to serious criticism at the international level.

Triple Canopy. Triple Canopy is one of the leading American 
PMCs, providing a wide range of military services, including secu-
rity, training, and reconnaissance tasks. The company is actively in-
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volved in conflicts in the Middle East, Africa, and Latin America. 
Triple Canopy provides security for diplomatic missions, govern-
ment agencies, and private companies, particularly in Iraq and Af-
ghanistan. Its role in conflicts involves not only security functions, 
but also support for intelligence operations, logistics, and consulting.

GardaWorld. GardaWorld is one of Canada’s largest private 
military companies, providing security services and ensuring safe-
ty in various regions of the world, including dangerous conflict 
zones. The company specializes in protecting diplomatic missions, 
government institutions, and commercial facilities. One example 
of GardaWorld’s activities is the protection of diplomatic missions 
and facilities in Afghanistan, Iraq, and Libya. The company also 
actively provides logistics services in conflict zones, ensuring the 
safe movement of goods and personnel through dangerous regions. 
GardaWorld is known for its effectiveness in providing security 
for private corporations operating in unstable regions, including 
oil and gas companies. It is also actively involved in humanitari-
an operations, providing support to international organizations and 
governments.

Aegis Defence Services. Aegis Defence Services is a British 
private military company founded in 2002 that specializes in pro-
viding security services, particularly in conflicts in the Middle East 
and Africa. Its main activities focus on providing security during 
peacekeeping missions and stabilization operations. Aegis Defence 
Services is known for its involvement in conflicts in Iraq, where it 
provided security and logistics for US and UK government agencies, 
as well as private companies. The company actively cooperates with 
governments and international organizations in ensuring security in 
dangerous regions.

Wagner PMC. In recent years, PMCs have been actively used in 
military conflicts involving the Russian Federation. However, their 
activities are illegal under current law, as exemplified by the Wagner 
PMC case. Wagner mercenaries served as the primary striking force, 
supplemented by airborne troops that had already suffered heavy 
losses and had their combat capabilities reduced substantially.
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The Wagner PMC is a striking example of a modern Russian 
PMC involved in conflicts around the world, carrying out both offi-
cial and unofficial orders from the Russian government. The Wagner 
PMC first appeared on the battlefield in 2014 during the annexation 
of Crimea and the war in eastern Ukraine, where its fighters support-
ed pro-Russian forces. The Wagner PMC has become one of the key 
tools in Russian foreign policy, enabling the government to conduct 
military operations abroad while reserving the option for “credible 
denial.” This enables Russia to avoid direct accountability for Wag-
ner fighters’ actions, which is a key aspect of hybrid warfare. One 
of the most notable episodes involving the Wagner PMC took place 
during the conflict in Syria, where it supported Bashar al-Assad’s 
government. According to various sources, Wagner Group fighters 
took part in the battle for oil fields in the province of Deir ez-Zor 
in 2018. At that time, there was a clash between US-led coalition 
forces and Wagner Group militants, resulting in the deaths of doz-
ens of Russian mercenaries. This episode confirmed that Wagner acts 
as an indirect instrument of Russia in conflicts in the Middle East. 
There are also reports of the Wagner Group’s involvement in military 
operations in the Central African Republic, Libya, Sudan, and other 
African countries, where its troopers are involved in protecting gov-
ernments and strategic facilities. This allows Russia to gain political 
and economic influence in the region, avoiding direct intervention 
with the regular units.

Thus, with the increase in the number of regional conflicts and 
global instability, the PMCs’ role as instruments of warfare has grown 
significantly. They are capable of providing fast, flexible, and tai-
lored solutions for military and geopolitical tasks in conditions where 
regular armed forces may be ineffective or unnecessary. Today, the 
demand for PMC services in modern military conflicts is growing 
rapidly. Multiple estimates suggest that the global market, valued at 
hundreds of billions of US dollars, is projected to nearly double over 
the next decade.

According to Global Growth Insights, the market for private 
military services (PMS) in 2024 was worth approximately $236.33 
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billion. It is projected to reach $254.15 billion in 2025, approximate-
ly $273.32 billion in 2026, and $488.9 billion by 2034. This steady 
growth reflects an average annual growth rate of 7.54% from 2025 
to 2034 [21]. 

According to The Market Intelligence, the global private military 
services market was valued at $212.34 billion in 2024 and is expect-
ed to reach $221.69 billion in 2025, rising to US$312.86 billion by 
2033, with an average annual growth rate of 4.4% during the forecast 
period [22].

Researchers at Custom Market Insights expect the market to 
record an average annual growth rate of 5.68% from 2025 to 2034 
(Fig. 3.1). The market is projected to reach a value of $274.53 billion 
in 2025. By 2034, the market capitalization is expected to grow to 
$451.18 billion [23].

As provided, the current global PMC services market cap is es-
timated to be around $200–260 billion annually, with anticipated 
growth reaching $400–450 billion in the next decade. Additionally, 
industry experts at Custom Market Insights state that the adoption of 
new strategies and technologies by manufacturers creates lucrative 

Fig. 3.1. Global private security services market from 2025 to 2034
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opportunities for players in the private military security services mar-
ket during the forecast period. (Fig. 3.2).

Experts highlight the following key trends and drivers of PMC 
development:

1.	 Growing demand for integrated security solutions. The 
growing demand for integrated security solutions, where physi-
cal and digital security are combined, is expected to drive market 
expansion. Customers want comprehensive services that include 
armed personnel, surveillance, risk analytics, and cyber protection 
all in one package. This approach ensures efficiency and lowers 
reliance on multiple service providers. Private security companies 
now offer hybrid models that blend traditional defense with AI-
based monitoring, drones, and digital threat intelligence. As global 
threats become more complex and multifaceted, integrated solu-
tions are increasingly necessary, with private security providers 
becoming essential partners in next-generation protection and risk 
management.

2.	 Increased use of cutting-edge technologies. The latest 
technological developments have brought about significant changes 
in the private military and security services market. Companies are 

Fig. 3.2. Global private security services market (by type of service) 
for 2025–2034
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implementing AI-based surveillance, biometric access control, pre-
dictive analytics, and drone surveillance to improve operational ef-
ficiency and threat detection. Robotics and autonomous systems are 
being considered solution for perimeter security and reconnaissance 
in high-risk areas. Cybersecurity is also becoming a critical compo-
nent given the rise of hybrid warfare. Implementing advanced tech-
nologies lowers risks for PSCs, allowing them to deliver real-time 
intelligence and respond quickly to emerging threats. This trend 
makes companies more competitive and better prepared to meet the 
dynamic needs of businesses and governments.

3.	 The outsourcing of defense. Governments have begun out-
sourcing non-core defense functions to PMCs in order to save money 
and increase flexibility. Logistics, convoy security, building security, 
and threat analysis are common functions that have been outsourced 
so that official armed forces can focus on combat operations. This 
trend has gained momentum in countries participating in internation-
al missions or peacekeeping activities, where private companies play 
a vital supporting role. In addition to ensuring rapid deployment and 
access to specialized skills, outsourcing is also a cost-effective op-
tion. The growing use of PMCs to support defense functions gener-
ates a steady stream of orders, reinforcing the market’s growth trend.

4.	 The growing need for critical infrastructure security. 
The security of critical infrastructure, such as oil fields, power plants, 
ports, and transportation networks, is a growing concern in the market. 
Critical infrastructure attracts attention from terrorists, pirates, and 
saboteurs in politically unstable or high-risk areas. Private military 
companies provide armed security, surveillance, and rapid response 
teams around the clock to safeguard these facilities. As investment 
in energy and infrastructure expands globally, the need for effective 
security solutions continues to grow. Companies increasingly rely on 
private providers for their quick deployment and flexibility in com-
plex operating environments, ensuring the continuous operation of 
critical supply lines and national economic infrastructure.

5.	 Expansion into emerging markets. The expansion of private 
military security services is steadily growing in new regions, particular-
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ly in Africa, the Middle East, and Southeast Asia. These regions suffer 
from persistent political instability, insurgencies, piracy, and underde-
veloped state security institutions. Transnational mining, construction, 
and oil corporations rely on private security firms to protect their per-
sonnel and equipment. This creates opportunities for international play-
ers and new local entrants, fostering collaboration that combines global 
experience with local knowledge. This penetration into these regions 
will continue as long as instability persists and economic projects grow, 
leading to a significant expansion of private military corporations.

6.	 Growing focus on transparency and ethical standards. 
The industry is now investing more in ethical behavior and transpar-
ency to address human rights violations and accountability. Scandals 
have forced PMCs to adopt stricter codes of conduct, improved train-
ing, and enhanced reporting. Some of these organizations are mov-
ing toward international harmonization and the creation of internal 
oversight mechanisms in an effort to gain the trust of governments, 
non-governmental organizations, and business clients. This focus not 
only helps companies win contracts in highly politicized markets but 
also enhances their reputations worldwide. Transparency and ethical 
practices as winning factors contribute to market expansion, ensuring 
long-term sustainability and customer trust.

Fig. 3.3. Total number of PMCs operating in specific regions of the world
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Figure 3.3 shows some striking trends in the distribution of coun-
tries where companies operating in different regions of the world are 
based.

First, the global power equipment market appears to be dominat-
ed by European and North American companies, which are the only 
ones operating in all regions. While North American companies have 
demonstrated similar levels of contracting activity in all regions, 
European companies have been most active in Africa, followed by 
the Middle East, Asia, and, to a much lesser extent, South America. 
Second, Asian, South American, and Middle Eastern companies, on 
the contrary, operated mainly in their home regions, while African 
companies’ contracting activity in Africa was extremely high, only 
slightly less than the activity of all companies from all other regions 
combined [24].

The main advantage of using PMCs is that the authorities of dif-
ferent countries can use them to circumvent restrictions imposed by 
existing control mechanisms.

For example, the legislation limits the number of military person-
nel deployed abroad, but PMCs are not counted in that number. They 
can also be included in any operation as a unit adapted to perform 
specific (special, covert) functions. In many countries, PMCs are not 
required to provide information about their activities or their income. 
Their employees mainly work as consultants rather than military per-
sonnel. Another advantage for PMCs is that the local population does 
not harbor dissatisfaction, as they are not regular armed forces from 
a different country but rather multinational companies safeguarding 
vital facilities. In addition, this activity doesn’t trigger domestic dis-
satisfaction, as no official casualties or losses among the armed forc-
es would be reported, and the state will never pay compensation to 
the families of those killed in action. Another important argument 
in favor of PMCs is that they can operate in the so-called blind spot 
of all states’ jurisdictions and carry out special (covert) operations. 
It is exactly this secrecy and the capacity to follow a hidden agenda 
that most states find appealing. The legislative framework govern-
ing the activities of PMCs is not fully developed, especially abroad, 
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which makes it impossible to control them. Only 35 countries have 
ratified the UN Convention against the Recruitment, Use, Financing, 
and Training of Mercenaries, and it remains largely unsuitable for 
countering new challenges. For the most part, the national legislation 
of individual countries also lacks effective mechanisms for holding 
mercenaries accountable for their crimes. Therefore, the denial of 
any links between PMCs and the state, national and departmental 
special services is a strong argument for their use.

Therefore, amid rising international tensions and the emergence 
of instability hotspots related to the migration crisis, political popu-
lism, and terrorism, the pursuit of national interests at any point on 
the map comes to the fore. PMCs are organizations that are common 
in global practice and are authorized by governments to carry out 
specific tasks.

Experts say that the history of using mercenaries to strengthen 
military capabilities goes back thousands of years, with the first men-
tions of them appearing well before the Common Era. Today, hiring 
people for military purposes is a lucrative business, and the prac-
tice of using such “commercial warriors” can be observed in many 
countries around the world. Interestingly, the most famous examples 
of the use of PMC services in combat zones are not even related to 
Russia, but to the United States.

According to O. Dakhno, the growth in popularity of PMCs began 
in the mid-1970s [25]. At that time, the first PMC contracts were signed 
with the US government. The first PMC in the US appeared in 1970.

Vinnell Corp signed a multimillion-dollar contract with the US 
government to provide specialized services for the training and es-
tablishment of a national guard in Saudi Arabia. Later, such organi-
zations began to be created in African countries (South Africa) and 
Israel, and their numbers grew rapidly in the US and the UK. The 
large number of PMCs and their active operations led to the world’s 
first congress of “mercenaries” (USA) in 1980.

In general, the period from the late 1980s to the early 1990s was 
also quite significant for the development of PMC activities. The end 
of the Cold War triggered a change in the geopolitical situation.
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First, there was a trend toward reducing military funding, which 
led to a reduction in the number of soldiers, officers, and specialists 
in this field. Often, the only option for these people was to transfer to 
private companies.

Second, the same reduction affected government activities. It be-
came more profitable for the state to engage PMCs to solve tempo-
rary geopolitical tasks than to maintain its own armed forces.

Third, the geopolitical situation on the world stage has changed. 
Spheres of influence have begun to be actively “redrawn,” requiring 
the support of armed forces, and PMCs have become the ideal tool 
for this.

It is also worth noting that the United States made history as the 
first country to legislate the functioning of PMCs. The relevant regu-
latory document was adopted by the US Army Command in 1998 to 
govern relations between the state and PMCs, specifically between 
US Army personnel and PMC employees.

Another significant date in the history of PMCs is April 2001, when 
the first international organization regulating the activities of PMCs on 
the world stage, the Peace Operations Association (POA), was estab-
lished. Since the 2000s, large international companies, corporations, 
and organizations have become interested in PMCs’ services.

The primary factors that have driven the growing development 
of PMCs are:

1.	 The deepening problems of national security and defense 
support for some states, which are officially designated by the UN as 
“least developed countries” or regarded as “failed states.” In the era 
of globalization, their governments frequently encounter challenges 
that are beyond their ability to address in many areas.

2.	 Many developing countries face the challenge of mas-
tering new types of weapons and preparing their armies to counter 
current threats. The lack of specialists in these countries creates a 
need for certain types of assistance. To this end, corporations that 
manufacture weapons and the armed forces of developed countries 
are called upon, but most of this assistance is provided with the in-
volvement of PMCs.
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3.	 The reduction in the size of some countries’ armed forces 
and the decrease in their state funding have pushed to a move toward 
outsourcing.

4.	 Growing demand for transnational corporations to secure 
their activities in unstable regions worldwide.

5.	 Increased demand for PMC services from international se-
curity and humanitarian organizations, especially for logistical sup-
port for peacekeeping operations, humanitarian demining, protection 
of humanitarian cargo, and more.

6.	 Economic aspects of PMCs’ operations. The market for 
these services is marked by strong growth trends. During the first de-
cade of the 21st century, it has transformed from a small specialized 
niche into a global sphere of military services.

7.	 Expansion of the supply of military specialists on the 
market, which allows PMCs to obtain highly professional personnel 
without investing in their training.

Since the beginning of the 21st century, PMCs have gained con-
siderable popularity. The services of these organizations are utilized 
by both governments of many countries and international corpora-
tions. This market segment is developing quite actively and steadily. 
A real boom for PMC activities occurred when American troops in-
vaded Iraq and Afghanistan. Many military experts claim that there 
are still a large number of “private soldiers” there.

PMCs also took an active part in the 2008 Georgian aggression, 
the military coup in Syria, military operations in Ukraine, and many 
other military conflicts.

Currently, there is a steady trend towards increasing demand for 
the services of such companies, with a growing number of customers 
and an expanding range of services. It is quite obvious that in con-
temporary military conflicts, PMCs function effectively as a type of 
special forces within the regular armed forces.

In general, PMCs are structures that perform special tasks in 
regions with complex military and political situations on behalf 
of the state. PMCs are capable of performing the following func-
tions:
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●	 Military protection of people and property, especially embas-
sies or oil pipelines; safeguarding humanitarian missions.

●	 Participation in peacekeeping operations, including under the 
auspices of the UN.

●	 Mine clearance.
●	 Reconnaissance and assessment of the regional security sit-

uation.
●	 Maintenance and operations of combat systems and equip-

ment.
●	 Combating piracy.
●	 Evacuation of the population from areas of armed conflict.
●	 Professional training of local police or military forces.
●	 Performing police duties in areas beyond the reach of law 

enforcement agencies.
●	 Detention and escort of detainees or prisoners.
●	 Training civilian staff to operate during emergency situations.
●	 Full participation in combat operations – jointly with regular 

units or separately.
PMCs also serve as a strong means for Russia to pursue its ex-

pansionist policies, either within the Commonwealth of Independent 
States (CIS) or in other parts of the world.

O. Ivasechko and T. Bondar argue that the first PMCs in Russia 
began to emerge almost immediately after the collapse of the Soviet 
Union. The reason for this was that after the collapse of the USSR, 
hundreds of thousands of former military personnel, KGB employ-
ees, police officers, etc., were left without work. It is unofficially 
believed that the first international conflict in which Russian PMCs 
were involved to secure national interests was the Transnistrian War 
[26].

However, the active period of PMC creation was 2014–2015, 
when Russia simultaneously began its intervention in Syria, annexed 
the Crimean peninsula, and occupied parts of the Donetsk and Lu-
hansk regions. A distinctive feature of Russian PMCs is that they 
register themselves outside the domestic jurisdiction and have no of-
ficial ties to the Russian Federation. This has enabled the Russian 
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authorities to use them as a covert tool for advancing geopolitical 
interests for nearly 10 years.

While in other countries, PMCs are separate commercial entities, 
in Russia, they are controlled by the ruling elite and are almost exclu-
sively funded by the Russian Ministry of Defense. Therefore, it can 
be argued that Russian PMCs have become a hybrid form of PMCs, 
as they are not commercial entities independent of the state.

The Soviet Union once directed significant resources to the 
Middle East and Africa, which allowed it to maintain its influence 
and oppose the West and America. However, after 1991, the bal-
ance of power shifted, and with the collapse of the USSR, African 
and Middle Eastern countries began to lean toward a pro-European 
vector. By the early 2000s, the Russian authorities realized that they 
could lose this region and a significant part of their influence on the 
international stage with it, so they began gradually accommodating 
their foreign policy. According to the 2016 Russian Foreign Policy 
Concept, strengthening Russia’s power, the competitiveness of its 
economy, and its international image are the main goals of its for-
eign policy.

In addition, in 2015, the Russian leadership approved the Rus-
sian Maritime Doctrine until 2020, which stated that the Mediterra-
nean Sea was part of the strategy for regional maritime dominance 
and was one of the Russian Federation’s meaningful foreign policy 
strategies.

The Russian authorities began their active engagement in Africa 
in 2010, and since 2014–2015, they have been engaging PMCs in 
regional conflicts. Russian PMCs have been spotted in Libya, Alge-
ria, Sudan, Mali, Mauritania, the Central African Republic, Congo, 
Angola, Zimbabwe, Mozambique, Botswana, and Madagascar.

We can illustrate the activities of Russian PMCs by describing 
their role in Libya. Russian PMCs started operating in Libya’s Sec-
ond Civil War in 2015, with Wagner Group fighters being deployed 
there for the first time. Initially, Wagner Group fighters primarily fo-
cused on guarding strategic sites or training Libyan military forces. 
However, in 2019, a formal meeting took place involving the Libyan 
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army commander-in-chief, Khalifa Haftar, the Russian Defense Min-
ister, Sergei Shoigu, and the Wagner Group leader, Yevgeny Prigo-
zhin. During this meeting, they reached an agreement with Russia to 
allocate a military aid package and support Libya in the UN Security 
Council. In return, the Libyan authorities had to agree that the Wag-
ner Group would control oil fields, two military bases, and a network 
of railways and motorways. This agreement allowed the Russian au-
thorities to expand their influence in Africa and show their strength 
on the international stage.

The most painful and complex issue is the use of PMCs in 
Ukraine, as Russia used them to undermine territorial independence 
and wage a protracted war against the Ukrainian people. The most 
important goal of foreign policy towards the countries that were for-
merly part of the USSR is the desire to preserve its sphere of influ-
ence, dominate Russian interests in the policies of these states, and 
maintain economic control.

In his addresses to the Federal Assembly in 2003 and 2004, the 
Russian president stated that Russia considers the CIS space to be an 
area of strategic interest, while the 2008 Foreign Policy Concept de-
fines a so-called boundary where the intersection of Russian, US, and 
European interests will be considered a threat to national security. 
Ukraine is mentioned as it has a favorable geopolitical location, and 
control over this territory would allow Russia to influence the West, 
gain complete control of the Black Sea, and increase its influence on 
the international stage.

Ultimately, losing Ukraine would mean a significant power loss 
for the Russian Federation and a complete failure of its imperial pol-
icy. When using private military companies during the annexation 
of Crimea and the occupation of the Luhansk and Donetsk regions, 
Russia set the following goals:

●	 Make Ukraine’s accession to NATO and the EU impossible.
●	 Create new points of influence on the Ukrainian govern-

ment and Europe.
●	 Minimize the possibility of Ukraine becoming a regional 

leader.
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●	 Exhaust the Ukrainian economy by waging war.
●	 Block a significant part of the trade routes that were import-

ant for the existence of the country as a whole.
In fact, these actions confirmed that Russia’s foreign policy had 

shifted back to imperialism. Interestingly, Ukraine was labeled as an 
unfriendly state in the 2016 Russia’s Foreign Policy Concept, but it 
is not mentioned in the updated 2023 Concept.

Thus, today, PMCs have become widespread throughout the 
world. They perform a wide variety of services for various clients, 
which can be both private individuals and states. Most PMCs are 
registered in Western countries. At the same time, they operate in 
different regions of the world. Mainly in areas of conflict: the Middle 
East, Africa, Latin America, and others.

Foreign experience demonstrates that the scope of PMCs’ activ-
ities across various regions is quite extensive. They are tasked with 
building military infrastructure, protecting cargo and diplomatic facil-
ities, training and educating military personnel, introducing military 
technologies and producing weapons, conducting reconnaissance or 
counterintelligence operations, as well as participating in combat and 
counterterrorism efforts. Additionally, they take on certain sensitive 
tasks where law enforcement agencies and the armed forces cannot 
be officially involved.

3.3. Features of Intelligence Activities by Private Military 
Companies

Some large PMCs have specialized intelligence units that con-
duct professional intelligence operations for governments or corpo-
rations. These units are highly trained and utilize modern equipment 
to gather information. They also coordinate their activities with na-
tional intelligence agencies.

The intelligence efforts of PMCs are a crucial part of their op-
erations in conflict zones. PMCs have the ability to carry out both 
strategic and tactical intelligence tasks, giving them an advantage in 
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quickly collecting information about the enemy or operational condi-
tions. These capabilities are actively employed both on the battlefield 
and in information warfare.

The intelligence activities of PMCs may include gathering and 
analyzing information necessary to ensure security and complete 
their contracts. These activities can involve both overt and covert 
data collection methods aimed at identifying threats, evaluating the 
situation, and providing intelligence to support PMC operations.

A key feature is that PMCs have greater flexibility than regular 
armies in their methods of gathering intelligence, making them very 
useful for covert operations and hybrid warfare. Companies such as 
Wagner PMC often carry out complex intelligence tasks in high-risk 
environments, employing non-linear warfare methods, including 
electronic warfare, open-source analysis, and infiltration of agents 
into enemy structures [16]. Let’s examine the main areas of PMC 
intelligence activities.

Tactical reconnaissance. PMCs are frequently involved in col-
lecting tactical intelligence directly during combat operations in con-
flict areas. This may include:

●	 Gathering information about the enemy’s location, weap-
ons, logistics, and communications.

●	 Analyzing the terrain, climate, and infrastructure for plan-
ning.

●	 Assessing threats to personnel and protected sites, includ-
ing potential attacks or sabotage.

For example, PMCs operating in conflict zones like Afghanistan 
or Iraq gather information about terrorist groups, their routes, and 
attack methods. This helps them secure facilities and plan actions to 
reduce risks.

Strategic intelligence. Besides executing tactical tasks, PMCs 
also engage in strategic intelligence gathering. This involves long-
term monitoring of the political and military landscape in the region. 
PMCs analyze regional security, political risks, and economic condi-
tions to help clients make informed decisions. For example, PMCs 
operating in Africa, where China or Russia have strategic econom-
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ic interests, often collect information on the political landscape, the 
sentiment of local residents, and the activities of other actors, includ-
ing insurgents or rival states [16].

Counterintelligence activities. As part of safeguarding facilities 
and personnel, PMCs also conduct counterintelligence measures to 
prevent the infiltration of enemy agents or saboteurs. This may in-
clude:

●	 Detection of espionage activities and monitoring of com-
munications.

●	 Gathering information about possible sabotage groups and 
their plans regarding PMC’s facilities.

●	 Protection against cyber threats and attempts to penetrate 
internal security systems.

Open source intelligence, OSINT. Modern private military 
companies widely use methods of gathering information from 
open sources, including the Internet, social media, news plat-
forms, and specialized analytical publications. This allows them 
to quickly obtain information about events in their region, monitor 
changes in the behavior of various groups, including terrorist or 
insurgent groups, and predict possible threats to their clients. For 
example, the Wagner PMC actively uses OSINT to gather infor-
mation about political sentiments in African and Middle Eastern 
countries where they operate [16]. This helps analyze potential 
threats to Russian interests and plan further operations with an eye 
toward the risks.

Technical intelligence and electronic warfare.
Many PMCs have technological means for signals intelligence 

(SIGINT) in their arsenal, including monitoring enemy radio com-
munications, intercepting data, and conducting electronic warfare. 
This allows them to obtain important information about the enemy’s 
plans or location, as well as disrupt communications between enemy 
units. For example, during operations in Syria, the Wagner Group 
used electronic means to monitor communication lines between op-
position groups [16]. This enabled them to gather information about 
enemy plans and effectively disrupt their coordination. 
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PMCs may conduct intelligence gathering to protect their inter-
ests, ensure the safety of personnel and facilities, and support their 
operations. They use various methods of intelligence collection, in-
cluding open sources, observation, analysis of open data, and covert 
methods, if permitted by law and contract terms. The primary meth-
ods and tools of PMC intelligence operations include:

●	 Agent operations. One traditional method of gathering 
information is through agents operating in the field. PMCs may 
use local populations, former military personnel, or politically in-
terested individuals to obtain internal information about enemy 
plans, structure, supplies, and other important aspects. Agents 
may work undercover or disguised as civilians to reduce the risk 
of exposure.

●	 UAVs and drones. Modern PMCs are increasingly using 
UAVs to gather intelligence. Drones allow reconnaissance to be con-
ducted over large areas without involving ground units and reduc-
ing the risk to PMC personnel. They are used to monitor territory, 
gather visual information, and detect enemy movements. For exam-
ple, PMCs operating in Africa often use drones to monitor transport 
routes and ensure the safety of convoys carrying valuable cargo such 
as oil or minerals.

●	 Social media analysis and intelligence gathering. Private 
military companies also actively use information technology to mon-
itor social media, where data on enemy intentions, attack plans, or 
changes in the political situation may be available. Intelligence gath-
ering allows them to track not only local events but also global trends 
that may affect the security region.

Therefore, PMCs are effective at conducting reconnaissance 
across various areas, such as political, economic, and military, de-
pending on their clients’ needs and the specifics of their contracts. 
The intelligence activities of PMCs differ from those of state intelli-
gence services in that they are limited by the tasks set by the PMCs 
and the terms of their contracts. The intelligence activities of PMCs 
may be regulated by national and international legislation on private 
military activities and information gathering.
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Conclusions to Section III

This section examines PMCs and their use and role in modern 
armed conflicts. It considers the reasons for the emergence of PMCs, 
their history, and development. It analyzes the specifics, features, and 
areas of activity of the most well-known PMCs in the UK, the US, 
China, and Russia. It shows that PMCs can provide states and private 
individuals with a wide range of military services. It demonstrates that 
today PMCs function as an integral part of armed conflicts, utilizing 
unique opportunities to conduct operations in the modern military 
environment, where states seek to achieve their goals while avoiding 
direct involvement of regular armed forces. Based on the analysis of 
the types of services provided by PMCs, relevant documents from in-
ternational organizations, and publications, they can be categorized as: 
defensive military companies; offensive military companies; intelli-
gence and counterintelligence companies; hybrid military companies; 
combat support companies; military consulting companies; military 
logistics companies; PSCs; and maritime military companies.
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SECTION IV
TRANSFORMATION OF INTERNATIONAL 
RELATIONS AS A FACTOR INFLUENCING 

INTELLIGENCE ACTIVITIES

4.1. National Interests as the Motivational Basis for the 
Activities of Intelligence Agencies

Goal-oriented human activity is based on needs and interests de-
termined by certain personality traits that depend on the surrounding 
environment: material, social, and spiritual.

Needs and interests are not interchangeable concepts. Needs ex-
press the attitude of any active subject toward the necessary condi-
tions of their existence, since without the satisfaction of a number of 
basic needs, neither biological nor social organisms can exist. How-
ever, not every need can fully stimulate a particular type of activity. 
A need, expressing the relationship between the subject and the con-
ditions of its vital activity, manifests itself in unconscious desires 
and quite conscious motives for behavior. The true cause and driving 
force of social development is interest. Interests are conscious needs 
shaped by society, social groups, and individuals.

In 1935, the term “national interests” was first introduced into 
the Oxford Encyclopedia of Social Sciences. Since then, research on 
this issue has remained as relevant as ever, as it is one of the founda-
tions for the conceptual development of the problem of democracy.

In English-language literature, this concept is used to mean “state 
interest.” National interests are understood primarily as the interests 
of the state, since Western countries are mono-national states in so-
cio-political terms. The nation represents the unity of civil society 
and the state, so the national interest becomes a general interest that 
removes the contradiction between the interests of the state and civil 
society.
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In democratic countries, the national interest is, first and fore-
most, the interest of the people who form the political nation, gen-
eralized in accordance with existing procedures. The formation of 
the national interest involves the coordination of the interests of all 
citizens of the country, although sometimes this boils down to taking 
into account the opinions of the most numerous social groups.

V. Smolianiuk emphasizes that of the two main approaches to 
the nation (political and ethnic), in this case, the choice falls on the 
political nation as a political community of citizens of a particular 
state, as “a group of citizens who pursue collective and national in-
terests through the mechanism of their own political organization — 
the nation state” [1]. The nation is defined as the main state-building 
element, the bearer of state sovereignty, the source of state power, 
and national interests. We would add that it is also the starting point 
for defining national security.

National interests are a consequence of the nation’s “attitude to-
wards its own needs in terms of domestic and foreign policy, which 
causes negative or positive conditioning of its activities, active choice 
of development paths, and turns into motives and incentives for his-
torical creativity” [2]. These interests are formed on the basis of a 
system of national needs, which, in turn, are determined by the social 
(national) necessity to create a state, protect sovereignty, develop the 
economy, political system, legal system, morality, maintain an appro-
priate standard of living for the population, etc.

The legislative definition of the term “national interests of 
Ukraine” was announced in 2003 [3]. At the same time, the author-
ities have not proposed a normative legal act that would provide 
an exhaustive list of national interests throughout the entire period 
of Ukraine’s national and political independence. As a rule, gov-
ernment documents are limited to “priorities of national interests,” 
“vital national interests,” “priority national interests,” and “funda-
mental national interests.” Such diversity significantly broadens 
the scope for explaining national interests, but deprives them of 
the clarity of verbal articulation that is necessary in this case. The 
situation was described at the time by M. Mykhalchenko: national 
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interests in Ukraine are still developing and therefore do not consti-
tute a balanced system.

In the domestic context, there is acute ideological, political, 
and economic confrontation between various social forces, political 
parties, and socio-political leaders over the hierarchy of national 
interests, their content, and mechanisms for implementation [2]. 
Externally, it is impossible to ignore the European choice of the 
Ukrainian nation and the active opposition of the Russian Federa-
tion in this regard, which manifested itself in the occupation of part 
of Ukraine’s territory (the Autonomous Republic of Crimea and the 
city of Sevastopol) in 2014, the outbreak of military aggression in 
the east of our country, and, after February 24, 2022, in the large-
scale invasion of Ukraine. These and other factors increase the com-
plexity of formulating universally accepted national interests that 
would be supported by all categories of the population throughout 
Ukraine. We have to limit ourselves to “framework” principles for 
defining national interests, which have both supporters and critics. 
Even more complicated is the situation with defining national val-
ues, which are not represented in national legislation as a separate 
regulatory and legal development. Some authors include religios-
ity, multi-confessionalism, multi-ethnicity, multiculturalism, fam-
ily values, territorial integrity, the natural environment, scientific, 
educational, and scientific-technical potential, state sovereignty, 
the cultural and material achievements of the people (in particular, 
economic potential), democratic institutions as a prerequisite for 
ensuring the equality of the peoples inhabiting Ukraine, progres-
sive socio-political development, as well as defining features of the 
national character (freedom-loving, hard-working, tolerant, friend-
ly, peace-loving, self-sacrificing in defending the homeland, acute 
sense of social justice, democracy, tendency to preserve traditions) 
[4]. As a result of the extrapolation of national values to the specif-
ic historical conditions of the nation’s development, corresponding 
national interests are formed. The highest-priority ones (vital, fun-
damental), as mentioned above, are declared at the official (state) 
level.
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Challenges, threats, and dangers pose destructive influences on 
national interests and activities to protect them; in Western political 
culture, these are mostly grouped under the term “risks.” Almost al-
ways, unforeseen influences (risks) on the national security system 
should be expected and can be described as “uncertainty” [5].

The phenomenon of uncertainty is confirmed by the political 
experience of most modern countries. Let us consider various man-
ifestations of uncertainty that directly or indirectly affect national se-
curity.

Uncertainty 1. Since its principles were first articulated public-
ly in the early 20th century, national security has traditionally been 
perceived as a condition in which the vital interests of individuals, 
society, and the state are protected, ensuring their steady develop-
ment and minimizing adverse risks. Almost always, “vital interests” 
were variably represented as “national interests” fueled by “national 
values.” Both national interests and national values were enshrined 
in law in the pages of relevant regulatory and legal developments 
— laws, strategies, and doctrines. The category of “nation” seemed 
unquestionable as the starting point for articulating national interests 
and values.

Recent socio-political transformations have called into question 
the nation’s supremacy within the overall spectrum of social relations. 
Nations are not fixed elements of sociogenesis, their static features 
change, evolve, and sometimes cease to exist. The intensification of 
migration flows, including migrant workers, refugees, and asylum 
seekers, calls into question the exclusive position of nations as es-
tablished units of socio-political analysis, which was characteristic 
of the last century. Political, ethnic, and cultural theories of the ori-
gin of nations are becoming only “partially valid,” failing to reflect 
the full range of social dynamics. Quite often, an individual’s formal 
residence in a particular country does not in any way confirm their 
full membership in the local nation. Individuals may not accept (re-
ject) the interests and values of their new social environment, which 
(from the point of view of the formal leaders of the host country) are 
defined as national. The fundamental pillars of national security are 
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being eroded, and our hypothetical migrant is in no way prepared to 
defend them.

This creates a contradictory situation: on the territory of a par-
ticular nation-state, which has proven its stability in previous histor-
ical tribulations, there are now increasingly more individuals (social 
groups) who do not feel a full sense of belonging to their “new home-
land” and its sphere of national security. In quantitative terms, such 
groups are constantly growing, relying on their own sociocultural, 
linguistic, religious, everyday, and other characteristics. As a result, 
in the socio-political realities of our hypothetical country, we have 
national security that is “not for everyone.” It does not accommodate 
the numerous variations in the individual (family, clan) lifestyles of 
migrants, which do not align with or at times contradict the state’s 
approaches to ensuring national security.

Uncertainty 2. It is evident from the ruling elites’ insufficient 
readiness to regulate national security on the basis of a “domain” ap-
proach. In Ukraine, legislative provisions have previously been made 
to ensure national security in established domains – political (domes-
tic and foreign), economic, social, military, information, technologi-
cal, spiritual and cultural, environmental, humanitarian, state border 
security, civil protection of the population, etc. The latest additions to 
the list of areas of national security are cyber and migration security, 
whose importance in today’s conflictual relations is constantly grow-
ing. Despite lawmakers’ efforts to prescribe the maximum number 
of areas on the pages of a particular state document, there remained 
social niches (areas) that did not fall within the defined list. These 
included, in particular, religious, maritime, ethno-national, and food 
security areas.

 Thus, the “domain” differentiation of the phenomenon of na-
tional security does not account for the diversity of social life or the 
need for its multilateral monitoring. In modern conditions, any frag-
ment of physical, cybernetic, or spiritual space where human activity 
is present can become an environment for the emergence of vari-
ous threats and state and social countermeasures against them. Ac-
cordingly, although a narrow interpretation of dangerous situations 
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in areas defined by law is applied in practice, it is giving way to a 
comprehensive view of diverse threatening influences that can man-
ifest themselves in a wide range and undermine the pre-established 
“domain” security construct.

Uncertainty 3. It can be seen in the differing interpretations of 
the nature of impulses directed against it. To specify such influences, 
some countries (particularly post-Soviet ones) widely use the terms 
“challenges,” “threats,” and “dangers.” It is believed that their main 
difference is the intensity of the destructive impact on national secu-
rity: a challenge can lead to its partial deformation, a threat to dam-
age, and a danger to complete destruction without the possibility of 
subsequent recovery. However, national legal systems do not pro-
vide a comprehensive explanation of these terms. In security reali-
ties, these terms are arbitrarily mixed. In particular, the degradation 
of the security environment is described by various authors through 
arbitrarily constructed juxtapositions: challenge versus danger, threat 
versus challenge, threat versus danger, etc. Such verbal constructs 
further cloud the understanding of national security and reinforce the 
undefined (irrational) component of its evolution. In national security 
activities, such verbal indiscipline creates additional conditions for 
its subjective understanding and practical implementation.

To remedy the situation, the Western term “risk” has recently 
been used more widely as a universal semantic equivalent of chal-
lenges, threats, and dangers. This helps to define the security situa-
tion more adequately, but it also broadens the scope of subjectivity in 
security diagnostics.

Uncertainty 4. In terms of national security instruments, there is 
excessive subjectivity in determining the structure, functional pur-
pose, and resource provision of the security and defense sector, the 
main instrument for carrying out national security activities in social 
segments where physical (armed force) activity remains dominant.

In the most concise terms, the security and defense sector can be 
described as “all law enforcement agencies” created by a democratic 
state and focused on securing national interests. First and foremost, 
this refers to the armed forces (army), police, national guard, peni-
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tentiary authorities, security services, border protection, emergency 
services, intelligence agencies and their control centers, and some 
other special-purpose state bodies. Some countries add military-in-
dustrial complex and civic associations that deal with security and 
defense issues to this list.

This results in a rather complex format of state and non-gov-
ernmental entities aimed at ensuring national security. At the same 
time, the ruling political elite single-handedly determines the “safety 
margin” of the security and defense sector, which depends on the 
number of armed formations (services) assigned to it and the meth-
ods of their training and deployment. The requirements for unify-
ing the security and defense sector in politically integrated countries 
(e.g., NATO) are rather vague. Each country that is a member of the 
Alliance is capable of exercising “security and organizational cre-
ativity” to establish security institutions that, in the state’s opinion, 
are most appropriate for the current risks. As a result, the process of 
establishing cooperation between the security and defense sectors of 
different states becomes more complicated, as the formal similarity 
of the security forces of different countries is blurred by the specif-
ics of national thinking on security and defense issues and national 
reservations about the necessity/unnecessity of including a particular 
body in the national security system.

The situation is complicated by the enduring sympathy of auto-
cratic systems for the state military organization (SMO) – the coun-
terpart of the security and defense sector in democratic countries. 
According to the Russian leadership, the ideology of SMO domi-
nance in political relations within the country and beyond its bor-
ders is supported by states that sympathize with the Russian regime. 
The fundamental difference between the security and defense sectors 
and the military organizations of states lies in the presence/absence 
of comprehensive democratic control over the security forces and 
the impossibility of a single state leader using the state’s security re-
sources. In democratic countries, such control is a given, a sign of a 
nation’s security and defense culture. In contrast, in autocratic states, 
democratic control is either a formality or absent altogether. This 
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creates additional social uncertainty: how is it possible to establish 
interaction (let alone cooperation) between the security and defense 
sectors and state military organizations, which by their very nature 
were and remain civilizational antitheses? This happened once (in 
the exceptional military-political conditions of World War II, when 
the anti-Hitler coalition of states was forged). The next 80 years of 
world history, dominated by the Cold War between the geostrategic 
West and East, proved that it was impossible to recreate such a for-
mat of interstate relations. In today’s world, social uncertainty as a 
factor influencing security and defense policy is exacerbated by the 
political impossibility of British-Russian, American-Chinese, or Be-
larusian-Polish cooperation in the field of strengthening internation-
al security through the formation and practical application of mixed 
military contingents.

Uncertainty 5. In the context of nonstate support for security 
and defense policies, a separate issue is the inability to ascertain in 
advance the optimum of the state-citizen interaction on issues of na-
tional security in times of peace and war. Social experience has re-
peatedly demonstrated the ability of interested communities to deci-
sively influence political power – to correct the state’s course, change 
the political regime, and achieve personal changes in the ruling elite. 
However, state-citizen interaction becomes particularly sensitive 
during military conflicts (wars). Here, two scenarios may unfold.

If the legitimate authorities appeal to the need for armed protection 
of national interests and values, there will be a pro-state polarization of 
patriotic civil society groups with the aim of providing comprehensive 
assistance to the authorities. Society acts as a resource for the stability 
of the state. On its own accord, under force majeure circumstances, 
self-defense forces, volunteer battalions, and territorial defense units 
and divisions rapidly emerge to defend the state alongside the armed 
forces. Other important manifestations of the community’s security 
(defensive) activity include volunteer movements, think tanks, and me-
dia organizations, whose significance has been and remains extremely 
important. This is how the potential for national stability and society’s 
ability to self-organize manifests itself.
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In the event of the elimination (destruction) of the state by an 
enemy, the community offers its own options for social survival, 
including the promotion of new political leaders and the establish-
ment of alternative formats of political activity (including armed 
struggle against the enemy). In other words, in the event of a criti-
cal and destructive armed attack by an enemy, the state may tempo-
rarily cease to exist. However, society remains. Even a fragmented 
society shows remarkable resilience and first focuses on improving 
its own well-being, then on restoring statehood. This proves that a 
mature civil society, with a deep understanding of national values 
and interests, is the main customer of the state-building project over 
time. There is a revival of the nation, including its implementation 
at a mature stage of development of the state-civil subproject of 
“national security.”

However, it is impossible to predict in advance how civil influ-
ence will affect the state within the context of collectively defending 
society’s security and defense features. Civil society’s spontaneous 
and forceful actions on these issues cannot be anticipated or orga-
nized beforehand. This creates an additional form of social uncer-
tainty regarding civil society’s involvement in national security ac-
tivities.

Uncertainty 6. The extent to which a sovereign state delegates 
security powers to international organizations with names that in-
clude the word “security.” Russia’s large-scale aggression against 
Ukraine has highlighted the striking weakness of most international 
security organizations, which proved unable to prevent the Russian 
invasion or lessen its effects. This includes the UN Security Coun-
cil and the OSCE, whose international regulatory abilities remain 
outdated, stuck in the last century. When considering the aggressor, 
Russia faced a similar situation: during the war with Ukraine, the 
Collective Security Treaty Organization, established by Russia’s 
own initiative in advance, offered little assistance. The only effective 
mechanism was NATO, which prevented the conflict from spreading 
to Alliance territory and facilitated the ninth enlargement through the 
accession of Finland and Sweden.
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The recent history of Ukraine has added to the list of uncertain-
ties about national security and defense the uncertainty of hybrid war-
fare, which, in its structure, function, resources, and other aspects, is 
a complex improvisation. The aim of hybrid warfare is no different 
from that of hot warfare: to weaken or destroy the enemy state. The 
essence of hybrid warfare lies in the deliberate development (hybrid-
ization, crossbreeding) of non-traditional strike methods — such as 
military, informational, diplomatic, economic, environmental, net-
work, cybernetic, civil, partisan, and terrorist tactics — and their 
selective or widespread use. This results in a mix of conventional 
and unconventional combat operations, military, quasi-military, dip-
lomatic, sanctions, financial, energy, trade, technological, cyber, and 
other forms of struggle; an expanding range of participants (military 
personnel, private armies, mercenaries, guerrillas, militias, terrorists, 
etc.); and a “blurring” of the start and end points of conflicts, often 
without official declarations of war or surrender. Notably, significant 
combat occurs in the information domain (information-psychologi-
cal, propaganda), utilizing any and all available means to influence 
the minds of individuals and groups against whom this warfare is 
conducted.

It becomes clear that the number of uncertainties in the confusing 
format of hybrid warfare is excessive and cannot be addressed with 
linear analysis methods like “front – rear,” “friend – foe,” “non-in-
terference – collaborationism,” etc. There is an urgent need for a new 
security mindset based on processing vast amounts of information 
and extracting rational components capable of responding to current 
pressing issues of national security and armed conflict.

The combination of uncertainties and the threats they pose that 
humanity faced at the beginning of the 21st century is seen as unique, 
unprecedented, and especially dangerous. Modern science introduc-
es new conceptual approaches to social relations under uncertainty, 
helping to understand social situations with ambiguous early signs or 
poor predictability, which can lead to particularly destructive conse-
quences. One of them is the concept of a VUCA world, the acronym 
standing for Volatility, Uncertainty, Complexity, and Ambiguity [7]:
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●	 Volatility – the situation changes quickly and chaotically; 
based on the available data, it is impossible to predict the next situa-
tion or plan further steps. 

●	 Uncertainty – there is a lack of predictability, consisten-
cy, and understanding of the cause-and-effect relationships between 
causes, problems, and events that are formally separated in space and 
time; the future becomes unpredictable due to the inability or limita-
tions of using past experience; the chance of disruptive changes in 
the social environment increases. 

●	 Complexity – an avalanche-like accumulation of contradic-
tory facts, assessments, and proposals; the consequences of mixing 
diverse intellectual constructs (positions, assessments, proposals) are 
chaos, confusion, and disorder in social relations, undermining or-
derly structures and greatly complicating management activities. 

●	 Ambiguity – subjective interpretations of the situation and 
incorrect perceptions of the problem dominate, leading to a superfi-
cial attitude towards it; different authors arbitrarily mix verbal de-
scriptions of the problem. As a result, the social evolution in space 
and time cannot be monitored linearly based on unambiguous judg-
ments.

Despite the importance of each of these elements, uncertainty is 
considered the main component of a VUCA world. It is interpreted as 
vagueness, incompleteness, ambiguity, and unpredictability of a de-
veloping situation, which can only be partially or not at all controlled 
by the party concerned. As a component of most social systems and 
processes, uncertainty reflects the limited scope of conscious human 
participation in transpersonal processes and exists independently of 
the current understanding of their essence and consequences. At the 
same time, uncertainty should be distinguished from fallacy and in-
determinacy. A striking example of fallacy-based policymaking is 
Russia’s military campaign against Ukraine, which began in 2014 
and was intended to be a short-term affair. The campaign was based 
on a series of assumptions that were ill-conceived and overly opti-
mistic for the Russian leadership. Ignoring the possibility of such 
errors created uncertainty, which led to both Russian and Western 
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politicians and experts underestimating Ukraine’s potential for resil-
ience and resistance on the eve of the Russian invasion. Generally, 
uncertainty often arises from a lack of information needed for deci-
sion-making or from not trusting that information and its sources.

The strategies for responding to the challenges of a VUCA world, 
which enable the social management entity (the state) to navigate 
uncertainty and act effectively in unclear situations, are proposed el-
ements of the reverse VUCA concept [8], where:

●	 Vision — a clear perception and understanding of the long-
term direction that enables the organization to weather the “shake-
up.” Vision is a crucial step toward stabilizing the situation, capable 
of inspiring all stakeholders to transform. Derived from vision are the 
following options: clarity of the set goal; faith backed by facts and 
evidence; consistency and focus on finding interrelationships, trends, 
and patterns of influence of external factors.

●	 Understanding — ongoing monitoring of expectations by 
those under the influence; developing new ideas and applying them 
practically; ability to cooperate; responding well to constructive crit-
icism; mastering new IT technologies; understanding human behav-
ior in stressful and demanding situations; understanding the motives 
behind individual actions.

●	 Creativity/Clarity — ability to simplify; application of sys-
tematic thinking based on a global view of the outcome, understand-
ing how system elements interact and depend on each other; use of 
intuition; application of interdisciplinary knowledge; critical percep-
tion of events; flexibility to make changes; focus on innovation in 
any field and willingness to adopt innovative approaches.

●	 Agility – speed and flexibility in executing processes, which 
contributes to improving the efficiency of the organization; confi-
dence in the need for innovation, the search for new and original 
ways to solve all issues, and the improvement of processes; decisive-
ness in decision-making; innovative thinking, networking; continu-
ous improvement.

In the case of all of the above, the VUCA acronym is equally 
applicable. Yet, here it offers solutions to the underlying challenges 
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dictated by uncertainty. The VUCA factor can and should be consid-
ered as a guiding element in building national security theory and 
practice. Its implementation should not be hindered by the “domain” 
limits, “threat passports,” or other elements of the static perception of 
the national security environment.

There are currently three main ways to manage uncertainty:
●	 Quantitative analysis of a situation that contains an element 

of uncertainty; rational perception of the known, the understandable, 
the calculated, which limits the scope of objectifying of the unknown 
or uncertain. Ratio must prevail over irrationality, a prerequisite for 
making balanced political decisions.

●	 Locating boundaries of uncertainty. It’s impossible to com-
pletely exclude it from the state management process. However, legal 
power centers are able to explain their actions in clear socio-political 
terms while safeguarding themselves against potential “black swans.”

●	 Planning measures to reduce uncertainty. In particular, it 
is proposed to: control information in order to increase its reliability 
and prevent manipulation; clearly define problems, goals, and conse-
quences before making a decision, during its implementation, and af-
ter its completion; form a broader and more active research commu-
nity; involve additional (alternative) academic, academic-analytical, 
and media institutions in addressing security issues with elements of 
uncertainty.

Based on this, the following conclusions can be drawn regarding 
the advisability of making fundamental changes to the development 
and implementation of national security policy, taking into account 
the influence of uncertain factors [9]:

●	 Sudden and unpredictable changes in the security environ-
ment require greater flexibility in the development and implementa-
tion of public policy; stereotypical thinking based on past experience 
limits this flexibility.

●	 The need to respond to uncertainty requires clarifying the 
meaning of the nation as the object of protection, reviewing the hi-
erarchy of national interests, and finding a new balance between na-
tional values and the needs of national security and stability.
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●	 It is advisable to introduce more flexible but understandable 
approaches to determining the directions of national security, taking 
into account the peculiarities of risk transformation in modern con-
ditions.

●	 The search continues for the optimal composition of the se-
curity and defense sector at the national level and ways to optimize 
state-civil society interaction in times of peace and war.

●	 There is a growing need to review the powers delegated by 
national governments to international security organizations and to 
search for effective crisis resolution mechanisms at the international 
level.

●	 The development and implementation of public policy 
should be based on adaptive management, which involves constant 
monitoring of the situation, identification of new trends, risks, and 
threats, and regular analysis of the compliance of public policy goals 
and objectives with changes in the security environment.

●	 Given the prevalence of nonlinear relationships in the sys-
tem of social relations, conceptual approaches to assessing the effec-
tiveness of state policy in the field of national security and developing 
tools for assessing its compliance with the principles of sustainability 
need to be updated.

●	 It is advisable to invest in the development of science. Se-
curity forecasting needs to become more sophisticated, primarily 
through the development of new methods (techniques) for forecast-
ing changes in international relations and their impact on specific 
states in order to reduce the potential for uncertainty in their econom-
ic, political, environmental, spiritual, cultural, and other progress.

Regardless of the context in which we view the current chaos 
in international affairs, it is important to realize that almost every 
state, even those that are mere observers, sees the situation in 
its own way. It is telling that since the beginning of the 21st centu-
ry, intelligence researchers, taking into account the “revolutionary 
changes” in the security environment, in the nature of threats and the 
nature of peace, as well as changes in the nature of warfare, empha-
sizing the changing nature of information, the speed of technological 
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change, and the variability of expectations not only of consumers of 
intelligence information but also of the general public, began to talk 
about the need for a “revolution in intelligence.”

In July 2023, CIA Director William Burns gave a lecture at the 
Ditchley Foundation (UK), and in January 2024, in an article for For-
eign Affairs, he outlined his strategic vision for the development of 
key trends in the modern world and in the field of intelligence [10, 
11]. According to William Burns, the period of unquestionable US 
dominance is coming to an end, so Washington must rely on cooper-
ation with partners and friendly alliances. In the intelligence field, the 
main partners of the United States are the United Kingdom and other 
members of the Five Eyes intelligence alliance (a strategic partner-
ship between the United States, the United Kingdom, Australia, New 
Zealand, and Canada in the field of intelligence).

According to William Burns, there are three key trends in the 
modern world.

First, there is the challenge of strategic competition from a grow-
ing and ambitious China and from Russia, which constantly reminds 
us that a declining power can be at least as destructive as a rising 
one. According to William Burns, the main long-term threat to the 
US is China, the most serious adversary of the United States in the 
geopolitical and intelligence domains. Unlike Russia, China has the 
economic, diplomatic, military, and technological capabilities to re-
shape the world order. With this in mind, the CIA has established a 
China Mission Center, whose activities are focused exclusively on 
monitoring China and coordinating with all other US intelligence 
agencies on matters related to the PRC. Over the past two years, the 
CIA’s spending on China has doubled. As noted by William Burns, 
US intelligence is, on the one hand, strengthening its capabilities to 
compete with China around the globe, and on the other hand, trying 
to maintain communication with China to avoid dangerous misun-
derstandings and accidental incidents.

Burns stressed that the problem is not China’s rise as such, but 
the accompanying activities. President Xi is beginning his third term 
with more power than any Chinese leader since Mao. Rather than 
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using that power to strengthen, revitalize, and renew the international 
system that enabled China’s transformation, he seeks to rewrite it.

He also stressed that the most immediate and acute geopolitical 
challenge to the international order today is Vladimir Putin’s full-
scale invasion of Ukraine. Although, as Mr. Burns noted, Russian 
aggression is a difficult test, the only country that intends to change 
the international order is China, and, moreover, has the economic, 
diplomatic, military, and technological power to do so.

Burns believes that Putin’s war has been a strategic failure for 
Russia, as its military vulnerabilities have become apparent; its 
economy has been devastated; it faces a future as China’s “junior 
partner” and “economic colony”; and its revanchist ambitions have 
been rebuffed by a North Atlantic alliance that has grown in size and 
strength.

Second, there are transnational problems such as the climate 
crisis and global pandemics, which are beyond the capacity of any 
single country to address and are becoming increasingly existential.

COVID has shown every government the danger of being de-
pendent on a single country for vital medical supplies, just as Pu-
tin’s aggression in Ukraine has clearly shown every government the 
risks of being dependent on a single country for energy supplies. In 
today’s world, no country wants to be at the mercy of a cartel for 
an important mineral or technology, especially a country that has 
demonstrated the will and ability to deepen that dependence and 
weaponize it. The answer to this question is not to disconnect from 
an economy like China’s, which would be foolish, but to wisely 
reduce risks and diversify by ensuring sustainable supply chains, 
protecting our technological advantage, and investing in industrial 
capacity.

And third, it is a technological revolution that is changing how 
we live, work, fight, and compete, with opportunities and risks that 
we cannot yet fully understand.

In this regard, Burns emphasizes that advances in computer-re-
lated technologies — from chips to quantum and AI — are leading to 
breakthroughs of extraordinary scale and scope. In just a few months 
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since the first public release of ChatGPT in November last year, we 
have seen newer models outperform humans on graduate school en-
trance exams and in evaluating doctor-patient interactions in medical 
training programs.

Leadership in technology and innovation has been the founda-
tion of our economic prosperity and military strength. It has also 
been critical to establishing rules, norms, and standards that protect 
our interests and our values. Our Chinese rivals understand this as 
well as anyone else, and so it is not surprising that they are investing 
heavily in cutting-edge technologies as a central dimension of our 
strategic competition.

Illustratively, the U.S. Intelligence Community’s annual report 
on global threats to national security (Annual Threat Assessment 
of the U.S. Intelligence Community. March 2025) states, “Russia, 
China, Iran and North Korea—individually and collectively—are 
challenging U.S. interests in the world by attacking or threatening 
others in their regions, with both asymmetric and conventional hard 
power tactics, and promoting alternative systems to compete with the 
United States, primarily in trade, finance, and security. They seek to 
challenge the United States and other countries through deliberate 
campaigns to gain an advantage, while also trying to avoid direct 
war. Growing cooperation between and among these adversaries is 
increasing their fortitude against the United States, the potential for 
hostilities with any one of them to draw in another, and pressure on 
other global actors to choose sides. [12].

In addition, the above-mentioned report emphasizes that the 
PRC is likely to continue to position itself as the country with the up-
per hand in a potential conflict with the United States. The PRC will 
continue to pressure Taiwan to reunify and will continue to conduct 
large-scale cyber operations against US targets for both espionage 
and strategic advantage. China will likely attempt to sufficiently re-
strict the activities of Chinese companies and criminal elements that 
supply and illegally traffic fentanyl precursors and synthetic opioids 
to the United States, unless more aggressive measures are taken by 
law enforcement agencies.
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Beijing will continue to strengthen its conventional military ca-
pabilities and strategic forces, intensify competition in space, and 
maintain its industrial and technology-intensive economic strategy to 
compete with US economic power and global leadership.

China poses the most comprehensive and potent military threat 
to U.S. national security. The PLA is developing a unified force capa-
ble of full-spectrum warfare to counter U.S. intervention in regional 
conflicts, project power globally, and defend what Beijing considers 
its sovereign territory. A significant portion of China’s military mod-
ernization efforts is focused on developing counterintervention capa-
bilities tailored to all aspects of U.S. and allied military operations in 
the Pacific region. Beijing will focus on achieving key modernization 
milestones by 2027 and 2035, aimed at transforming the PLA into a 
world-class military by 2049.

Of particular note is that China is using an aggressive nationwide 
approach combined with state control of the private sector to become 
a global scientific and technological superpower, surpass the US, 
promote self-sufficiency, and achieve further economic, political, and 
military advantages. Beijing has prioritized technology sectors such 
as advanced energy, AI, biotechnology, quantum computing, and 
semiconductors, challenging US efforts to protect critical technol-
ogies by tailoring restrictions narrowly to address national security 
concerns. China is accelerating its scientific and technological prog-
ress through a range of legal and illegal means, including investment, 
acquisition, and theft of intellectual property, cyber operations, talent 
recruitment, international cooperation, and sanctions evasion.

In turn, on March 19, 2025, the European Commission presented 
the “White Paper for European Defence – Readiness 2030” [13].

The international order is changing. A new one will emerge as 
early as the second half of this decade. Europe must actively partici-
pate in these processes to avoid the danger of becoming a “passive re-
cipient” of the consequences of the new order, including the prospect 
of full-scale war. The challenges to European security are strategic 
in nature and require a strategic response. The traditional spectrum 
of different types of security threats is rapidly expanding, and the 
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interconnections between them are intensifying, as evidenced by re-
peated cases of terrorism and violent extremism, hybrid attacks, and 
the actions of international organized crime groups and cybercrim-
inal networks. There is evidence of links between criminal groups 
and hostile state actors, which easily cross borders thanks to new 
technologies. Due to their geographical proximity, European states 
are constantly confronted with migration caused by the effects of war 
and climate change in North Africa and the Middle East. The Arctic 
is becoming a new arena for geopolitical competition in the north of 
the continent.

Russia poses a serious strategic threat on the battlefield, forc-
ing Europe and its partners to face the reality of intense, large-scale 
mechanized warfare on the European continent, which has not been 
seen for 80 years. Russia, which is the most heavily armed Euro-
pean state, is building a military economy focused on achieving its 
military goals through industrial mobilization and technological in-
novation. In addition, it is scaling up its military economy with the 
support of Belarus, North Korea, and Iran. The Russian Federation 
is making it clear that it remains at war with the West. And if it is 
allowed to achieve its goals in Ukraine, its territorial ambitions will 
extend beyond that country.

Hybrid threats are intensifying, such as cyberattacks, sabotage 
(particularly in the Baltic and Black Seas), electronic interference in 
global navigation and satellite systems, disinformation campaigns, 
political and industrial espionage, and the weaponization of migra-
tion. Geopolitical rivalry has not only led to a new phase in the arms 
race but has also triggered a global technology race. Technology will 
be a key feature of competition in the new geopolitical environment. 
A number of critical and enabling technologies (AI, biotechnology, 
quantum technology, robotics, hypersonic technology) are key com-
ponents of both long-term economic growth and military superiority.

Given the fundamental changes in the strategic environment, Eu-
rope needs to build up sufficient deterrence capabilities to prevent 
potential aggression. The EU recognizes the responsibility of mem-
ber states for their own armed forces: from doctrine development to 
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deployment characteristics and requirements. The EU has significant 
potential to support and coordinate efforts to strengthen the EU’s de-
fense industrial base and overall defense readiness through:

●	 Promoting closer cooperation and effective scaling of the 
European defense industry in the development, production, and pro-
motion of weapon systems.

●	 Increasing the effectiveness, interchangeability, and interop-
erability of weapons, reducing costs by avoiding competitive pro-
curement and improving the purchasing power of Member States, 
and ensuring stability and predictability through long-term industrial 
orders.

●	 Supporting dual-use infrastructure for mobility, space com-
munications, navigation, and surveillance.

●	 Promoting various forms of partnership.
Thus, we can conclude that strategic competition, common trans-

national imperatives, and an unprecedented technological revolution 
in human history are creating an extremely complex international 
landscape. This undoubtedly draws attention to changing approaches 
to the role of intelligence in this transformed world.

4.2. The Concept of Intelligence Activities in Modern Conditions

The modern world is changing rapidly and irreversibly. Turbu-
lence and tension in global politics and economics continue to grow. 
The familiar international order is becoming a thing of the past. The 
existing system of international relations and security, unable to 
withstand the hybrid challenges and threats of the 21st century, is 
currently undergoing fundamental transformations. This has further 
accelerated the emergence of a new global architecture of security 
and international relations.

In the context of contemporary global challenges and threats to 
international and national security, the international environment has 
undergone a transformation that has revealed a number of political, se-
curity, economic, and humanitarian problems that cannot be adequate-
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ly assessed and overcome at the level of individual states alone. Their 
solution lies in the international political sphere and in the international 
security environment shaped by states that drive globalization.

The 21st century has seen the restoration of a great power, im-
perial type of geopolitical mentality, which, based on the experience 
of the historical past, offers the ideal of state development as the cre-
ation of “great empires” and mechanisms for their domination over 
“medium” and “small” states, as well as non-state political forces. 
This is particularly true of Russia and China, which in the 21st cen-
tury are trying in various ways to implement the idea of a “great 
power renaissance.” At the same time, it should be borne in mind 
that in postmodern conditions, great power geopolitical mentality 
has undergone changes: its orientation towards maximum possible 
territorial domination is concealed by information noise about the 
need to construct “great political spaces” capable of creating better 
conditions for meeting the socio-economic, political, cultural, and 
other needs of subjugated peoples and nations (the latter are not pro-
hibited from having their own “decorative” statehood, the boundaries 
of which are to be regulated by the new metropolitan power).

Russia’s unprovoked large-scale invasion of Ukraine has under-
scored that the era of inter-ethnic/inter-state competition and conflict 
is not a thing of the past, but has instead become a defining feature 
of the current era.

The strategic competition between the US and its allies, China, 
and Russia over what kind of world will emerge makes the next few 
years critically important, particularly in the context of Russia’s ac-
tions in Ukraine, which threaten to escalate into a broader conflict 
between Russia and the West.

The “Ukrainian question” continues to dominate the assessment 
of the security environment, remaining high on the agenda and di-
rectly or indirectly affecting most areas and directions of internation-
al and regional security.

In this context, NATO’s latest imperative – the imperative of 
cognitive superiority, which is intended to ensure the Alliance’s stra-
tegic advantages – stands out. Cognitive superiority is one of the key 
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emphases that is present in one way or another in the Alliance’s latest 
documents. In particular, a notable feature of The NATO Warfighting 
Capstone Concept (NWCC, 2021) [14] is that the “Concept...” refers 
to the future, up to 2040. Among other things, it notes a number of 
important points: the latest (and, accordingly, future) operational en-
vironment requires the Alliance to adopt a new way of thinking, or-
ganizing, and acting, and among its main tasks is to focus on military 
superiority and actively shape the “operational” environment, taking 
into account the specifics of its “constant expansion” and the activi-
ties of both traditional and non-traditional actors. Understanding the 
operational/security environment requires continuous scanning of 
the horizon — gathering information, studying the strategies of its 
participants, their approaches to warfare, assessing plans and inten-
tions, strength and capability development for possible changes in the 
modes of action of all actors in the environment. Taking into account 
the basic premise of the NWCC, according to which the Alliance’s 
future combat operations will be “multi-regional, multi-dimensional 
(physical, virtual, cognitive) and multi-domain operations” (i.e., on 
land, in the air, at sea, in cyberspace, and in space) in conditions 
where “border challenges” will only increase, when the boundaries 
between “domains” will effectively be erased, the idea of cognitive 
advantages takes on considerable importance.

The cognitive dimension of NATO’s actions, as can be conclud-
ed from the NWCC, involves:

●	 Regarding the enemy, better knowledge and, consequently, 
understanding of the strategic environment, which will be “more de-
manding.”

●	 Regarding NATO members – not only the Alliance’s com-
mitment to excellence and maneuverability (based on the uniqueness 
of NATO’s military, ethos, culture, diversity, desire for initiative and 
victory in all circumstances over any adversary), but also, above all, 
possession of information and, accordingly, thinking that surpass-
es the adversary in speed (is “out of step”) to recognize, take risks, 
make decisions, and act faster (than a potential adversary). The mul-
tifaceted cognitive dimension is the foundation for ensuring the abil-
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ity of NATO members to “promote and utilize mutually supportive 
and familiar relationships and partnership opportunities”; the ability 
to think, plan, predict, and adapt for the sake of being able to “endure 
as long as necessary” in the course of strategic competition and in 
any conflict situation.

Cognitive superiority is declared a priority for the Alliance in 
the document and is interpreted as “understanding the operational 
environment and the capabilities of the adversary, the capabilities of 
the Alliance, and the objectives” as a “critical capability” aimed at 
“improving situational awareness and strategic forecasting” to “ex-
pand knowledge and understanding” in order to ultimately achieve 
objectives.

The imperative of cognitive superiority is not considered in iso-
lation, but in context – in close connection with other imperatives of 
military operations, such as:

●	 Multilayered resilience, which involves the ability to absorb 
shocks and fight at all levels — military, civil-military, and mili-
tary-civilian.

●	 Projection of influence and power, the essence of which is to 
create a positive environment that takes into account the strengths of 
the Alliance, including creating options and imposing dilemmas on 
the adversary.

●	 Integrated multi-domain defense, which is the understanding 
by commanders of the multi-domain operational environment for the 
sake of rapid and effective action.

●	 Inter-domain team, which is to ensure the unity of the Alli-
ance in decision-making and countering threats “in any domain, re-
gardless of their origin or nature” and which will possess flexible and 
asymmetric thinking in commanding missions in 2040, continuously 
reinforced by reliable and constantly updated communication and in-
formation systems.

In characterizing “leaders and headquarters,” the NWCC em-
phasizes the need for such individuals (one might say superhumans) 
who are “able to cope with the speed, complexity, and be data- and 
technology-oriented” of the security environment of the future. In 
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addition, there is an interesting emphasis on gender and generations: 
NATO and its allies must use “gender and diversity as force multi-
pliers” and avoid the risks associated with the generation gap. Thus, 
achieving cognitive advantages for NATO and its allies effectively 
precludes discrimination based on gender or age. However, in each 
case, the intellectual or cognitive abilities/aptitudes of the individual 
(along with their values or cultural priorities) are taken into account, 
rather than, for example, their gender specificity (i.e., whether the 
individual is transgender, lesbian, gay, non-binary, cross-dresser, 
etc.), or their previous experience, which in the 21st century, with the 
emergence and development of new technologies used/to be used on 
“day zero,” is rapidly losing its relevance. Therefore, the “breadth of 
diversity” (in the language of the Concept) is important, but, as can 
be assumed, with significant reservations.

As stated in the NWCC, a special role is assigned to the training 
of individuals needed to perform tasks relevant to NATO (includ-
ing in the cognitive domain), in particular during their studies at the 
NATO Defense College (NDC) in Rome and the NATO School in 
Oberammergau, Germany, which are clearly are considered a reli-
able foundation for moulding (shaping and developing) the minds of 
those who already provide and will continue to provide (after 2040) 
cognitive advantages to NATO and its allies, guided by the princi-
ple of the NDC’s founder, General Dwight D. Eisenhower: “Develop 
individuals, both military and civilian, so that they have a complete 
understanding of the many complex factors involved in creating an 
adequate defense posture for the North Atlantic Treaty area.” The 
success of future military operations, as envisaged in the document, 
will be “entirely data-driven.” Therefore, according to the strategists’ 
plan, there should be a broad exchange of high-quality data within the 
Alliance, the processing of which should be continuously improved. 
It is envisaged to combine “all sources of information and intelli-
gence,” expand analytics within the framework of military-strategic 
decision-making processes, and achieve “integrity and consistency 
of information flows.” In addition, the NWCC encourages Alliance 
members to share technological intelligence data and scan the hori-
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zons of new scientific and industrial developments both within and 
outside NATO in order to “identify areas of potential advantage” 
(particularly technological).

Another important aspect of the NWCC is its emphasis on a 
unique learning mechanism (to achieve cognitive advantages), 
which involves “continuous training” based on a “culture rooted in 
the Alliance’s armed forces.” It is precisely this continuous train-
ing of personnel based on the established culture that, according 
to Alliance strategists, is the asset that will allow them to surpass 
others. It has two important components: the first is the ability to 
develop complex scenarios, and the second is to practice develop-
ing a range of options for such scenarios and, accordingly, a range 
of decision-making options. The requirement for the training pro-
cess is very specific: training exercises must use “live and advanced 
models and simulation constructs,” which will subsequently ensure 
“the identification of areas for improvement, strengthen confidence 
in new opportunities and plans,” support the development of work 
gaming, experimentation, as well as exclusive – realistic (!) in na-
ture – training that takes into account the “day zero” factor that may 
occur (before or after 2040).

Regardless of the context in which we view the current chaos 
in international affairs, it is important to realize that almost every 
state, even those that are mere observers, sees the situation from 
its own perspective. Notably, since the beginning of the 21st centu-
ry, intelligence researchers, taking into account the “revolutionary 
changes” in the security environment, in the nature of threats and the 
nature of peace, as well as changes in the nature of warfare, noting 
the volatility of information, the speed of technological change, and 
the variability of expectations not only of consumers of intelligence 
information but also of the general public, began to talk about the 
need for a “revolution in intelligence.”

Indeed, Anthony Vinci, former Chief Technical Officer and Dep-
uty Director of the U.S. National Geospatial-Intelligence Agency, 
noted in his article “The Coming Revolution in Intelligence Affairs: 
How Artificial Intelligence and Autonomous Systems Will Transform 



172

Espionage” (2020): ”For all of human history, people have spied on 
one another. To find out what others are doing or planning to do, 
people have surveilled, monitored, and eavesdropped — using tools 
that constantly improved but never displaced their human masters. 
Artificial intelligence (AI) and autonomous systems are changing all 
of that. In the future, machines will spy on other machines in order 
to know what other machines are doing or are planning to do. Intel-
ligence work will still consist of stealing and protecting secrets, but 
how those secrets are collected, analyzed, and disseminated will be 
fundamentally different.” [15]

In addition, the work “Intelligence Analysis in the Digital Age” 
(2021) [16], within the concept of the “digital era,” notes an increase 
in changes and complications (in terms of “challenges-threats-risks”) 
that affect the speed of information dissemination: new technologies 
have reduced the time it takes to disseminate information to virtually 
zero. This state of affairs leads to decisions being made in increas-
ingly unfavorable conditions, when the demand for timely, relevant, 
and reliable intelligence is steadily growing, and the time for making 
adequate decisions is minimized. Accordingly, the development of 
timely policies in an extremely volatile world also becomes a chal-
lenge for leaders, states, and communities.

Another challenge of our time for intelligence and information 
work is related to the problem of “big data” collected in today’s 
diffuse, multipolar environment. In the 2024 book by Miah Ham-
mond-Errey, “Big Data, Emerging Technologies and Intelligence: 
National Security Disrupted,” [17] argues that big data is transform-
ing intelligence knowledge production, as well as the relationship 
between the intelligence community and the public, and calls into 
question the separateness (isolation) of internal and external intelli-
gence gathering. This, of course, requires constant reconfiguration of 
the intelligence community of a state or states.

“Big data” is the result of integrating intelligence data from mul-
tiple sources. Back in 2015, American analysts, reproducing the di-
versity of data used in the analysis, pointed to the use of information 
from numerous data generators: in particular, MQ1 Predator “combat 
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air patrols,” hyperspectral sensors with intensive data volumes, light 
detection or range sensors, which, in turn, was supplemented by sig-
nal intelligence (SIGINT) sensors, information from moving target 
indicator sensors, infrared sensors, and unconventional measurement 
and signature sensors (Measurement and Signature Intelligence, 
MASINT). The “big data” puzzle is based not only on a multitude 
of sources, but also on a whole range of disciplines that integrate 
both the aforementioned SIGINT and MASINT, as well as human (or 
agent) intelligence (Human Intelligence, HUMINT) and geospatial 
intelligence (Geospatial Intelligence, GEOINT), and, of course, open 
source intelligence (OSINT).

Thus, even today, the challenge in collecting, integrating, and 
analyzing information may be the inability to move away from tra-
ditional linear approaches to data collection and processing (whose 
weakness is the unintentional devaluation of information and, as a 
result, the emergence of “strategic surprises”), as well as to further 
assessment and forecasting, which can lead to a kind of “intelligence 
failure.”

Thus, the following features of intelligence activities in modern 
conditions can be identified:

1.	 Introduction and use of new technologies and innovations. 
The digital technology revolution has had a greater impact than the 
industrial revolution or the advent of atomic energy in their time. 
With this in mind, the CIA has established a Special Technology Cen-
ter, which actively cooperates with the private IT sector, and has in-
troduced a new position of Chief Technology Officer of the CIA for 
the first time in history.

One of the most revolutionary technologies for gathering mili-
tary intelligence today is the integration of drones and satellites. The 
use of these innovative technologies has not only given the armed 
forces a number of significant strategic and tactical advantages but 
has also transformed the landscape of military intelligence. The in-
troduction of modern algorithms has made it possible to analyze col-
lected data in real time, and thus to identify threats on the battlefield 
more quickly and effectively.
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Satellite technology has been an important component of intel-
ligence for several decades. Satellites orbiting high above the Earth 
provide extensive coverage, data collection, and communication ca-
pabilities, making them indispensable in modern warfare. The syn-
ergy expressed in the integration of drones and satellites for intelli-
gence gathering has marked a new era in the development of intelli-
gence activities.

The introduction of AI-based technologies plays a significant 
role in the transformation of its systems, enabling the analysis of 
large amounts of data and generating important information for man-
agement decision-making. Using AI technologies for intelligence 
analysis, it is possible to identify potential threats, map enemy activ-
ities, assess the geopolitical situation, and make quick and informed 
decisions.

The main advantages of AI-based data analysis in intelligence 
are in-depth situational awareness, improved forecasting capabilities, 
and accurate threat assessment.

Defense intelligence systems can use cognitive AI to support 
military leadership decision-making, assisting in complex strategic 
planning and risk assessment. Cognitive computing can be applied in 
military intelligence in the following areas:

●	 Natural Language Processing (NLP) – NLP algorithms can 
process text data, enabling defense intelligence systems to extract 
information from large volumes of unstructured documents.

●	 AI – AI-based virtual assistants help military leaders orga-
nize information, make inquiries, and make decisions in real time, 
saving valuable time in critical situations.

●	 Scenario modeling – AI cognitive systems analyze various 
parameters and simulate the implementation of different scenarios, 
helping the armed forces predict outcomes and develop effective 
strategies.

The integration of AI with autonomous systems and robotics is 
leading to significant changes in intelligence activities. Among the 
most significant advantages of introducing AI into autonomous sys-
tems are the following:
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●	 They perform visual surveillance, collect and analyze data 
much more efficiently, minimizing the risk to personnel.

●	 These systems can detect, track, and identify potential tar-
gets with greater accuracy, minimizing the possibility of unnecessary 
damage to civilian infrastructure.

●	 Autonomous systems equipped with AI optimize logistics 
and supply chains, ensuring the timely delivery of resources to the 
front lines.

2.	 Cooperation with the private sector and use of social networks.
Today, new technologies allow non-governmental entities and 

individuals to collect and analyze intelligence data sometimes bet-
ter and faster than government agencies. Commercial entities launch 
hundreds of satellites every year. More than half of the world is on-
line, producing and receiving open-source intelligence, even if they 
are unaware of it. According to a 2019 World Economic Forum re-
port, Internet users post about 500 million tweets on Twitter and 350 
million photos on Facebook every day [18, 19].

In particular, the CIA has created a unit focused on building part-
nerships with the private (non-governmental) sector in order to ob-
tain innovations that provide a competitive advantage.

In addition, social networks are actively used. Thus, as part of 
countering Russia, US intelligence agencies have intensified their re-
cruitment efforts (in particular, using Telegram) among Russian citi-
zens dissatisfied with the Kremlin’s policies.

3.	 Controlled disclosure of sensitive information.
“Strategic disclosure,” the deliberate public disclosure of certain 

secrets in order to undermine competitors and rally allies, has become 
a powerful political tool. Using it does not mean recklessly jeopar-
dizing sources or methods of obtaining intelligence, but rather means 
sensibly resisting the reflexive desire to keep everything secret.

4.	 Partnerships and personal contacts with representatives of 
special services of other countries.

Personal contacts and partnerships are a kind of exploratory di-
plomacy that helps to align interests and support the efforts of politi-
cians and diplomats to achieve the necessary results.
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These meetings are an important means of protecting against 
unnecessary misunderstandings and unintended clashes, and they 
complement and support policy-making channels such as contacts 
between heads of state.

5.	 Investment in people (IA personnel).
Professional training of personnel is becoming increasingly im-

portant in today’s environment and is a key factor in strengthening 
intelligence agencies (services).

It is necessary to attract and retain technological talent, improve 
compensation packages, and encourage more flexible career models 
so that officers can move to the private sector and then return.

It is telling that, according to the website of the Office of the Di-
rector of National Intelligence, of the more than 165 vacancies (in the 
fall of 2024), a huge number (apart from doctors, lawyers, and trans-
lators) were for specialists capable of working directly in the field of 
intelligence. An analysis of the positions and, accordingly, the areas 
of work identified by the CIA (in one position or another) allows us 
to highlight certain specifics of the CIA’s “desires” in the current en-
vironment. Thus, the CIA’s focus in terms of the knowledge, skills, 
and abilities of specialist candidates was on:

●	 Knowledge, abilities, and skills in various fields (for ex-
ample, a lawyer position requires working “at the intersection of law 
and advanced technologies,” while a methodologist-analyst must be 
able to “develop methods to improve the accuracy of analysis and in-
telligence gathering using statistical, econometric, and mathematical 
estimates,” perform geospatial modeling, etc.);

●	 A bachelor’s degree is required (in particular, for accoun-
tants, cartographers, polygraph examiners, or case officers who “co-
vertly identify, evaluate, develop, recruit, and service non-US citi-
zens who have access to foreign intelligence data vital to US foreign 
policy and national security”);

●	 A mandatory master’s or higher degree (for “methodolo-
gist-analysts,” “life scientists and biotechnology experts,” and law-
yers with a “Doctor of Jurisprudence” degree exclusively from law 
schools accredited by the American Bar Association) for psycholo-
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gists – a bachelor’s or master’s degree for “protective agents” who 
“are part of a team that provides armed protection for RS leaders 
around the world 24/7/365”;

●	 An associate professor degree (for corporate IT specialists 
who “provide the agency’s mission partners with advice, analysis, 
and solutions regarding technology products, programs, data and sys-
tem access, and software issues”; for “physical and technical securi-
ty” officers).

●	 Multidisciplinary expertise (i.e., not only the position of 
“intelligence officer,” but also “multidisciplinary intelligence offi-
cer” or “DST Data Scientists” in the field of data collection and use, 
who are able to collect data “from many systems and data types” in 
order to obtain “key mission information”); or “DDI Data Scientists” 
who “solve critical data problems by creating optimal data pipelines, 
analyzing and transforming data, and delivering data to systems to 
advance the CIA’s intelligence mission”);

●	 Analytical skills (military and civilian positions: person-
nel analyst; human resources analyst; intelligence analyst; military 
analyst; political analyst; lead analyst; data collection analyst; data 
analyst; human resources analyst; targeting analyst; technical target-
ing analyst; business analytics officer; economic analyst; cyber threat 
analyst; software analyst; IG auditor/software analyst; IG-IT auditor/
software analyst; supervisory IT auditor/IG software analyst, etc.);

●	 Strong research skills (research component in the skills/
abilities of specialists for positions: science, technology, and weap-
ons analyst; materials research scientist; “power supply engineers 
and scientists”; “microelectronics research scientist”; intelligence 
scientists who “research, write, and teach all aspects of CIA history... 
have access to source material. Their works include short essays or 
book-length histories,“ etc.);

●	 Proficiency in cutting-edge technologies (“artificial intel-
ligence specialist”; “augmented reality specialist” who uses “their 
expertise to develop opportunities for virtual, augmented, and sen-
sor-enhanced environments using game mechanics, haptic devices, 
and/or immersive glasses”).
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6.	 Budget.
Priorities are not meaningful unless they are backed by a budget.
Despite the revolution in digital technology and the rapid devel-

opment of technical intelligence, human intelligence remains a prior-
ity for any intelligence service. This is because there will always be 
secrets that we can only learn about through human sources, and co-
vert operations that only humans can carry out. This requires human 
intelligence officers to undergo intensive training, work as a team, 
and possess impressive creativity and a thirst for risk.

The above points are closely intertwined with the provisions 
of the US National Intelligence Strategy, published in August 2023 
[20]. The document identifies six main areas of development for US 
intelligence, namely:

●	 Strengthening the role of intelligence in connection with 
the intensification of strategic competition between the US, China, 
and Russia. It is stated that only China has both the intentions and 
capabilities to compete with the US, while Russia is a source of 
constant threat to regional security in Eurasia, as well as a destabi-
lizing factor at the global level. In the context of strategic compe-
tition, the main task of US intelligence is to ensure US leadership 
in technology and innovation, primarily through open source intel-
ligence, big data, AI, and advanced analytics. To this end, the U.S. 
intelligence community (IC) must intensify cooperation with allied 
and partner intelligence services, as well as with the non-govern-
mental and private sectors.

●	 recruitment, professional development, and retention of tal-
ented US IC personnel. The most valuable personnel are those who 
are technically trained and talented but, due to organizational, bu-
reaucratic, and other constraints, are either unable to find employ-
ment in intelligence or resign after a short period of service. To speed 
up recruitment, it is planned to modernize the US intelligence com-
munity’s employee selection and recruitment system, and to enhance 
professional development, it is considered appropriate to continue 
practicing joint missions for representatives of various intelligence 
agencies, who will participate in them on a rotational basis.
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●	 Developing interoperable and innovative solutions to build 
new capabilities for the US IC. The result of implementing these 
solutions should be the creation of unified units responsible for pur-
chasing the necessary property and equipment; the introduction of a 
centralized automated system for submitting purchase requests and a 
unified system for concluding contracts for the performance of work. 
The key to success is considered to be the formation of a corporate 
culture within the US IC that will be focused on finding new tools, 
processes, and standards that will help perform labor-intensive tasks 
through productive human-machine (AI) interaction. The fundamen-
tal principle is data-centricity, which involves a significant increase 
in the availability and standardization of intelligence information, as 
well as the ability to search for and extract specific data from existing 
information volumes. This requires deeper integration of the US IC’s 
research, technical, analytical, and collection units.

●	 Expansion, diversification, and strengthening of partner-
ships in the field of intelligence. The creation of a network of allies 
and partners significantly enhances the operational and analytical ca-
pabilities of the US intelligence community. An important condition 
is the intensification of intelligence sharing at the regional and local 
levels. At the same time, the US IC must rethink and improve pro-
cedures for sharing information with non-governmental and sub-na-
tional institutions, as their role has grown significantly, especially in 
the area of protecting critical infrastructure from cyber threats.

●	 Increasing the level of expertise on transnational challenges 
such as climate change, drug trafficking, financial crisis, supply chain 
disruptions, corruption, unknown diseases, and disruptive technolo-
gies. In this context, the US IC plans to engage the best experts who 
have a high level of knowledge in their fields and are capable of 
formulating proposals for the state leadership to make appropriate 
strategic decisions.

●	 Ensuring the sustainability of the US IC. To this end, it plans 
to modernize and expand its intelligence infrastructure to improve its 
ability to detect and warn of the most dangerous threats, such as pan-
demics, massive cyberattacks, climate change, and terrorist acts. At 
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the same time, the intelligence infrastructure must ensure not only the 
stable functioning of intelligence, but also the ability to strike back and 
quickly recover in the event of an attack.

In the context of the digitization of intelligence activities, the 
US IC Data Strategy for 2023–2025, adopted in July 2023, which 
outlines the main directions of the US Intelligence Community’s dig-
itization policy, is also noteworthy [21]. According to the document, 
the new era is characterized by the data-centricity of the world. In 
this regard, US intelligence must implement the experience of lead-
ing commercial companies that organize their work according to the 
principles of agile2 and continuous learning. Against this backdrop, 
the importance of in-depth data analysis is growing in the interests 
of the fastest possible decision-making by state leadership. One of 
the most important tasks is to improve the format of intelligence in-
formation so that data can be perceived equally effectively by both 
humans (information consumers) and machines.

Until now, data itself has not been considered a key tool for in-
telligence activities at either the strategic or operational levels. The 
main problem is that US intelligence agencies are too slow to de-
velop data capabilities such as comprehensive data collection and 
analytics, primarily using AI. To improve the situation, the US IC 
considers it appropriate to implement a data-centric approach, which 
will make it possible to improve the processes of integration, trans-
portation, distribution, use, and maintenance of intelligence data.

The main directions for implementing the US IC’s Data Strategy 
are as follows:

●	 The application of the E2E (end-to-end) principle in data 
management involves detailed planning, development, and imple-
mentation of uniform procedures for collecting, processing, distrib-
uting, and using information. To this end, a unified format for in-
telligence data (tags or labels) will be introduced in the US IC for 
further processing using AI, as well as standards for the generation, 
exchange, distribution, delivery, and protection of information.

●	 Ensuring the interoperability of data for timely delivery to 
the right consumer requires a paradigm shift in intelligence man-
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agement from system-centric to data-centric. Whereas previously 
the main goal of intelligence management was to create an infor-
mation architecture (computers, servers, networks, etc.), the focus 
of management is now on procedures for collecting, analyzing, and 
distributing information using AI. The data-centric approach should 
improve the quality of intelligence information, deepen its integra-
tion, and increase the accuracy of interpretation and interoperability. 
The use of AI should reduce the time required to collect and process 
the necessary information from weeks/days to hours/minutes.

●	 The development of partnerships in the field of digital in-
novation involves active cooperation between the US IC and foreign 
intelligence services, civil institutions, and academic circles to better 
understand information technologies and respond to changes in their 
development. It should be emphasized that until now, the cooperation 
of the US IC with the private sector and scholars has not been so 
important, given the rapid pace of the digital revolution, especially 
in the field of AI.

●	 Improving the data literacy of intelligence personnel. The 
transition to a data-centric model of the US IC’s development is im-
possible without changing the education system and the training and 
professional development of intelligence personnel in the context of 
their understanding that working with data is the basis for the suc-
cessful completion of any mission (task). Data literacy is recognized 
as one of the key professional competencies of both ordinary em-
ployees and senior intelligence managers.

4.3. The Place and Role of Non-State Actors in Intelligence 
Activities in the Context of Safeguarding National Interests

Currently, the foreign policy of any state is based on the informa-
tion it has about socio-political issues, research into key problems in 
the political and social domains, analysis of strategies and tactics, and 
the implementation of political and socio-economic reforms. One of 
the main sources and processors of this information are intelligence 
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agencies, which help the state learn about its external environment and 
understand its own tasks in this area. Accordingly, civilian and military 
intelligence agencies focus on searching for, analyzing, and using in-
formation, both classified and obtained from open sources (OSINT). 
For a long time, states sought to retain a monopoly on intelligence ac-
tivities. However, the first half of the 1990s saw the emergence of pri-
vate entities that provided information and analytical services beyond 
business intelligence, not only to large corporations and individuals, 
but also to government agencies. Such organizations were called “pri-
vate intelligence companies” (PICs), and public-private partnerships 
began to develop in this specific area of activity. According to rough 
estimates, there are several hundred PICs operating in more than 50 
countries around the world [22].

A significant reason for involving PICs in ensuring the exter-
nal component of national security was that private structures are 
generally more flexible and effective than state ones, particularly in 
economic relations. In addition, such a PIC contractor made it pos-
sible to reduce government spending on the maintenance of special 
services, as well as to resolve some sensitive issues while concealing 
the direct involvement of the state in them. PICs offer their services 
not only to government agencies, but also to large corporations and 
individual consumers [23].

The United States is considered the originator of the public-pri-
vate partnership system in the field of national security, and the first 
PIC was the American global policy research center, RAND Corpo-
ration (Research and Development) [24]. It was founded on May 14, 
1948, in Santa Monica, California, by Henry Harley Arnold, Donald 
Wills Douglas Sr., and Curtis LeMay as a partnership between the 
U.S. Air Force and Douglas Aircraft Company for the design of air-
craft, rocket technology, and satellites. The RAND Corporation is 
considered one of the world’s first think tanks or policy institutes, 
providing military advice to state leaders and the Department of De-
fense.

The history of the RAND Corporation dates back to World War 
II, when a large group of mainly scientists and engineers was formed 
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in the United States to wage war on the “technological front.” In a 
relatively short period of time, this group created such innovations 
as the atomic bomb, radar, proximity fuses, and more. An analytical 
method of operations research was also developed and successfully 
applied, which made it possible to increase the effectiveness of air 
defense, bombing, and naval operations.

At the end of the war, when this team began to disband, the mili-
tary decided to retain some of the most talented employees to contin-
ue developing military technology. General Henry H. Arnold, com-
mander of the US Army Air Forces, created the RAND project with 
$10 million in funding for long-term planning of future weapons. 
In March 1946, Douglas Aircraft was awarded a contract to study 
intercontinental warfare using operations research. In May 1946, a 
preliminary design for an experimental space plane capable of cir-
cumnavigating the globe was released. On May 14, 1948, RAND 
was registered as a non-profit corporation under California law, and 
on November 1, 1948, Project RAND was officially transferred from 
Douglas Aircraft Company to RAND Corporation. Thus, Project 
RAND became the independent non-profit organization RAND Cor-
poration, with initial capital provided by the Ford Foundation.

RAND’s first major work was a study published under the title 
Preliminary Design of an Experimental World-Circling Spaceship. 
Although artificial Earth satellites were considered science fiction at 
the time, this 1946 document stated: “A satellite vehicle with appro-
priate instrumentation can be expected to be one of the most potent 
scientific tools of the Twentieth Century. The achievement of a sat-
ellite craft by the United States would inflame the imagination of 
mankind, and would probably produce repercussions in the world 
comparable to the explosion of the atomic bomb...” This successful 
prediction strengthened the prestige of the RAND Corporation. In 
mid-1957, the launch date of the first artificial Earth satellite was 
predicted with an error of only two weeks.

By the end of the 1950s, academic literature defined the differ-
ences between systems analysis and operations research, systems 
analysis and systems engineering, decision theory and operations 



184

research, etc. The problems of applying scientific methodology to 
such “imprecise” areas as management, human decision-making, 
and organization were widely discussed. An example of an important 
achievement by the RAND Corporation in solving these scientific 
and applied problems is the development and widespread application 
of systems analysis. RAND Corporation experts conducted a series 
of fundamental research and development projects on systems anal-
ysis, focused on solving the loosely structured problems of the US 
Department of Defense. The creation of the B-58 supersonic bomber 
in 1952 was the first development delivered as a system. All this re-
quired the publication of scientific and educational literature.

The first book on systems analysis was published in 1956. It was 
published by RAND (authors H. Kahn and I. Mann). The method-
ology of systems analysis was developed in detail and presented in 
1960 in the book by C. Hitch and R. McKean, The Economics of 
Defense in the Nuclear Age. It also includes an appendix on meth-
ods for quantitative comparison of alternatives for solving armament 
problems. Later, Charles J. Hitch (Assistant Secretary of Defense, 
President of the University of California) described the systematic 
approach to weapons selection in the United States.

In 1965, E. Quade’s very thorough book “Analysis for Military 
Decisions” was published. It presents the foundations of a new scien-
tific discipline — systems analysis. The book aims to justify methods 
for optimal selection when solving complex problems in conditions 
of high uncertainty. This book is a revised version of a course of 
lectures on systems analysis given by RAND Corporation employees 
to senior specialists of the US Department of Defense and Industry.

The same year saw the publication of S. Optner’s book “Systems 
Analysis for Business and Industrial Problem Solving”, which is full 
of new ideas and provides a complete and clear picture of system 
analysis with a description of the problems of the business world, the 
essence of systems, and the methodology for solving problems. The 
book was one of the first works published in our country that shed 
light on the state of this field in the United States. Academic disci-
plines in systems theory and systems analysis are normative and im-
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portant elements of the education system in many higher education 
institutions around the world and in Ukraine.

As can be seen from the titles of the books, during the devel-
opment of methods of systems analysis for the military sphere, it 
became clear that civilian problems — problems of firms, market-
ing, auditing, and others — also require the mandatory application of 
systems analysis methodology and a systems approach. The systems 
approach has become an important method of cognition, unlike the 
special techniques characteristic of the development of technology in 
the 16th-19th centuries. This was the second stage in the historical 
development of the systems approach in technology. A whole range 
of highly complex and sophisticated mathematical methods were 
developed, including linear programming, dynamic programming, 
problem prioritization, nonlinear programming, the Monte Carlo 
method, game theory, and others. In 1957, the book “System Engi-
neering: An Introduction to the Design of Large-Scale Systems” by 
H. Good and R. Machol was published in the United States.

The RAND Corporation has done significant work on studying 
the problems of nuclear weapons proliferation, analyzing the eco-
nomic, political, and technical aspects of building nuclear capabilities 
in various countries. The RAND Corporation was the first American 
institution to begin developing Cold War science using methods that 
involved intensive study of potential adversaries “from a certain dis-
tance.” The RAND Corporation is also the developer of the concepts 
of “flexible response,” “counterforce,” and others. Its most notable 
contribution is the Mutually Assured Destruction (MAD) doctrine, 
developed under the leadership of then-Defense Secretary Robert 
McNamara, based on game theory.

MAD is a military doctrine according to which the use of weap-
ons of mass destruction by two opposing sides will lead to the com-
plete destruction of both sides, rendering any attempts to use the first 
strike doctrine meaningless. The word “mad” also means ‘crazy’ or 
“insane,” and the term MAD was introduced by John von Neumann, 
a brilliant mathematician and consultant to the RAND Corporation. 
The doctrine of mutually assured destruction is a clear example of 
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Nash equilibrium, in which no armed party can either start a conflict 
with impunity or disarm voluntarily.

In 1971, a group of mathematicians from the RAND Corpo-
ration, led by Andrew Marshall, developed the first mathematical-
ly based National Intelligence Estimates (NIE), which contained 
the systematized results of processing intelligence and public data 
obtained from various sources. Now, the NIE is developed by the 
National Intelligence Council for the federal government. It is the 
consensus of all 18 components of the US intelligence communi-
ty. Andrew Marshall, a prominent analyst at the US Department of 
Defense who predicted a number of important changes in the world, 
including the collapse of the USSR, the rise of China’s geopolitical 
role, and the widespread use of robotics in military operations, was 
appointed head of the Pentagon’s Office of Net Assessment in 1973. 
In this position, he lived through the Cold War, countless military 
conflicts, and 10 presidential elections.

The RAND Corporation has also made a significant contribution 
to the field of Artificial Intelligence (AI). RAND researchers devel-
oped many of the principles that were used to create the Internet. 
The RAND Corporation’s experience in the military sphere led to 
the creation of the world-renowned Defense Advanced Research 
Projects Agency (DARPA) in the United States. In turn, DARPA’s 
successful experience made it possible to create a similar structure 
for the U.S. National Intelligence (Intelligence Advanced Research 
Projects Activity, IARPA), as well as similar bodies in civilian min-
istries (government agencies), such as the US Advanced Research 
Project Agency for Education (ARPA-Ed). This systematic approach 
led to the opening of the Government Advanced Research Develop-
ment Agency (GARDA) in 2018.

Today, the RAND Corporation is one of the world’s most re-
spected think tanks in all areas of public policy and management, 
national security and intelligence, from defense and international re-
lations to education, health care, urban planning and infrastructure, 
transportation, energy, environmental protection, law, demographics, 
employment, and more. At the same time, RAND maintains close, 
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unofficial ties with its main client, the CIA. The corporation has 
about 1,700 employees from 50 countries who are experts in a wide 
variety of fields (economics, psychology, medicine, education, engi-
neering, mathematics, computer technology, international relations, 
etc.). Among the corporation’s employees were such well-known fig-
ures as Professor Francis Fukuyama, US Secretary of State Henry 
Kissinger, Secretary of Defense and CIA Director James Schlesing-
er, Deputy National Security Advisor to the US President James 
Steinberg, and the RAND Board of Directors included former U.S. 
Secretary of State Condoleezza Rice and U.S. Secretary of Defense 
Donald Rumsfeld. Thirty Nobel Prize winners have been involved in 
various projects of the corporation.

The RAND Corporation has offices in the United States: Santa 
Monica, California, where its headquarters and Frederick S. Pardee 
Graduate School are located; Arlington, Virginia; Pittsburgh, Penn-
sylvania; Boston, Massachusetts; and Washington, D.C. RAND also 
has American researchers living and working in more than 35 oth-
er states and the District of Columbia. In addition, it has offices in 
Cambridge (UK), Brussels (Belgium), Rotterdam (Netherlands), and 
Canberra (Australia). RAND’s research clients include governments 
and government agencies in various countries, non-governmental or-
ganizations, and private companies.

The Rand Corporation is aptly portrayed in a book published in 
2008 entitled “Soldiers of Reason: The RAND Corporation and the 
Rise of the American Empire.” The corporation aims to solve problems 
in an interdisciplinary and quantitative way by translating theoretical 
concepts from formal economics and physical sciences into new ap-
plications in other fields, using and developing applied scientific re-
search. A significant part of RAND’s research involves national securi-
ty issues. Many of the events in which RAND plays a role are based on 
assumptions that are difficult to verify due to the lack of details about 
RAND’s work for defense and intelligence agencies.

After the collapse of the USSR, already in the new geopoliti-
cal conditions, in 1992, former CIA employees established the CTC 
International Group in Florida. Presumably, the group’s personnel 
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composition led to limited public information about this PIC. A brief 
advertisement on the website states that the company works in the 
field of security and investigations and provides practical informa-
tion to educate clients and help them make informed decisions [25]. 
Led by former CIA officers, CTC uses the intelligence cycle to pro-
vide private clients with high-quality intelligence that the US gov-
ernment uses to make decisions. Targeted research combined with 
professional analysis provides intelligence, not just “information,” 
which separates the “nice to know” from the “need to know.” CTC 
provides intelligence to CEOs, lawyers, and other decision-makers 
who need accurate, actionable, and effective intelligence. After all, 
knowledge truly is power.

CTC International Group specializes in business analytics, com-
petitive intelligence, independent company verification, background 
checks, strategic intelligence, and support for complex litigation. The 
company has between 50 and 100 employees.

One of the most well-known and reputable PICs is Strategic 
Forecasting, Inc. (Stratfor), founded in 1996 by political scientist 
George Friedman [25]. In the early 1980s, he began conducting re-
search on Soviet-American relations. In 1994, he founded the Center 
for Geopolitical Studies at Louisiana State University, which special-
ized in strategic forecasting. From 1996 to 2015, he headed Stratfor.

Stratfor’s materials are referenced by influential media outlets, 
including CNN, Bloomberg, Associated Press, Reuters, The New 
York Times, Time, and the BBC. In 2001, Barron’s magazine called 
Stratfor the “shadow CIA.” Gradually, this PIC surpassed RAND in 
terms of its influence among corporations and government organiza-
tions and its popularity among journalists. The fundamental differ-
ence between Stratfor and RAND is that Stratfor was the first to cre-
ate a global intelligence network focused primarily on corporations 
and a corporate approach.

Stratfor employees collect and analyze information about world 
events, focusing on security issues and geopolitical risks. They ob-
tain information not only from the media and other open sources, 
but also from their own sources. In fact, this is human intelligence 
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(HUMINT). Based on the information collected, Stratfor analysts 
make economic and geopolitical forecasts. The company has about 
100 employees.

In addition to researchers from various scientific fields, Stratfor 
involves experts with relevant practical experience in its work. For 
example, from 2004 to 2020, the company’s vice president for coun-
terterrorism and corporate security was Fred Burton, a former US Se-
cret Service employee and later deputy chief of the Counterterrorism 
Division of the US State Department’s Diplomatic Security Service. 
From 2013 to 2018, the vice president for customs intelligence was 
Bret Boyd, a former officer of the US Special Operations Command.

In 2012, Stratfor found itself at the center of a scandal sparked 
by the international organization WikiLeaks, founded by Australian 
journalist Julian Assange. He published more than 5 million of the 
company’s emails and accused it of tracking the activities of interna-
tional activist organizations on behalf of PIC clients, including The 
Dow Chemical Company and The Coca Cola Company, as well as 
US intelligence agencies. The materials stolen by hackers also men-
tioned Stratfor’s contacts with the Israeli national intelligence service 
Mossad. After the controversial data leak, the company was forced 
to assure its clients that it would strengthen security measures and 
also offered a two-week free subscription to new mailings. Given the 
semi-public nature of the company’s agent network, its partial dis-
closure did not lead to significant losses for the network or damage 
to PIC’s reputation.

In 2015, Friedman became the founder and head of a new PIC, 
Geopolitical Futures (GPF). An analysis of the company’s public 
publications and statements by this leading expert indicates certain 
changes in his political sympathies, which may have prompted J. 
Friedman to leave Stratfor, as well as inconsistencies in his strategic 
forecasts [26].

In May 2000, The Arkin Group LLC (TAG) was established 
[27]. The founders of this PIC are the former head of global opera-
tions at the CIA and renowned New York lawyer Stanley Arkin. TAG 
specializes in international crisis management, strategic intelligence, 
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investigative research, and business problem solving, using strategic 
information, predictive analysis, and data (HUMINT).

Jack Devine, founding partner and president of TAG, is a 32-year 
veteran of the CIA. He served as acting director and deputy director 
of CIA operations outside the United States from 1993 to 1995, where 
he oversaw thousands of CIA employees involved in covert missions 
around the world. In addition, from 1992 to 1993, Devine served as 
Chief of the Latin American Division and was the senior manager of 
CIA covert projects in Latin America. From 1990 to 1992, Devine 
headed the CIA’s Counternarcotics Center, which was responsible for 
coordinating and building close cooperation between all major law 
enforcement agencies in the US and other countries in tracking glob-
al drug traffickers and criminal organizations. From 1985 to 1987, he 
headed the CIA’s Afghanistan Task Force, which successfully coun-
tered Soviet aggression in the region. In 1987, he was awarded the 
CIA’s Distinguished Officer Award for this achievement.

Devine’s international experience in the US government included 
assignments in Latin America and Europe. During his more than 30 
years with the CIA, he participated in the organization, planning, and 
execution of numerous covert projects in virtually all areas of intelli-
gence, including analysis, operations, technology, and management. 
Devine has been awarded the Agency’s Distinguished Intelligence 
Medal and several honorary awards. He is a recognized expert on 
intelligence and has written opinion pieces for The Washington Post, 
The Wall Street Journal, The Financial Times, Foreign Affairs Mag-
azine, The World Policy Journal, Politico, and The Atlantic Monthly. 
He has also appeared as a guest on the National Press Club, CNN, 
CBS, NBC, MSNBC, Fox News, CSPAN, Bloomberg News, as well 
as the History and Discovery channels, PBS, NPR, and ABC Radio.

In the private sector, Devine has previously served on Kohl’s Cy-
ber Security Advisory Group, SAP National Security Services (NS2) 
Advisory Board, CyberCore Advisory Board, and Secretary of the 
Navy Advisory Board. He lives in New York City and is a member of 
the Council on Foreign Relations, and is fluent in Spanish and Italian. 
Devine’s book, “Good Hunting! An American Spymaster’s Story,” a 
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New York Times bestseller, was published in June 2014. It chronicles 
his career at the Agency and the role of covert operations in the past 
and future.

The TAG team brings together experts from top US universities 
and graduate programs and has experience working in key US gov-
ernment agencies, international organizations, and leading consulting 
firms. In its activities, PIC relies on extensive national and internation-
al networks of regional and functional experts, including intelligence 
specialists, law enforcement officials, diplomats and politicians, indus-
trial, business and financial analysts, leading scientists, journalists, and 
specialized experts in forensic science and security. TAG’s specializa-
tions include business analytics, independent company verification, 
forensic investigations, strategic crisis consulting, political risk analy-
sis, security, and preparedness. PIC’s mission is to use strategic intel-
ligence and predictive analysis to enable clients to minimize risk and 
maximize returns when making important business decisions. It has 
completed hundreds of assignments in every region of the globe. TAG 
is distinguished by its personalized approach and services. For each 
assignment, PIC creates a unique game plan to achieve the client’s spe-
cific goals. Although it relies on a wide range of investigative, forensic, 
communications, and security tools, the hallmarks of TAG’s methodol-
ogy are sound analysis and well-sourced human intelligence. In Febru-
ary 2009, another American PIC appeared – The Chertoff Group [28]. 
It is a specialized consulting company that is a global leader in secu-
rity and risk management. Its founders and key employees are former 
high-ranking US officials: Michael Chertoff, Secretary of Homeland 
Security (2005–2009); Michael Vincent Hayden, four-star general, Di-
rector of the National Security Agency (NSA) (1999–2005), Deputy 
Director of National Intelligence (2005–2006), Director of the CIA 
(2006–2009); Chad Sweet, Chief of Staff, Department of Homeland 
Security (2005–2009), former CIA employee; Charles Allen, Under 
Secretary of Homeland Security for Intelligence and Analysis (2005–
2009), former Assistant Director of the CIA; Jay Cohen, Rear Admiral, 
Under Secretary of Homeland Security for Science and Technology 
(2006–2009). The Chertoff Group’s team of recognized experts with 
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diverse experience in security in the private and public sectors helps 
organizations manage cyber, physical, regulatory, and geopolitical 
risks. Through its business development practice, it helps its clients 
gain competitive advantage and accelerate growth.

The Chertoff Group includes:
•	 Chertoff Capital, an investment banking subsidiary that ad-

vises on mergers and acquisitions (M&A) for companies in the de-
fense technology, public services, and cybersecurity markets.

•	 Merchant Banking Practice, which has a proven track re-
cord of advising on nearly $8 billion in closed M&A transactions, 
provides integrated investment banking services and capital invest-
ments to fast-growing, mission-driven companies in the fields of na-
tional security, cybersecurity, and more.

•	 MC2 Investment Management, LLC, a subsidiary that pro-
vides growth capital through the MC2 Security Fund, a private equi-
ty fund that invests in the equity of rapidly growing, high-potential 
companies in the cybersecurity, national security, defense technology, 
and public services sectors. The MC2 Security Fund invests directly 
or through special purpose companies such as MC2 Titanium, LLC.

The Chertoff Group serves Fortune 500 companies across 
a range of sectors, as well as small and medium-sized business-
es with specialized needs. PIC’s experts and specialists base their 
work on anticipating what will happen next, applying best practic-
es, and demonstrating value. Its experienced team helps organiza-
tions manage cyber, physical, transportation, and geopolitical risks; 
develop resilience; navigate changing regulatory and compliance 
requirements; and unlock opportunities to do business and create 
value.

The Chertoff Group is one of the few professional services firms 
in the world to receive the SAFETY Act designation under the U.S. 
Department of Homeland Security’s Security Risk Management 
Consulting Methodology. It has developed its own methodology to 
enable organizations to assess, mitigate, and control physical and cy-
ber security risks to their people, facilities, and technology assets, as 
well as to the business operations they support.
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The Chertoff Group’s mission is to apply its expertise in security, 
technology, and policy to help clients build resilient organizations, 
gain a competitive advantage, and accelerate growth. To do this, it 
has the following capabilities:

●	 360-degree view of security risks:
●	 Global security risk environment;
●	 Business markets and investment opportunities for security 

and safety technologies;
●	 Political and regulatory interactions;
●	 Integrated full lifecycle advisory model:
●	 Security risk management;
●	 Organic and inorganic growth strategies;
●	 Transaction liquidity events;
●	 Equity investments.
The Chertoff Group’s competitive advantages include: proven 

security risk management consulting methodology; demonstrated 
success in reducing overall security risk; enabling clients to measure 
and report on the effectiveness of their risk management programs; 
a pragmatic approach based on the experience of security operators 
and policy makers; the ability to translate security knowledge into 
value creation for clients; a strong global network of strategic rela-
tionships and trusted partners; and access to significant growth capi-
tal and investor syndicates.

Since the use of PIC in US intelligence activities had some side 
effects, an expert discussion was held at the National Press Club in 
August 2009, during which participants discussed this issue with the 
leaders of The Chertoff Group and The Arkin Group.

The experts were primarily interested in answers to two questions: 
does such privatization threaten national security interests and the fu-
ture of the intelligence community? And what about the problem of 
“poaching” a significant number of intelligence personnel by private 
firms, where they use their professional knowledge and skills? During 
the discussion, data was presented showing that US intelligence ser-
vices are outsourcing some of their traditional functions to “contrac-
tors,” whose services come at a high cost. In particular, this accounts 
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for more than 30% of the CIA’s annual budget. In addition, PICs have 
poached two-thirds of the senior staff of the Department of Homeland 
Security, who have extensive contacts in various circles, significant 
professional experience, and knowledge of how government agencies 
work.

Particularly heated discussions revolved around the issue of 
secret CIA programs, under which, for example, Blackwater USA 
(since January 2010 – Academi) received a contract in 2004 for the 
physical elimination of Al-Qaeda leaders. According to US media 
reports, the aim of this move was to shield CIA employees from pos-
sible criminal liability in the event of the operation’s failure or other 
unforeseen circumstances.

The participants in the discussion concluded that the actions of 
“contractors” hired by federal agencies must comply with the same 
strict moral and legal standards as the actions of IC employees. The 
decisive factor when hiring PICs or individuals is their unique quali-
fications or skills, which can take a long time to acquire. In addition, 
“contractors” are usually called upon when there is a temporary need 
for knowledge and skills in a particular area. In these cases, hiring 
specialists saves time and resources, since “contractors” are not per-
manent employees and can be easily replaced if necessary. This is 
especially true when lawmakers set tasks for the intelligence com-
munity that require significant expenditures, but at the same time cut 
the budget.

As noted by J. Devine, head of The Arkin Group, in the late 
1990s, Congress cut the CIA’s budget by 25%. This meant that at the 
time of the September 11, 2001, terrorist attacks, the human and ma-
terial resources of this intelligence agency were insufficient to per-
form its functions quickly and effectively. To solve the problem, the 
leadership resorted to the mass use of “contractors.” However, not all 
functions were transferred to them; accordingly, the CIA developed 
task concepts and managed and controlled their implementation. At 
the same time, J. Devine denied that American intelligence practiced 
hiring PICs to eliminate terrorists (at least during his 32 years of ser-
vice at the CIA).
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General M. Hayden (The Chertoff Group) called for no distinc-
tion to be made between government agencies and private business-
es, a significant proportion of which are willing to take risks without 
financial reward in order to help ensure national security. He also 
stressed that the lack of comprehensive data on individuals and com-
panies working under government contracts in the field of intelli-
gence and security is due to the need to protect sources of informa-
tion. This approach should be understood, in particular, by media 
representatives who are showing increased interest in this issue.

The UK is currently the leader in providing private intelligence 
services on the European continent. According to experts, a few 
years ago, the budget of PICs located in London alone was close to 
$20 billion. It is worth describing the work of some well-known PICs 
operating in the UK.

SCL Group (Strategic Communication Laboratories) is a private 
British behavioral research and strategic communications company 
that was registered with Companies House on July 20, 2005, by Ni-
gel Oakes, who was its CEO [29]. The company positioned itself as 
a “global election management agency.” The company’s managers 
and owners had close ties to the Conservative Party, the British roy-
al family, the British military, the US Department of Defense, and 
NATO, and its investors included some of the Conservative Party’s 
biggest sponsors.

In 1990, Nigel Oakes, who had experience in television pro-
duction and advertising, founded the Behavioral Dynamics Institute 
(BDI) as a research center for strategic communication [30]. Oakes 
believed that academic ideas developed by psychologists and an-
thropologists at the BDI should be used to change public opinion, 
and that this would be more successful than traditional advertising 
methods. The study of mass behavior and how to change it led to 
the creation of Strategic Communication Laboratories, and BDI be-
came its non-profit affiliate, SCL Group. Among the investors in SCL 
Group was banker Paul David Ashburner Nix, whose son Alexander 
Nix would become a close associate of Oakes. One of the former 
directors is Lord Ivar Mountbatten. Among the company’s investors 
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were Jonathan Marland, Baron Marland, and Roger Gabb, a major 
Conservative Party donor who was registered as having significant 
control over the company as of 2018.

After its initial commercial success, SCL Group expanded its 
presence in the military and political arenas. It became known for its 
alleged involvement in military disinformation campaigns involving 
social media branding and voter targeting. SCL Group began to focus 
on elections in developing countries, engaging with their military and 
politicians to study and manipulate public opinion and political will. 
To do this, the PIC used what were called “psychological operations” 
to gain insight into the thinking of the target audience. It conducted 
an intellectual analysis of data and analysis of data about its audi-
ence. Based on the results, it targeted communications specifically 
at key audience groups to change behavior in line with its clients’ 
requirements. In the early 1990s, the PIC was involved in psycholog-
ical warfare in military contexts as a contractor for the US and British 
military during the wars in Afghanistan and Iraq.

In 2005, at the Defence and Security Equipment International 
(DSEI) exhibition, the largest military technology exhibition in the 
United Kingdom, SCL Group demonstrated its capabilities in “in-
fluence operations,” showing how it could help organize a complex 
campaign of mass deception of the public in a city as large as Lon-
don. SCL Group claims that its methodology has been endorsed by, 
among others, agencies of the UK government and the US federal 
government.

According to information on its website, since 1994, SCL Group 
has participated in more than 25 international political and election 
campaigns and has influenced elections in Italy, Latvia, Ukraine, Al-
bania, Romania, South Africa, Nigeria, Kenya, Mauritius, India, In-
donesia, the Philippines, Thailand, Taiwan, Colombia, Antigua, Saint 
Vincent and the Grenadines, Saint Kitts and Nevis, and Trinidad and 
Tobago.

In 2013, SCL Group founded a subsidiary, Cambridge Analytica 
(CA), which specializes in providing consulting services in the polit-
ical sphere, using deep data analysis technologies, in particular those 
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from social media, to develop strategic communication on the In-
ternet during election campaigns [31]. These technologies are based 
on algorithms developed by Cambridge University employee Michal 
Kosinski, which allow the creation of psychological profiles of web 
resource users. This PIC was created to participate in the electoral 
process in the United States and participated in 44 elections to the 
US Congress, US Senate, and state-level elections in the 2014 mid-
term elections. In 2015, the company participated in the Republican 
Party’s presidential primaries for the 2016 election, mainly in support 
of Ted Cruz.

CA was largely funded by billionaire hedge fund manager Robert 
Mercer, a major supporter of Cruz and then Donald Trump. Accord-
ing to The Guardian, Cambridge Analytica formed a global network 
of sources, “taking root” in 68 countries around the world.

It is believed that Cambridge Analytica helped the government 
convince the UK population to vote in favor of leaving the EU in the 
2016 referendum. A few years later, the UK Parliament Intelligence 
and Security Committee (ISC) published its Russia Report, which 
mentioned possible Russian interference in the Brexit referendum. 
Cambridge Analytica was also mentioned in the investigation. It is 
worth noting that in 2017, Russia’s Sberbank used the company’s 
services to improve its system for assessing the creditworthiness 
(credit risks) of its customers.

In 2018, Cambridge Analytica found itself at the center of an 
international scandal: it came to light that the company had illegally 
accessed the data of 87 million Facebook users while working on US 
President Donald Trump’s election campaign. In addition, the British 
television broadcaster Channel 4 released recordings of conversa-
tions with the PIC’s managers, from which it can be concluded that 
Cambridge Analytica employees resort to bribes to discredit politi-
cians. The scandal led to Facebook blocking Cambridge Analytica’s 
access to all of its services, and the company itself came under inves-
tigation by the British and US governments. Since then, the company 
has been disbanded and bought by Emerdata Limited. In 2019, the 
Federal Trade Commission (FTC) filed an administrative complaint 
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against Cambridge Analytica for misuse of data, while simultaneous-
ly entering into settlement agreements with its former CEO, Alexan-
der Nix, and app developer Aleksandr Kogan, in which they agreed 
to delete the illegally obtained data.

In 2020, Alexander Nix signed a disqualification agreement ap-
proved by Alok Sharma, Secretary of State for Business, Energy and 
Industrial Strategy, on September 14, 2020. Effective October 5, 2020, 
Alexander Nix is disqualified for seven years from acting as a director 
or directly or indirectly participating, without court permission, in the 
promotion, incorporation, or management of a UK company.

PIC Emerdata Limited was founded in August 2017 by a group 
of people associated with Cambridge Analytica: the data director and 
head of Cambridge Analytica’s parent company, SCL Group, which 
ceased operations on May 1, 2018 [32]. Its London headquarters are 
located in the same building as Cambridge Analytica. It has been 
reported that the company offers similar services to those of SCL 
Group and Cambridge Analytica.

Emerdata’s board of directors includes Frontier Services Group 
employee Johnson Chun Shun Ko, a Hong Kong businessman asso-
ciated with Erik Prince (founder of Blackwater), Cambridge Ana-
lytica investor Rebekah Mercer, and Cambridge Analytica CEO Al-
exander Nix. In January 2018, Emerdata Limited raised $19 million 
from international investors and was widely discussed in the media. 
It was portrayed as a potential successor to Cambridge Analytica. In 
May 2018, Nigel Oakes, founder of SCL Group, the British affiliate 
of Cambridge Analytica, acknowledged that Emerdata intended to 
acquire Cambridge Analytica and SCL, but said that these plans had 
been abandoned and that Emerdata and its stake in Firecrest Technol-
ogies Ltd, a subsidiary created by former Cambridge Analytica CEO 
Alexander Nix, would be liquidated.

In July 2019, it emerged that Emerdata had made a full acquisi-
tion of these companies, paid SCL’s legal bills amid bankruptcy pro-
ceedings, investigations, and lawsuits on both sides of the Atlantic, 
and paid millions to acquire what remained of the companies while 
they were in the process of being liquidated.
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In the context of the study, the activities of several Israeli PICs 
are of interest. Psy-Group was founded in 2014 by Roy Burstein, a 
former lieutenant colonel in the Israeli army who headed a special 
intelligence unit within the country’s government and later became 
the CEO of this PIC [33]. The owner was Joel Zamel, an Australian 
Jew who made his fortune in mineral extraction. Among the advisors 
were former Mossad deputy director Ram Ben-Barak and Yaakov 
Amidror, former head of the National Security Council in Benjamin 
Netanyahu’s office. The company’s legal advisor was Daniel Reisner.

Psy-Group was involved in managing online image, influence/
manipulation campaigns on social media, opposition research, hone-
ytraps, and covert field operations for clients. Psy-Group was some-
times referred to as the “private Mossad.”

In 2016, the PIC launched Project Butterfly, designed to combat 
the BDS movement on American university campuses. Psy-Group 
offered its sponsors the opportunity to undermine the stability of or-
ganizations promoting the boycott of Israel from within. The com-
pany’s employees searched social networks and publicly available 
sources, as well as the so-called Dark Web, for information that could 
discredit BDS activists or sow discord within BDS groups.

As an example, The New Yorker journalists cite the publication 
of photographs of Muslims drinking alcohol or replacing their wives. 
The results of Psy-Group’s work were always published in such a 
way that they could not be linked to either the company or its clients. 
According to The New Yorker, a total of $2.5 million was invested 
in the project, and the fight against the BDS movement spread to 10 
major American universities.

Psy-Group was financially linked to the Metropol Group, head-
ed by Russian millionaire Mikhail Slipenchuk, a former member of 
the Russian State Duma from the United Russia party. At one time, 
Psy-Group provided services to Russian oligarchs Oleg Deripaska and 
Dmitry Rybolovlev, Deputy Head of the General Intelligence Service 
of Saudi Arabia Major General Ahmad Asiri (involved in the murder of 
journalist Jamal Khashoggi), and the corrupt president of Gabon, Ali 
Bongo Ondimba. In addition, in June 2016, Joel Zamel participated in 
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the St. Petersburg International Economic Forum, which was held with 
the participation of the Russian president.

In 2016, this PIC collaborated with the British company Cam-
bridge Analytica during the election campaign of US President Don-
ald Trump. Joel Zamel met with Donald Trump Jr. and Jared Kush-
ner, offering them to launch an online campaign to destroy the polit-
ical reputation of Trump’s rivals (Psy-Group employees carried out 
such an operation at least once on the eve of parliamentary elections 
in one of the European countries). The campaign used the follow-
ing methods: infiltrating the target audience on social media with 
specially created fake accounts; spreading misleading information 
through websites that imitated news portals; discrediting political op-
ponents by organizing bribery or accusations of sexual harassment. 
Psy-Group’s activities later became part of an investigation by the 
FBI and the Senate Select Committee on Intelligence into possible 
Russian interference in the US presidential election.

In 2017, PIC conducted a disinformation campaign against the 
Ukrainian Anti-Corruption Action Center (AntAC), targeting its 
chairman, Vitaliy Shabunin, and its executive director, Daria Kale-
niuk. The Psy-Group’s campaign to discredit AntAC members re-
sulted in at least two YouTube videos spreading false information 
about Ukrainian activists. Two completely fake “English-language 
news reports” were posted on the Storozh Ukraina channel and have 
over 20,000 views, indicating that the videos were promoted through 
advertising. Storozh Ukraina is another anonymous association of 
citizens who “expose” anti-corruption activists. In March 2017, se-
nior Saudi Arabian officials close to Crown Prince Mohammed bin 
Salman offered several PICs $2 billion to organize a series of con-
tract killings. In particular, they were interested in the commander 
of the Quds Force unit of Iran’s Islamic Revolutionary Guard Corps, 
General Qasem Soleimani.

The meeting was attended by the aforementioned deputy head of 
Saudi Arabia’s General Intelligence Service, Major General Ahmad 
Asiri, and Joel Zamel, who allegedly refused the offer. However, it 
should be noted that Qasem Soleimani was killed on January 3, 2020, 
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in a targeted airstrike by the US Air Force. According to some re-
ports, information about the general’s whereabouts was provided to 
the American side by the Mossad.

In 2018, after Special Counsel Robert Mueller’s commission 
took an interest in Psy-Group’s activities, Joel Zamel was forced to 
shut it down, and some of its employees moved to Black Cube, a 
company involved in the Harvey Weinstein case and in gathering 
compromising information on Barack Obama. Joel Zamel himself 
remains the head of the Zamel Group, which includes the US-based 
PIC Wikistrat, founded in 2010 [34]. From 2014 to 2017, its direc-
tor of strategic development was former Israeli intelligence officer 
Shay Hershkovitz. Wikistrat’s line of business involves geostrategic 
consulting using crowdsourcing (engaging a wide range of individ-
uals to utilize their creative abilities, knowledge, and experience for 
something like subcontracting on a voluntary basis using information 
technology).

PIC White Knight Group, which is essentially the successor to Psy-
Group, was founded in 2017 [35]. This PIC specializes in social media 
campaigns, influence operations, and election campaign management. 
The group is also an active investor in transnational infrastructure proj-
ects, including AI development and the cybersecurity sector, especially 
for companies in Central and Eastern Europe. Methods similar to those 
used by Psy-Group: online image management, influence through so-
cial media, manipulative campaigns, strategic disinformation (e.g., 
production of fake news or propaganda), political campaigns using 
social media and AI. The same tactics are used by other Israeli PICs – 
Archimedes Group and Black Cube [36, 37].

The tactics of Archimedes Group, which targets a number of Af-
rican countries, Latin America, and Southeast Asia, are very similar 
to the information warfare tactics often used by the governments of 
certain countries, particularly Russia. For its part, Black Cube eaves-
dropped on non-governmental organizations in Hungary on the eve 
of the spring 2018 election campaign in order to gather compromis-
ing information to pass on to the headquarters of the country’s Prime 
Minister Viktor Orbán.
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Some PICs specialize in providing technical support for intelli-
gence activities. One of them is the Israeli-American Verint Systems 
Inc., which was founded in 1994 and has an estimated 5,000–10,000 
employees [38]. In 2017, it acquired a small PIC, Terrogence, founded 
in 2005 by former Shin Bet counterintelligence officer Shai Arbel [39]. 
Both companies actively contract with the US government to provide 
the NSA and other intelligence agencies with the latest espionage tech-
nologies. Among these technologies is the Face-Int service, designed 
for facial recognition, based on a database of many thousands of indi-
viduals suspected of illegal activity. Terrogence actively tracked and 
collected information on the Internet about terrorists and other individ-
uals who posed a threat to national security (particularly in the areas of 
air transport security, immigration, etc.). The sources of such data were 
YouTube, Facebook, and various open and closed forums. In April 
2018, information about the Face-Int service disappeared from the Ter-
rogenсe website, but it can be assumed that the company continues to 
provide such services and uses more sources of information than was 
officially known. The exact technology used by the Face-Int service to 
obtain facial images remains unknown, but the description of the pro-
gram resembles one of the US National Security Agency (NSA) proj-
ects exposed by Edward Snowden in 2014. During the three years of 
the project’s existence, this special service collected 55,000 high-qual-
ity images of identified faces. It appears that Terrogence is violating 
Facebook’s policy, which prohibits the use of data obtained from the 
social network to track users. The use of any automated methods of 
collecting information, such as bots, is also prohibited.

There is no evidence that the US government may be using the 
Face-Int service, but open data shows that Terrogence has at least two 
government contracts with the US Navy totaling nearly $150,000. This 
amount is equivalent to an annual subscription to two services of this 
PIC – Mobius and TGAlertS. The Mobius service is a collection of ma-
terials from various social networks and platforms on the latest trends 
in explosive devices created by terrorists and methods of their use, 
while TGAlertS contains operational information on some important 
events obtained by Terrogence employees from the Internet.



203

Although Terrogence’s main focus is working with intelligence 
and law enforcement agencies to combat terrorism, the LinkedIn pro-
files of former employees mention “working with public opinion for 
government clients” and using “social media methods to study polit-
ical and social groups.”

Another area of activity of PICs, similar to Terrogence, that is 
causing public concern is the creation of various “blacklists.” In 
2018, Verint launched another facial recognition program, FaceDe-
tect, which enables the identification of individuals regardless of their 
ethnicity, any obstacles, aging, or concealment, and instantly adds 
data to a registry of wanted persons. The main problem with such 
registries created by states is the algorithm for including specific in-
dividuals in them and the scope of application of the collected data.

In February 2021, Amnesty International reported that Verint 
Systems had provided the South Sudanese National Security Service 
with equipment for intercepting communication channels. This spe-
cial service is accused of persecuting, intimidating, arbitrarily de-
taining, and, in some cases, forcibly disappearing and even killing 
political opponents of the regime.

The United Arab Emirates (UAE) also has its own PIC, Dark-
Matter Group (DarkMatter), which was founded in 2014 by Emirati 
businessman Faisal Al Bannai, founder of mobile phone supplier Ax-
iom Telecom and son of the Major General of the Dubai Police [40]. 
This PIC positioned itself as a computer security company engaged 
exclusively in defensive measures, but some experts claim that Dark-
Matter is involved in “offensive” measures, i.e., hacking computer 
networks, cyber attacks, and illegally accessing data on the Inter-
net, particularly in the interests of the UAE government. In the same 
year, 2014, DarkMatter’s subsidiary, Zeline 1, began operations in 
Finland. It recruited former NSA employees and officers from the 
technical divisions of the Israel Defense Forces, offering them up to 
$1 million per year.

DarkMatter made its public debut in 2015 at the 2nd Annual 
Arab Future Cities Summit. At the time, the company promoted ca-
pabilities such as network security and troubleshooting, promised to 
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create a new “secure” mobile phone, and positioned itself as a “digi-
tal defense and intelligence service” for the UAE.

In 2016, reports emerged that CyberPoint, which worked for 
the UAE government, had signed a contract with the Italian com-
pany Hacking Team, a spyware developer, which undermined Cy-
berPoint’s reputation as a cybersecurity firm. The UAE, dissatisfied 
with relying on an American contractor, replaced CyberPoint with 
DarkMatter, which became the contractor for Project Raven instead 
of CyberPoint. This project was a confidential initiative designed to 
help the UAE government monitor terrorists, political opponents, 
and foreign governments. Its team included former US intelligence 
agents who used their training to hack into the phones and computers 
of Raven project targets. The operation was conducted in a converted 
mansion in the Abu Dhabi suburb of Khalifa City, known as “The Vil-
la.” Project Raven originated in 2008 as the Development Research 
Exploitation and Analysis Department (DREAD), created by Richard 
Clarke through his security consulting group Good Harbor Consult-
ing as a division of the UAE royal court of Mohamed bin Zayed 
Al Nahyan. By the end of 2010, Good Harbor had divested itself 
of DREAD, ceding control to Karl Gumtow, co-founder and CEO 
of CyberPoint. From 2014 to 2016, CyberPoint provided US-trained 
contractors to Project Raven. After that, the Raven project expanded 
its surveillance to include Americans, potentially involving its Amer-
ican employees in illegal activities. For example, DarkMatter hacked 
into emails between First Lady Michelle Obama and a former Qatari 
minister about Michelle Obama and Conan O’Brien’s trip to Qatar 
in November 2015. Obama and O’Brien visited Al Udeid Air Base, 
which houses the forward headquarters of US Central Command and 
the Royal Air Force’s 83rd Expeditionary Air Wing. The air base also 
served as the headquarters of the US Air Force Central Command 
during the wars in Iraq and Afghanistan. DarkMatter was very inter-
ested in hacking into Qatar’s computers to obtain and read its elec-
tronic communications, as Qatar was believed to support the Muslim 
Brotherhood. After The Intercept published an article on October 24, 
2016, exposing DarkMatter’s surveillance, Samer Khalife, DarkMat-
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ter’s CFO, transferred some US citizens from DarkMatter to a new 
company called Connection Systems.

That same year, Project Raven purchased a tool called Karma. 
Karma could remotely hijack an Apple iPhone anywhere in the world 
without any interaction from the iPhone owner, as long as the us-
er’s name, such as their Apple ID, email address associated with the 
phone, or phone number, was provided. Raven operatives could view 
passwords, emails, text messages, photos, and location data from a 
compromised iPhone. Among those whose cell phones were deliber-
ately hacked using Karma were the Emir of Qatar, Sheikh Tamim bin 
Hamad bin Khalifa Al Thani, as well as his brother and several other 
close associates; Nadia Mansoor, wife of imprisoned UAE human 
rights activist Ahmed Mansoor; British journalist Rori Donaghy; 
Lebanese Prime Minister Saad Hariri; Yemeni Nobel Prize winner 
Tawakkol Karman (leader of the Arab Spring); hundreds of other iP-
hone users in Europe and the Middle East, including the governments 
of Qatar, Yemen, Kuwait, Oman, Serbia, Lebanon, Iran, and Turkey.

Also in 2016, DarkMatter sought out smartphone development 
experts in Oulu, Finland, and hired several Finnish engineers. It de-
veloped a smartphone model called Katim, which translates from 
Arabic as “silence.” In 2021, DarkMatter’s cyber operations were 
transferred to Digital14, headquartered in Abu Dhabi, which distrib-
uted the secure Katim communication system. Digital 14 positions 
itself as one of the leading cybersecurity companies in the Middle 
East, serving customers in the government, energy, transportation, 
financial, and healthcare sectors.

In early 2018, DarkMatter’s turnover was in the hundreds of mil-
lions of dollars. It is known that 80% of PIC’s contracts are with 
UAE government agencies, including the Radio Intelligence Agency 
(RIA), formerly known as the National Electronic Security Authority 
(NESA). This special service is the UAE’s intelligence agency, simi-
lar to the NSA, which was created in 2011 with the help of the US in 
response to possible cyber espionage by Iran.

In 2018, Faisal Al Bannai confirmed that DarkMatter worked 
very closely with the UAE government and was a competitor to the 
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Israeli company NSO Group. From January 2016 to November 2019, 
thanks to its experts — former NSA employee Marc Baier, as well as 
Ryan Adams and Daniel Gericke, who worked in US military and in-
telligence circles — DarkMatter significantly improved the services 
it provided to the UAE government.

In January 2020, based on the FBI’s investigation, particularly 
regarding DarkMatter, for crimes such as digital espionage services, 
involvement in the murder of Jamal Khashoggi, and the imprisonment 
of foreign dissidents, the US Congress passed a bill proposed in 2019 
by Congressman Max Rose of New York. The law requires the IC to 
annually assess threats to national security that may arise from the ac-
tivities of former intelligence officers who, after leaving the service, 
work for foreign companies, organizations, and governments.

In 2021, Loujain al-Hathloul filed a lawsuit in the U.S. District 
Court in Oregon against three former US intelligence and military 
officers who conducted hacking operations on behalf of the UAE. 
According to the lawsuit, the three men — Marc Baier, Ryan Adams, 
and Daniel Gericke — worked for DarkMatter and helped Emirati 
security officials extract data from her iPhone. The hack led to al-Ha-
thloul’s arrest in the UAE and extradition to Saudi Arabia, where she 
was detained, imprisoned, and tortured.

On September 14, 2021, Marc Baier, Ryan Adams, and Daniel 
Gericke were charged with violating US laws related to computer 
fraud and the improper export of technology. They agreed to deferred 
prosecution in exchange for: paying fines of $750,000, $600,000, and 
$335,000 over three years, respectively, for a total of $1.68 million; 
assisting the FBI and Department of Justice in their investigations; ter-
mination of ties with any UAE intelligence and law enforcement agen-
cies; compliance with a ban on services, including defense articles sub-
ject to the International Traffic in Arms Regulations (ITAR), and future 
work involving the operation of computer networks; renouncing their 
security clearances in the US and any foreign organization; accepting a 
lifetime ban on future security clearances in the US.

In December 2021, US lawmakers called on the Treasury De-
partment and the State Department to impose sanctions on DarkMat-
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ter, NSO Group, Nexa Technologies, and Trovicor. A letter signed 
by Senate Finance Committee Chairman Ron Wyden, House Perma-
nent Select Committee on Intelligence Chairman Adam Schiff, and 
16 other lawmakers requested the imposition of global Magnitsky 
sanctions, as the companies were accused of contributing to human 
rights violations.

In conclusion, it can be said that it is strategically important for 
any state to be aware of events and processes that take place outside 
its borders but may be of interest for developing tactics and build-
ing strategies for an appropriate response. The activities of PICs 
are significant from this point of view. PICs often outpace special 
services in the creation and application of the latest technologies in 
their activities. These organizations not only carry out orders from 
government agencies, but are also targets of intelligence interest for 
other countries seeking to obtain the information they possess. PICs 
can be used for political struggle. Therefore, their activities must 
be controlled by the state through specialized legislation. Ukraine 
should study foreign experience in the functioning of PICs and use it 
to strengthen its national security.

Conclusions to Section IV

An analysis of recent events indicates a transformation in views 
on the tasks and functioning of intelligence.

The key advantages of breakthrough technological innovations 
in intelligence activities are as follows:

UAVs and satellites, which provide effective and economical re-
al-time monitoring, reducing risks to military personnel;

New developments in sensor technology that expand the capabil-
ities of intelligence gathering to detect, identify, and track potential 
threats.

Ground-based surveillance radars with built-in advanced signal 
processing algorithms that enable the detection of personnel and vehi-
cle movements over long distances, providing early warning systems.
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The use of AI algorithms which make it possible to process large 
amounts of data collected by surveillance systems, identifying pat-
terns and anomalies that analysts may miss.

The use of machine learning algorithms, which enable the auto-
matic detection and classification of threats, helping the armed forces 
to respond effectively to the situation.

Conducting big data analysis to obtain valuable information from 
monitoring observations, enabling optimal decisions to be made and 
future military operations to be planned.

Analytical discourses and direct intelligence practices in West-
ern countries suggest that modern intelligence is conceived as a 
complex, multidisciplinary, science-intensive process that requires 
constant transformation of “intelligence pedagogy” in order to train 
effective – multi-profile – specialists who are psychologically and 
physically resilient, academically and professionally capable of 
collecting, understanding, integrating, and transmitting data from 
multiple sources, as well as conducting strategic intelligence, fore-
casting (taking into account future challenges), relying on the capa-
bilities of AI, etc.

The provisions of the White Paper for European Defence – Read-
iness 2030 indicate that the EU, given Russia’s invasions of other 
countries and its current policy of expansion, perceives Russia as 
an “existential threat to the European Union”. Changes in US ap-
proaches to European security are identified as a reality that must be 
taken into account, but NATO remains the cornerstone of collective 
defense. The general political balance that had been established af-
ter the end of World War II has been “irreversibly disrupted.” The 
formation of a new world order is a new reality that will emerge in 
the short term, and Europe must become an active participant in its 
creation rather than a passive “consumer of consequences.”

A study of public-private partnerships in the field of intelligence 
activities, using the example of the most famous PICs in the US, the 
UK, Israel, and the UAE, showed that they act as contractors for state 
structures as collectors and processors of intelligence information, 
with the help of which the state learns about its external environment 
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and realizes its own tasks in this area. PICs can also be used for polit-
ical struggle, so their activities must be controlled by the state on the 
basis of specially created legislation.
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